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e« STUN Protocol Overview
e SIP NAT Traversal using STUN
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« Session Traversal Utilities for NAT
« RFC 3489, RFC 5389
« STUN Message
v Client > Server : Binding Request
v' Server = Client : Binding Response
 To detect NAT types the server use
v' 2 IP addresses : Primary and Secondary Address
v’ 2 Ports : 3478, 3479

« The NAT Router type is EIM-NAT(Endpoint-Independent Mapping
NAT) to support VolP Application.

 The Client STUN Binding Request Message to get mapped public IP
address and Port
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SIP NAT Traversal usinc

« Use STUN for SIP
— Send Binding Request from SIP port(5060) to STUN server
— Receive public address & port mapped to SIP port from STUN server
— Replace SIP Via & Contact address with public IP and port

« Use STUN for RTP
— Send Binding Request from RTP port to STUN server
— Receive public address & port mapped to RTP port from STUN server
— Replace connection address & media port in SDP with public IP and port

INVITE sip:1000@201.11.66.15:5060 SIP/2.0

Via: SIP/2.0/UDP 210.92.67.3:14604;branch=z9hG4bK145bhd
From: <sip:2000@201.11.66.15>;tag=145bbd27a4

To: <sip:1000@201.11.66.15>

Binding Req NAT

y

Binding Resp

Contact: <sip:2000@210.92.67.3:14604> < STUN Server
Content-Type: application/sdp SIP INVITE

1
. !
0=2000 1528207893 1528207893 IN IP4 210.92.67.3 Sigzvidszool Tercom 1 21092.67.3:14604
c=IN IP4 210.92.67.3 106.0.2: : P §
m=audio 23466 RTP/AVP 0 8 101 . | =

SIP Server
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