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Chapter 1. AP900S Introduction

SecureFinder AP900S Introduction

SecureFinder AP900S is a residential embedded VPN gateway based on IPSec
standard. SecureFinder AP900S is suitable for small companies which require a
strong secure policy to have access to important applications such as CRM,

ERP, and Groupware of its head office.

SecureFinder AP900S Product Overview

1. Smart VPN gateway with strong features
SecureFinder AP900S is suitable for companies requiring high-performance,
multi-functional VPN services. It supports not only protocols such as PPPoE for
XDSL, cable modem connection but also various routing protocols such as
Static and IEEE 802.1Q VLAN Routing, RIP v1/v2, OSPF v2, BGP v4. This
SecureFinder AP900S provides advanced services which residential VPN

gateway has never provided before.

2. Adopt Hardware VPN accelerator

AP900S provides an optimized performance through hardware accelerator
which is built in for VPN security. This controls network and system traffics
enabling excellent VPN service. Based on AddPac’s own embedded OS,
APOS™. it delivers reliable VPN service and wide area network expansion
service which can be adopted in any network environments. Also it is capable
of using various algorithms such as DES, 3DES, AES so it is suitable for encryption

algorithm and security policy.

3. The next-generation solution

Even for a small enterprise branch needs to have VPN gateway system for
critical data applications, and secure VolIP calls from head office. It has to be
prevented and protected by reliable security system such as VPN gateway.
However, it is not easy for small business companies to realize secure data
communication network and often unpredicted problems can be faced
without IT expert. AP900S ensures network protection through the functions of
VPN. It guarantees secure internet communications using embedded 4 ports
10/100Mbps hub which also has auto secure networking configuration

function.
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4. Streaming solution

Effective processing capabilty of streaming data such as video,
audio(example, MP3) and VolP application is one of the main considerations
when it comes to choosing VPN system. SecureFinder AP900S offers excellent
performance on processing multimedia data such as VoD, MP3 file, etc using

QoS along with AddPac’s own QoS features.

Securefinder (.
APRO0S

Branch 1

Headquarter

INTERNET

SecureFinder Ra

39005 uter

Branch 2
ADSL Modem

PP

SecurefFinder
AP?00S

(Figurel-1) SecureFinder AP900S2| network diagram

AP900S Main features

Residential VPN Gateway : embedded system type

HW based security accelerator to reduce processing delay
DMZ Zone for secure internet access such as Web, email etc
Built in 4-Port Fast Ethernet Interface

Authentication algorithm: MD5, SHA-1, HAS-160

Encryption algorithm: DES, 3DES, AES etc

Supports SSL/SSH communication functions

Key managing : IKE Standard

CA authentication : ID/Password, LDAP, X.509

Flexible backup function using VRRP

Embedded Advanced QoS features for multi-media application
Real-time monitoring

Supports Various routing service

Various management services such as remote upgrade
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AP900S Hardware Specification

<Table 1-1> AP900S Hardware Specification

Microprocessor

64bit RISC Microprocessor

Memory

Flash Memory 8 Mbytes
SDRAM Memory 64 Mbytes
Boot Memory 512 Kbytes

Network Interface

2-Port 10/100Mbps Fast Ethernet Interface (RJ-45 interface)
- Support Load Balancing
- DMZ for Secure Web & E-mail Access

- Creates a Public and Private Network Simultaneously

4-Port 10/100Mbps Fast Ethernet Interface for LAN

- Support Auto Secure Service Configuration

Console Port

1-Port RS-232C Console Interface(RJ-45 interface)

Power

External Power, 110~220 VAC free voltage, 50/60Hz, 20Watt

Operating Temperature

0~50 C (32 ~ 122 °F)

Store Temperature

-40 ~ +85 C (-40 ~ +185 °F)

Relative humidity

5~95%

Dimension

43 x 265 x 165 (mm, H x W x D)
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AP900S Software functions

<Table 1-2> AP900S software functions

Network & Routing

Protocol

Static and Default Routing

RIP v1/v2, OSPF v2, BGP v4

|[EEE 802.1Q VLAN Routing

WAN Protocol

Point-to-Point over Ethernet Protocol (PPPOE) for ADSL
Dynamic Host Configuration Protocol (DHCP) for Cable Modem

VPN function

Authentication Algorithm : MD5, SHA-1, HAS-160

Key Management : IKE Standard

CA Authentication : ID/Password, LDAP, X.509

IP Authentication Header (AH)

IP Encapsulation Security Payload (ESP)

Authentication : PAP, CHAP, MS-CHAP, RADIUS

Tunneling Protocol : PPTP, L2TP, IPSec

IKE Encryption : DES, 3DES, AES, blowfish, cast

IKE hash : MD5, SHA1

IKE Authentication : Preshared-key, RSA-sig

IKE Key Exchange : DH group 1(768), DH group 2(1024), DH group
5(1536)

IKE lifetime : Second/Byte

IKE Phase 1 : Main-mode, Aggressive-mode

IKE Phase 2 : Quick-mode

IPSec Protocol : AH(Authentication Header), ESP

IPSec mode : Transport mode, Tunnel mode

IPSec Encryption : DES, 3DES, AES, blowfish, cast, null

IPSec Authentication : hmac-md5, hmac-shal

PFS : groupl, group2, group5

IPSec lifetime : Second/Byte

Compression : LZS, deflate

CA : CA Server, SCEP, OCSP

VPN Tunnel Monitoring, Prevent Replay Attack

NAT-Traversal : IPSEC Communication in NAT Environment with
L2TP

Security

Supports IP Packet Filtering

Supports IP Access-List
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User Authentication function (PAP, CHAP)

Protocol Enable/Disable function

Auto-disconnect function for Console, Telnet Session

Multi-Level User Account Management function

Network

management

Web based management feature: Java Based Manager

Supports SSL/SSH communication

Supports Standard SNMP Agent (MIB v1/2)

Remote management using Console, Rlogin, Telnet

Additional services

Traffic Management feature

Flexible backup using VRRP

PAT(Port Address Translation)

NAT(Network Address Translation)

DHCP server and relay function

CLI (Command Line Interface)

Other services

System monitoring and debugging function

Back up for routing configuration data (FTP, TFTP)

Remote upgrade of system software
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AP900S Figure

il = T T =

yd N
AddPac I WHE—y,
PWER RUN LAN O LAK 1 [1] 1 2 3
s} 0 5] O O O O O

2 1
Ii - - ui‘ ’i\ ’il @ B
!I ®
CONSOLE | LAM 2 [ LAN 1 LAN O RST

(Figurel-3) SecureFinder AP900S Rear
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Chapter 2. Smart Manager Connection

Smart Manager Introduction

AddPac Smart Manager program is designed for easy control of
SecureFinder AP900S. Even the first time users enable to easily access and
configure AP900S via GUI (Graphic User Interface) without CLI(Command

Line Interface).

Smart Manager Feature Highlights

® Java based Web Management

Real time monitoring of Link status for each Port
Assign IP address for managing

User Account Management

SNMP Agent setup

Control two Fast Ethernet Port for WAN and four 10/100 Switch Hub Port for
LAN application

Control Crypto related function such as IPSec, IKE, CA

Configuring Routing Protocol such as RIP, OSPF

Standard/Extended/Name Access-List manage

DHCP Pool writing function Using Wizard

Maximum of 5 DNS Server/ DNS Host

Telnet, SSH, FTP, HTTP Service control

Detail View function for CPU, Memory capability.

Real-time Performance Graph for each Ethernet Port

Performance History Graph for each Ethernet Port

Provide IPSec Performance Information Data
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Hardware Requirement for Smart Manager

<Table 2-1> Hardware Requirements

CPU Minimum Intel Pentium Il 300Mhz or more
MEMORY Minimum 128MB or more
Hard Disk Minimum 10GB or more

<Table 2-2> Software Requirements

MS Windows 2000 / XP / Server 2003

Minimum Java 2 Runtime Environment SE

Operating System
& e v1.4.2

Web browser : Microsoft Internet Explorer
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Java 2 Runtime Environment v1.4.2 Download

Step 1

To access to Smart Manager, Java Virtual Machine is required to execute
Java applet on web browser. SUN distributes Java Virtual Machine with

the name of J2RE (Java 2 Runtime Environment).

The J2RE version used in this guide is J2RE v1.4.2, the latest version. Visit at
“http://java.sun.com/j2se/downloads.html|” and download the program.
* J2SE is “Java 2 Platform Standard Edition,” A type of the J2RE.

Select J2SE 1.4.2

Microgoft Internet Explorer

Ele Edt Wiew Favoites Tooks Help \ i
(eBack - = - () ] A | QSeach LijFavoies Pheda B[ e o

ddiess [ ] s #iava sun comizse/downioads himl o] PG

e java.sun.com

Java 2 Platform, Standard Edition (J2SE)
SN IR 125E Downloads | 325E Documentation |

Hot Downloads
Download lava vM

J25E 1.4.2 SDK

The links below will take you to the download sites for the versions of the J2SE platform that are currently %—Mﬁ
available. At each of the sites, you can download the Java 2 SDK, Java 2 Runtime Environment, Sl

- APIs Sun ONE application Server
documentation, and other products related to the J25E platform, SEET g o

- New to Java J2sE 141 3be
. ; Java Web Services
- Source Licensing e
Developer Pack
- Tools

J2SE Main

- VB Development « J25E 1.4.1
-BFEFEE

* J25E1.3.1
& Printable Page

+ J25E1.2.2

Download Archived Releases
Sun maintains a download site for previously released versions of the 125E platform and related products
that have completed the end-of-life process and are no longer covered by standard support contracts,

These downloads are made available as a courtesy to developers to assist in problem resclution,

Archived Downloads

Download J2SE Platform Source
Sun provides source code for the J25E platform through the Sun Community Source Licensing program,

J2SE Platform Source

] htip/fisvasun com/sed] 4 2dowrload hinl [T e inemet 7

(Figure2-1) Select Java 2 Platform Standard Edition
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Step 2
Select J2SE Windows.

A Download Java 2 SDK, Standard Edition, v 1.4.2 01 [J2SE] - Microsoft Intemet Explorer
Fie Edi View Favoites Took Help' I
pBack - = - 3 3] | GhSewch [iJFsvoiies Meds 18|y b
Address [ &) hto: /fiava.sun.comiigse/.4.2/download il o] @so |
Java 2 Platform, Standard Edition (J2SE) -
S 25E Downloads
JavA™ 2 PLATFORM STANDARD EDITION Ja[:u:;:se
Download
J2SE Main Supported System Configurations
- APIs
- New toJava Confused or having trouble downloading of installing?
- Source Licensing | The download help section has infarmation that may get you going again
- Tools
- VB Development Download NetBeans IDE v 3.5.1 with J2SE v 1.4.2 COBUNDLE  {info)
=H 5 Windows (exe) DoumLoAD
& printable Page Linux ( biny oownLoso
Solaris SPARC® (bin) oownLoso
Solaris %86 (.bin) oownLoso
Installation Instructions MIEW
Release Notes view |
License view
Download J2SE v 1.4.2_01 SDK
Windows Installation info} DOWHLOAD
Windows Offine Installation (infgl oownLase DOWHLOAD
Linux RPM in self-extracting file {info) oownLos DowHLOAD
Linux self-extracting file {info) oownLosp oowHLOAD
Solaris SPARC 32-bit self-extracting file (info) DownLoap oownLaA
Solaris SPARC 32-bit packages - tar.Z (info) N DOWNLOAD
Solatis SPARG B4-bit self extracting file * (info) DowLOAD DOWNLOAD
Solatis SPARGC B4-bit packages - tarZ* (info) H DOWHLOAD
Solatis %86 self extracting file finfo) DowLOAD DOWNLOAD
Solaris x86 packages - tarZ (info) NiA DOWNLOAD
Installation Instructions viEw viEw
5|
& [T e )

(Figure2-2) Select J2SE Windows

Step 3
Carefully review “Terms and conditions of the license~” and select

“agree.”

7 Java(TM) 2 Runtime Environment, Standard Edition 1.4.2_01 - Microsoft Intemet Explorer

Fle Edt View Favortes Tools Help \

EBack + & - (D 9] 4| QSeach [siFawies FiMeda 3| Ehr S

Addiess |g1 hitp: #/java. sun com/webapps/downlaad/Display j Plo ‘

= java.sun.com

Terms and conditions of the license & export for Java(TM) 2 Runtime Environment, Standard
Edition 1.4.2_01

Frequently A cked Questions gbout D

Java BluePrints

Tou have chosen to download Java(TM) 2 Runtime Environment, Standard Edition 1.4.2 01

Sun Microsystems, Inc.
Binary Code License Agreement

for the
JAVA™ ) RUNTIME ENVIRONMENT (J2RE). STANDARD EDITION, VERSION 1.4.2 X

SUN MICROSYSTEMS, INC. ("SUN") I3 WILLING TO LICENSE THE SOFTWARE IDENTIFIED BELOW TO YOU ONLY UPON THE
CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS BINARY CODE LICENSE AGREEMENT AND
SUPPLEMENTAL LICENSE TERMS (COLLECTIVELY "AGREEMENT"). FLEASE READ THE AGREEMENT CAREFULLY. BY
DOWNLOADING OR DSTALLING THIS SOFTWARE, YOU ACCEPT THE TEEMS OF THE AGREEMENT. INDICATE ACCEPTANCE BY
SELECTING THE "ACCEPT" BUTTON AT THE BOTTOM OF THE AGREEMENT. IF YOU ARE NOT WILLING TO BEBOUND BY ALL THE
TERMS, SELECT THE "DECLINE" BUTTON AT THE BOTTOM OF THE AGREEMENT AND THE DOWNLOAD OR INSTALL PROCESS
WILL NOT CONTIUE.

1. DEFINITIONS. "Software" means the identiied above in binary form, any ofher machine readable marerials (including, but not limited to, Hbraries,
source files, header files, and data fles), any updates of error comertions provided by Sun, and any user manuals, programming guides and other
documentation providad to you by Sun under this Agreement. “Programs” mean Java applets and applications intended to run on the Java 2 Platform,
Standard Edition (J25E™ platform) platforma on Java-enabled general purpose deskiop computers and servers,

N

LICENSE TO USE. Subject to the terms and conditions of this Agrecment, including, but not limited to the Java Technology Restrictions of the
Supplemental License Terms, Sun grants you a non-cxclusive, non-transferable, limited license without license fees to reproduce and use internally
Software complete and unmodiied for the sole purpose of running Programs. & dditional licenses for developers and/or publishers are granted in the
Supplemental License Terms

&) Done )

[ Intemet 7

(Figure2-3) License Agreement for J2SE
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Step 4

Step 5

Download “Java 2 Runtime Environment, Standard Edition v1.4.2_01".

=
Java
\;%T.:%? i B :‘ Download Java(TM) 2 Runtime Environment, Standard Edition 1.4.2_01
| bocumentation

| Industry News Frequently A sked Questions about D

|_Developer Services
|_Java BluePrints S o
+ Download j2re-1 4 2 01 win
ilesize = 1,418,120 bytes

mant, Standard Bdition 1.42_01

Company Info | Licensing | Employment | Press | Contact |
' TavaOue | Java Community Process | Java Wear and Books | Content Feeds | Java Series Books

Java, J2EE, J25E, J2ME, and all Java-based marks are trademarkes or registered trademarkes of Sun Microsystems, Inc. in the United States and other countries.

Utless otherwise icensed, code in all @Sun
technieal mamels herein (nciding articles, . .

i © 1995 003 S Micosvms
A Qs saiipies) is provwide dundenthis Diosnse Al Rights Resrnd, T ame f U, e Polic. Tk

(Figure2-4) Java 2 Runtime Environment, SE v1.4.2_01 downlaod

“File Download” dialog box appears. Click “Save” to save the program
at the PC.

File Download

(?

(Figure2-5) File Download Dialog Box
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Step 6

Then the program is downloaded.

i32?§ of j2re-1_4 2 01-windows-i586-iftw.exe?Actionl.._ |~ [=] |7

A

¢ all
F

(Figure2-6) Downloading the file
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Java 2 Runtime Environment v1.4.2 Installation

This part explains how to install “J2RE v 1.4.2” on the PC
Step 1

Execute “j2re-1_4 2 _01-windows-i586-iftw.exe”file. Then the License
Agreement appears. Review it carefully and select “I accept~.” Then

click “Next>" button to proceed.

,:1 Java 2 Runtime Environment, 5E v1.4.2 01 - Licenze

License Agreement

Please read the Following license agreement carefully,

Sun Microsystems, Inc.
Bmary Code License Agreement

for the

TAVA™ 2 RUNTIME ENVIRONMENT (J2RE), STANDARD

EDITION, VERSION 1.4.2 X

SUN MICEOSYSTERDS, I ("SUN") I5 WILLING TO LICENSE

pj=il|=ipil=sf

(Figure2-7) Java 2 Runtime Environment — License
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Step 2
Select “Setup Type” as “Typical” and click “Next>" button.
Setup Type
hoose the setup tvpe that best suits vour needs,
(Figure2-8) Select Java 2 Setup Type
Step 3

J2SE installation is on processing.

Installing Java Z Runtime Environment, SE v1.4.Z_01

The prograrn Features you selecked are being installed,

(Figure2-9) Java 2 installation processing
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Step 4
J2SE installation is completed. Click “Finish”.

_ ii% Java 2 Runtime Environment, SE ¥1.4.2 01 - Complete

InstallShield Wizard Completed

wizard,

The InstallShield Wizard has successfully installed Java 2
Runtime Environment, SE w1.4.2_01. Click Finish to exit the

e |

(Figure2-10) Java 2 Runtime installation completion
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Smart Manager Access
Step 1

Enter IP address of AP900S at the address bar of the web browser.

‘3 about:blank - Microsoft Internet Explorer =100 =]
| Fle Edt Wiew Favoes Took Hep ‘
| ek - = - @ B A | Bsearch [alFavortes (Bristory | By S
| Address |@ 172.17.104.100 = P |
? Please type your user name and password
Site, 17217104100
Realm AddPac
User Name [
Password |
I~ Save this password in yaur password lit
oo
T Web site found, Waiting For reply... ] [ @ intemet P

(Figure2-11) Web Management System access

Step 2

Enter User Name (“root”) and Password (“router”). Click “OK”

button.

J about:blank - Microsoft Internet Explorer i

The User Name and Password are changeable by users.

_{ol x|
| Fle Edt View Favortes Tooks Help |
| 4mpack - = - it | Dhsearch CijFavorites (BHistory | BY- Sf
Jaddress|@ 172,17,104.100 = fa ‘
? Please type your user name and password
Site: 172.17.104.100
Realm AddPac
Ussr Name  [root
Password [
™ Save this password in your password list
T wieb sie found, Waiting for reply... - [ [ @ intemet 7

(Figure2-12) Web Management System Login
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Step 3

Step 4

Smart Management System window will be shown after login.

Select Smart Manager.

£} AP900S - Microsoft Internet Explorer i
JE\Ie Edit Wiew Favorites Toals  Help

=lolx|
| ek - =» - (Q [H A | Dsearch Garavories (Bristory |
| peddress [ 8] heep:j172.17. 104, 100 -l @50
AddPac e

Smart Management System

Flease send e-mail to sales@addpac com TEL+82-2-568-3845, FAX+82-2-568-3847
23F, Jeong: Am Bldg, 769-12, Yeoksam-dong, Kangnam-gu, Seoul Korea
2] Dane

[ [ mkernet
(Figure2-13) Initial window of Web Management System

Java Applet is executed. Select “Yes” or “Always” for security.

‘B switch Smart Manager - Microsoft Internet Explorer
JFIIE Edit View Favorites Tools  Help

| address [@] hitpfi172.17.104. 100/zpplet

JT=TE]|
| ok - =» - @D 74 | Qisearch [GFavarites (History | B S

=

YW arning - Security

x|

Do you wantta trust the signed applet distributed by "AddPac'?

Publisher authenticity verified by: “AddPac”
A The security cerificate was issued by a company thatis not trusted.

& The security certificate has expired or is notyst valid.

Caution: "AddPac" assers thatthis content is safe. You should only accept this
contert ifyou trust"AddPac” to make that assertion

More Details
M || s |

il

[&] Loading Java Applet ...

=] @eo

o

|
[ [ |8 mbsmer 7

(Figure2-14) Java Applet security warning page
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Step 5

Login prompt for Smart Manager appears. Enter the same User ID
and Password used for the web management system login.

et Explorer =3l
| Pl Edt Vew Favoites Tooks Help |_
| ek - = - @D 2] 3| Deseach GaFavorkes (Histary |
| addrass [@] hitp:f1172.17. 104, 100 applet =l e
)
=
x
n L4
» '
I root
Password
Login I Cancel I
il | |
@] Applet ap.SwitchApalet lnaded [ [ intermet 7
(Figure2-15) Java Applet Login
Step 6
It moves to the main page for Smart Manager.
ol
| Ble Bt Wew Favortes Took Help |
| = - = - @ [E] A} | Disearch GigFavorites {HHistory |
| address [@] hepijj172.17. 104, 100 applet = pa |
=l
System Interface Crypto Routing Service Statistics
L)
) APEN0S 3l Port Performance N
=l system —
— % Inventory FastEthernet 010 Update Tirme! 5 Seconds vI
— % Time Management 100m
— @ User S0
— @ Write
- o Reboot i
Interface Gl
— @ FastEthernet oM
— @ Laoophack
o FastEthernet 011
— % Tunnel 1000
- Crypto
— @ IFSec i
— o MAP 10
— ¢ IKE -
— ¢ CA
— © CABener bl
o= Djﬁ;“ [ FastEthernet 022
— ¢ Static Routes
— @ RIP S0t
—© OSPF 10M
— % RIFng
¢ 0SPFE il
,‘—[3 Service Omt
=
|@] applet ap Switchapplet started [ ][4 mermet .

(Figure2-16) Smart Manager main page window
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Chapter 3. Smart Manager Menus

Smart Manager Screen Elements

Smart Manager consists of 5 sections.

) AP90DS Smart Manager - Microsoft Internet Enplorer =101 ]
|| He Edt Yew Favorkes Took Hep [+ |
|| 4ok~ = - @Y [5) £ | Qoearch [ajFavorites (PHistory

|| gdress [&] beepiff172.17,104. 100/ spplet ee

3
O — D

@—EEHED
| Portertormance
- system e

o Inventory FastEthernet 00 Undate Time:

© Time Management

=88 Interface
e

@ © Loopback

© Dialer
© Tunnel
=& Cryplo
© IPgac
—® MAP
¢ IKE

A
®

=@ Routing
© Static Routes
@ RIP
© OSPF
¢ RiPng
© OSPF6
= senice

L SE

|&] Applet ap.SwitchApplet started I

(Figure3-1) Smart Manager Elements Page

<Table 3-1> Smart Manager Main Page Elements and Descriptions

Sections Description
Pull-down menu to access sub-menus of the Smart Manager.
© The menus are same as the tree type menu at Q.
Shortcut Icons for Port Performance, Port Configuration,
® management and Parametric Information.
® Tree type menu for sub-menus of the Smart Manager
@ This shows the output window of D~®)
Real-time monitoring port link status of AP900S. With the
® mouse right-click, “Port Configuration”, “Port Status” can be
selected.
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How to Use Pull-down Menu

Click the desired menu from the menu bar, and then relevant sub-menus
are displayed. Select the right category, and then further information is
displayed on the main display area. Figure 3-2 shows the example of

selecting Inventory under system menu.

A Router Smart Manager - Microsoft Internet Explorer [ o [=] |

J Fle Edt View Favorites Tooks Help |
| ot - 9 - @ [D) A | Qoesch [EfFavorites (BHistory |
| Address [@] hitp:if172.17.104.100/applet =] @0

Systam Interface  Crypto Routing Service Statistics

Time Management

User =1l System Perfermance
Wirite Update Time. 5 Seconds
Rehoot - CPU CPU History =
* KE
—® CA
— @ CASerer
@ Status
& Routing
— @ Static Routes L 2
— e RIP
< OSPF [ Memary — | Mermory History
—® RIPng
@ OBFFB
Senice
— @ Access-list
—® DHCP
% ARP |
—@ DNS &
— & SNMP [ Memaory Detail (KB) - | CPU Detail (%)
@ Misc. total memaory 65536 CPU Idle aa
J—Tmamama ) used memary 32054 CPU used 1
e n Performance free memary 33482
— @ Port Performance s
— @ Por Statistics .
@ |PSec Perfarmance = Glosy

|&] Applet ap.Switchapplet started || 4 mtemet 7
i
| Fle Edi View Favorites Tools Help ‘
| ok - 5 - @ [A A | Qsearch [EiFavorites Bistory |
| Address [@] heeprif172.17.104, 100 applet B
Systern  Interface  Crypto  Routing  Service  Statistics
L
@ Router =50 Invento B
-1 System L/ —_
— @ Time Managemant
—® User
—* Write Host Name, Fouter
— @ Rehoot
= Interface o T W
® e Fastcthermet avice Type ecureFindsr
— % Loophack
— @ Dialer Software Yersion. 2.0.0
— @ Tunne|
=& Crypto Setial Number: AFPG00S 0020
—¢ IPSec
— & MAP 5
unknowmn
LR i System Location:
—® CA
— @ CASerer
— @ Gtatus )
- Routing
— @ Siatic Routes
—*® RIP
—® OSPF
— ¢ RIPng
e 08PFB
JﬂSem:e
|&] Applet ap.Switchapplet started || [ miemet 7

(Figure3-3) Pull Down Menu - system -> Inventory
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At Figure 3-4, “FastEthernet” is selected from the pull-down menu.

2} Router Smart Manager - Microsoft Internet Explorer

| Fe e vew Favomes Tods rep |

| ek - = - @ 2] A | Qisearch (aiFavoites (PHistory |

| address [@] hutp:jy172.17.104. 100japplet =l @ |

Loopback
Dialer
Tunnel

ime Management

© Wirite raot 1 cleantext - router i
% Reboot I -]

= Interface

¢ FastEthernet
@ Loopback
“ Dialer

“ Tunnel
Crypto

= |
® IPset
* MAP
+ IKE
© CA
® CASenver

@ Status T
Routing

S
¢ Static Routes
® RIP
< 0SPF

—

< RIPng
© 0SPF6

J—EF Senvice

=
&) Applet ap. SwikchApplet started [ [ 4 trtermet 7
(Figure3-4) Pull Down menu —> FastEthernet
Figure 3-5 shows FastEthernet Page.
loixi
| Fle Edi view Favortes Toos Help |
| ¢k - = - @ 2] A | Qseach [alFavoites (History |
| ackdvess [&] hutps 172,17, 104, 100japplet =l ¢ |
=l
|Sy5tem Interface. Crypto  Routing  Service Statistics
EHL
@ Router B FastEthernet
=g system
< Inventory B
< Time Management % 7
b FastEthermetaio. 100 = ] ~ 0002240020 I -
‘»mﬁm FastEthemel0i Aute v | 100 |Awto ~ [ Ful uP UP - |000Z.a4f0021 T
Lo FastEthermeli2 Aute v | 100 [Awo v | Ful UP UP  ~ |0002.a4f0022 T
5 i FastEthemeti2i I Auto v | 100 [Half = | Half UP UP_~ 1=
@ Loophack
& Disler IPvd | ipvd Routing | 1PvB | IPvE Rauting]  Crypto |
< Tunnel |
L s ddre; MTU
¢ IPser I DHGP Ty 1500
fall I PPROE Diak-PonkHumbsr:
© IKE
& CA Fixed Address
© CASener [ E . ~Access Filter
@ Stalus e 172.17.104.100 |255.255.0.0
S Routing 1] T inBound  JMone =l
© Static Routes
@ RIP outBound  |Mane -
© 08PF
< RIPng
© 08PF6
J—Eﬁser\rlce
-]
&] Applet ap, Switchapplst started [ [ 4 mtemet -

(Figure3-5) Pull Down menu - FastEthernet page
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At Figure 3-6, “IPSec” is selected from pull-down menu.

F Router Smart Manager - Microsoft Internet Explorer -0 x|

| Fle Edi view Favortes Toos Help

| #=eek - = - @[3 4| Dsearch [idFavories (FHistory |
| address [@1 hitpfi172.17. 104, 100japplet

Swstern  Interface Cryplu Routing Service Statistics
EGEHE

@ Rauter

=@ system
< Inventory
< TimeMa  CASemner
© User Status
© Write
© Rehoot

= Interface

@ FastEthernet

@ Loopback

¥ Dla\er

g rue |

prm

@ IPSec

< MAP

< IKE

o CA

© CASetver

@ Stalus o

EE
-4 Routing

Static Routes
RIPng
0SPF6

RIF
Senice P Apply Close

L3
<
© 0SPF
<
o

&] Applet ap, Switchapplst started [ [ 4 mtemet

K

(Figure3-6) Pulll Down menu —> Crypto -> IPSec

Figure 3-7 shows IPSec Config page.

3 Router smart Manager - Microsoft Internet Explorer -io) x|
] Fle Edit Wiew Favortes Tools Help

| #=eek - = - @ [2] 4| Dsearch (idFavaries (FHistory |
| ackdvess [&] hutps 172,17, 104, 100japplet =l ¢ |

|Sy5tem Interface. Crypto  Routing  Service Statistics

[
@
=8P system

< Inventory
< Time Management
© Usar ‘ SA Lifetime seconds ~ | {security association lifetime )
© Write
© Rehoot
= Interface ~ Transforme-set (Define transform and settings)
@ FastEthernet
i S e
1l gl

< Dialer

“ Tunnel

=]
E" CA Setver
@ Stalus o

© Static Routes
@ RIP

@ 0SPF
@

@

RIPng
0SPF6

&] Applet ap, Switchapplst started [

K

| [ mtemet

(Figure3-7) Pull Down menu - IPSec Config page
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At Figure 3-8, “Static Routes” is selected from “Routing” of pull-down menu.

vosoft Internet Explorer

| ek - = - @ 2] A | Qisearch [alFavorites (PHistory |
| address [&] hutp:jy172.17.104. 100japplet =l @ |

System  Interface Crrph:lf’-luuﬂng Senice  Statistics

sion | Poliy | Eventiog |

ISAKMP sa Update

o SAD entries.

Routing

@ Stalic Routes
< RIP

© 0SPF

“ RIPng

-
E" OSPFE
EE‘EMEE IPSec sa update

* Access-list
@ DHCP

< ARP

< DNS

< SHMP

@ Misc

o SAD entries.

= Stalistics
% Systern Performance
@ Port Perfarmance
@ Port Statistics .
@ IPSec Performance -2 Close

AL

&] Applet 2p. Swikchapplet started [ | | meemet

(Figure3-8) Pull Down Menu —>Routing-> Static Routes

Zj Router Smart Manager - Microsoft Internet Explorer [ 3

| Fle Ede view Favortes Tools Help |

| #eak - = - @[3 4} | Qsearch (GFavories (FHistory |
| ackdvess [@] hutps 172,17, 104, 100jappiet =l @ |

|System Interface  Crypto  Routing  Service Statistics
r .

G
L& Tunne = )| Static Routes

=& Crypto
IPSec 1Py | IPvE |
MAP

CA

CA Semver
Status
uting

eoTDososooe

© 0SPF
“ RIFng
< OSPFE

}.E
= Serice
@ Access-list
@ DHCP
< ARP
< DNS
© ShMP
@ Misc

Statistics
“ Systern Performance
© Port Performance

© Port Statistics |
“ IPSec Performance = Apply Close

aE

&] Applet ap. Switchapplst started [ [ 4 mtemet

(Figure3-9) Pull Down Menu- Static Routes page
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At the below Figure 3-10, “Access-list” is selected from “Service” of pull-

down menu.

| ek - = - @ 2] A | Qisearch [alFavorites (PHistory |
| address [&] hutp:jy172.17.104. 100japplet =l @ |

System Interface  Cryplo Ruuﬂnu‘Serv}w Statistics

LO Tunnel
=& Crypto

< IPSec Networks | Redistibution
& MAP BNMP I
@ IKE Misc.
< CA
< CASerer enable L
“ Status
Routing
@ Static Routes " Distance
< RIP

+ 0SPF distance =1~ 255=

*

< ARP

< DNS

< SHMP

@ Misc

Stalistics

% Systern Performance
@ Port Perfarmance

@ Port Statistics .
@ IPSec Performance E Apply Close

E
= Service [ Router-ID
* Access-list
@ DHCP =AB.CD or 1~429467296 =

AL

&] Applet 2p. Swikchapplet started [ | | meemet

(Figure3-10) Pull Down Menu —>Service-> Access-list

Zj Router Smart Manager - Microsoft Internet Explorer [ 3

| Fle Ede view Favortes Tools Help |

| #eak - = - @[3 4} | Qsearch (GFavories (FHistory |
| ackdvess [@] hutps 172,17, 104, 100jappiet =l @ |

|System Interface  Crypto  Routing  Service Statistics
G
|

=& Crypto
+ IPSec 1Py | IPvE |
< MAP
@ IKE
© CA
< CA Server
@ Status
Routing
© Stalic Routes
< RIP
© 0SPF
@ RIPng
< OSPFE

}.E

= Serice
°
@ DHCP
< ARP
< DNS
© ShMP
@ Misc

Statistics
“ Systern Performance
© Port Performance

© Port Statistics |
< IPSec Performance i Close

aE

&] Applet ap. Switchapplst started [ [ 4 mtemet

(Figure3-11) Pull Down Menu - Access-list page
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At the below Figure 3-12, “System Performance” is

“Statistics” of pull-down menu.

]Fa Edit  Wiew Favortes Tools Help

Router Smart Manager - Microsoft Internet Explorer

selected from

| e - = - @ 3] | Qsearch [EFavorites {HHistory |
| address |@ hittp:fi172.17.104. 100) applet j @Go |
Swstern Interface Cryplo  Routing  Semvice ‘ Statistics
Ei m erm Performance
T Port Performance
L Tunnel i Fort Statistics
=& Cnpto IPSec Performante
IPSec Telms? P il
MAP
IKE rEnable- “Max Session
CA -
CA Server F8tnet Max |16 > <1-16=
Status SEH: ~
=& Routing
— @ Static Routes
— % RIP
Part- I Access Class 1
Telnet: |23 <1-65536> 1Pvd. Mone ¥
S8H: 22 =1-65535= IPvB:  |Mone it
Stalistics
— @ Systern Performance
— @ Port Perfarmance
— @ Port Statistics .
< IPSec Performance = iiic Lot
|&] Applet ap SwikchApplet started [ [ [ ttemet 7

(Figure3-12) Pull Down menu —>Statistics-> System Performance

Router Smart Manager - Microsoft Internet Explorer =100 x|
] Fle Edi Wew Favortes Tools  Halp
| #ee - = - @[ A& | Disearch GalFavorites (fHistory |
| Address [#7 heepr172.17.104. 100 applet =l @ |
Systemn Interface Cryplo Routing Service Statistics
L% Tunnel =l System Perfermanci
- Crvpl
e OWTPDSEE Update Time: |5 Seconds 'I
R e ~ CPU Histary
© MAP
@ IKE
© CA
< CA Server
@ Status
=& Routing
© Stalic Routes
< RIP
€ 0SPF © Memary ~ Memory History
@ RIPng
< OSPFE
= Serice
@ Access-list
@ DHCP
< ARP
< DNS
& SHMP - Memory Detail (KB ——————— -CPU Detail (%) —™@M——
@ Misc. total memory : 65536 CRU ldle: 91
= Statistics used mermary 32062 CPU used 9
o IE free memory 33474
< Port Statistics =
@ IPSec Performance = Ligss
|&] Applet 2p SwikchApplet started [ [ 4 mtemet 7

(Figure3-13) Pull Down Menu - System Performance page
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<Table 3-2> Pull Down menu elements

Menu

Elements

System

Inventory

Time Management

User

Write

Reboot

Interface

FastEthernet

Loopback

Dialer

Tunnel

Crypto

IPSec

MAP

IKE

CA

CA Server

Status

Routing

Static Routes

RIP

OSPF

RIPng

OSPF6

Service

Access-List

DHCP

ARP

DNS

SNMP

Misc.

Statistics

System Performance

Port Performance

Port Statistics

IPSec Performance

Addpﬂc AddPac Technology Proprietary & Documentation 285-41




Smart Manager Operation Guide for AP900S, Release 1.00

How to Use Shortcut Icons

Frequently used configuration menus such as FastEthernet, Port

Performance, Port Statistics are listed as shortcut icons under the pull-
down menu bar.

/3 Router Smart Manager - Microsoft Internet Explorer i

Edt View Favortes Took Help

I
3
X

| =5zt - = - @ [2] | Disearch [SdFavorkes (FHistory
| Address |g]"rrngg:mrz.17. 104.100fapplet

Ll
e
g

TSysterT—imertaven Cryplo Routing  Senvice  Statistics
5 ) (=)

¢ Tunnel | System Perfermance 0 N

Upsate Time
2] - CPU CPU History
— ¢ |KE
o CA
— @ CAServer
— ¢ Status
=4 Routing
— ¢ Gialic Routes L u

r_Memory History

— ¢ 08PF Memory

— @ Access-list
— ¢ DHCP

— ¢ ARP

— ¢ DNS

& SNWP - Memory Detail (KB)
total memory : 65536 CPU Idle: a1
used memory: 32062 CPU used 9
free memaory 33474

CPU Detail (%) -

— © Port Statistics

— ¢ IPSec Performance = Close

S

(Figure3-14) Shortcut Icons

<Table 3-3> Shortcut Icons & Description

Icons Description

Move to FastEthernet menu

Move to Port Perfformance menu

H = =

Move to Port Statistics menu
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Click ga icon to go to FastEthernet page.

outer Smart Manage! oft Internet Explorer =101 x|
] Fle Edi Wiew Favortes Tools Help !
| e - » - @ [ A& | Dsearch [aiFavorites {$History |
| address |@ hittp:fi172.17.104. 100) applet j @Go |
Swstern Interface  Cryplo  Routing Service  Statistics
SEE click
L @ Tunnel H System Perfermance
-—E2 Crypl
E mIJPDSen Update Time: |5 Seconds 'I
rCPU ——— - CPU History
MAP
IKE
CA
CA Server
Status
=& Routing

— @ Static Routes

r Memary ——————— ~ Memary History

- Memory Detail (KB) ———  (CPUDetaill{(%) ——
total memory : 65536 CPU Idle: 91
used mermory 320862 CPU used g
free memory 33474

— @ Port Statistics .
@ IPSec Performance E Close

¥
|&] Applet ap SwikchApplet started [ [ [ ttemet 7
(Figure3-14) FastEthernet icon
Move to FastEthernet page
outer Smart Managel osoft Internet Explorer =10] |
| Fle Edk iew Favortes Tools Help |
| #eece - = - @[3 & | Disearch GulFavorites LfHistory |
| ackdvess [&] hutps 172,17, 104, 100japplet =l ¢ |
=
System Interface Cryplo Routing Service Statistics
HIL
@ Rauter Bl FastEthernet i
=8P system
< Inventory
< Time Management VEl al
zUSB’ FastEthernetd/o I Auto v 100 |Auto 0002240020 T|=
omﬁm FastEthernetdi 1 Aute v | 100 |Awto ~ [ Ful uP UP - |000Z.a4f0021 T
PR FastEthemeti2 I sue v | 100 auo | Ful UP UP  ~ |0002.a4m0022 T
° FastEthemetdiz 1 Aup v | 100 [Half ~| Half UP U~ 1=
@ Loophack
< Dialer 1Pv4 |\Pv4Rnutmg| IPv6 | IPv6 Routing|  Crypta |
< Tunnel =
Lo delre: MTU
o sz I~ bHoR wu fiso0
e I~ PPROE Diak-Ponk-Number
@ IKE
& CA Fixed Address
© CASenver P A ~Access Fllter
@ Status 2 17247.104.100 |255.255.0.0
S Routing 1] T inBound  [Mone :['
© Static Routes
@ RIP outBound  |Nane -
© 0SPF
< RIPng
© DSFFB
J—Eﬁser\rlce
€l
&] Applet ap, Switchapplst started [ [ 4 mtemet Y

(Figure3-15) FastEthernet page
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At Figure 3-17, Click icon to go to Port Performance directly.

Router Smart Manager - Microsoft Internet Explorer o

| Fle Edt View Favorites Tools Help

- - @D (8 4| Dsearch [ijFavortes {$History |

|| address [#] heepp172.17.104. 100 applet =] fe |

System Interface Cryplo Routing Service Statistics

3 )& — click

L& Tunel System Perfermance
=8 Crypt
T %—OWTPDSEE Update Time: __5Secumd5 beed

CPU Histary

Fe e CPU
m @ IKE
[ < CA
[— < CASemer
— % Status
@ Routing

[ @ Stalic Routes

— < RIP
— ¢ 0SPF Memary mermory History -
I @ RIPng
— ¢ OSPFE
[8 Service
[ Accesslist
— @ DHCP
[ < ARP
Mermaory Detail (KB) CPLU Detail (%)
total memory : 65536 CPU ldle: o
used memory 32082 CPU used g
free memory 33474

[

— © PortPerfarmance
[—* Port Statistics

— @ IPSec Performance

[&] Applet ap Switchapplet started [ |4 mntemet

RN

(Figure3-16) Port Performance Icon

Move to Port Performance.

Ble Edi Vew Favorkes Tooks Help

4=peck - o= - (G (8] 44 | Disearch [CijFavorites {BHistory |

) API0DS Smart Manager - Microsoft Internet Explorer =] |

Address [@] http:/172.17.104. 100 applet = pa |

System Interface Crypto Routing Service Statistics

BRI (=

@ APEN0S &8 Port Performance )|
=l system —

— % Inventory

— @ Time Managerment
— @ User

— * Write

FastEthernet 010 Update Tirme:

5 Seconds vI

— ¢ Reboot Out [khps]
11401

FastEthernet 0/1

— © CABener

=8 ;Du?‘t'j;‘ﬁ FastEthernet 012
— @ Static Routes
—® RIP

—© OSPF

— % RIPng

— ¢ O5PF6

J—[& Service

|@] applet ap Switchapplet started [ ][4 mermet

A

(Figure3-17) Port Performance History Shortcut Icon
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1
At Figure 3-19, Click @]Icon to go to Port Statistics.

/3 Router Smart Manager - Microsoft Internet Explorer

| Fle Edt View Favorites Tools Help

- = - (D [8] A | Doearch [alFavorites BHistory |

| =gac

~Ioix|

| address [&] hetpifj172.17.104. 100/ applet

=zl ¢ |

System Interface Cryplo Routing Service Statistics
i A
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~Ormer

— @ Tunnel d

System Perfermance

| cPU
IKE
CA
CA Semver
Status
uting

Stalic Routes
RIP

0SPF

RIPng
OSPFE

rice
Access-list
DHCP

ARP

DNS

SMMP Memary Detail (KB}
Misc total memaory :
alistics used memory
free memory

Memary

i
PooceoeTocooee

6

eDoooceoe

.

— @ Port Statistics .
— @ IPSec Performance. =

CPU Histary

Memaory History

65536
32062
33474

CPU Detail (%)

CPU ldle:
CPU used

Close

Update Time:

|&] applet ap.Switchapplet started

|4 Tnternet

ES

(Figure3-18) Port Statistics lcon

Move to Port Statistics page

| Fle Edt View Favorites Tools Help

- = - (D [8] A | Doearch [alFavorites BHistory |

| =gac

~Ioix|

| address [&] hetpifj172.17.104. 100/ applet

=zl ¢ |

=l

e e
=
o
— @ Tunnel
-8 Cryplo
I IPSec
MAP
IKE
CA
CA Semver
Status
uting
Static Rou
RIP
0SPF
RIPng
OSPFE
rice
Access-lig
DHCP
ARP
DNS
SHMP
Misc
alistics

i
PooceoeTocooee

6

,-E

P
Fort Perfa
Port Statis
\f88¢ Forl

leeeeRecveoooe

o [ )| ]

econds 'I

|&] applet ap.Switchapplet started

|4 Tnternet

ES

(Figure3-19) Port Statistics page
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How to Use Tree Menu

The users enable to control and access overall features of SecureFinder
AP900S using the tree menu. This tree menu is divided by 6 parts and the
detailed description is listed at the Table 3-4.

7} AP300S Smart Manager - Microsoft Internet Explorer il =10ix|
| B Edt Wew Fgvorkes Jooks el
| #mosc - = - @) [1) 4 | Disearch [EjFavories L PHistory
| Agdress | @] http:f172.17.104, 100 /applet =l e
System Interface Crypio Routing Service Slalistics
&
25 ) (=
(ST RPaIIE &'} Port Performance i
=@ system
[—# Inventory FastEthernet 010 Update Time:
< Time Management 100
@ User S0
=< Wiite
e Rehoot L
88 Interface M
| FastEthemet W
— @ Loopback
[~ Dialer FastEthernet 0/1
< Tunnel 100
=& Crypto -
e lpgec o
l—o mep 10M
& IKE £
% cA
|- caserver o
© Status .
| ; FastEthernet 072
=& Routing 100
|—© Static Routes
2 RIP =0
I~ 08PF 10M
|—*% RIPng e
@ D8PFB
=R semvice Jil om
I S 3
4

(Figure3-20) Tree menu of AP900S

<Table 3-4> Tree Menu & Description

Menu Description
S Basic configuration parameters of AP900S. Time setup, User
ystem
ID, Configuration Write and Reboot menus are included.
It controls Ethernet Interface functions of AP900S. It includes
Interface ) . . .
Dialer and IPv6 Tunnel configuration for PPP Session.
It includes controlling VPN related function such as IPSec,
Crypto
Crypto Map, IKE, CA, CA Server etc.
) It includes Routing Protocol related elements such as Static,
Routing
RIP, OSPF etc.
) It includes Access-List, DHCP Pool, ARP, DNS, SNMP, Telnet,
Service

FTP etc.

This menu shows the statistics and monitoring data such as
Statistics System Performance, Port Performance, IPSec Performance

etc.
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System Menu

Inventory

“Inventory” offers the brief information of AP900S.

i
Fle Edt View Fawortes Took  Help |
ok - = - (@D [A) A | @search [EiFavorites Bistory |
Adress [&] hitp:if172.17.104, 100/apolet B
Systern  Interface  Crypto  Routing  Service  Statistics
LHL
@ Router 550 Inventory
=& System o
R \nventory
& Time Management
@ User
© \irite Host Name: Router
“ Rehoot

= Interface I—
+ FastEthernat Device Type, [SecureFinder
© Loophack
+ Dialer Software YWersion, 2.0.0
< Tunne|

=& Crypto Setial Number: AFPG00S 0020
“+ IPSec
@ MAP

3 unknowmn

L System Location
@ CA
@ CAServer
@ Status )

- Routing
@ Static Routes
@ RIP
@ OSPF
< RIPny
% OBPFB

J—I;Sem:e

|&] Applet ap.Switchapplet started || [ miemet 7

(Figure3-21) System-Inventory

<Table 3-5> Inventory Fields

Field Description
The Host Name of AP900S. The user enables
Host Name to change it from the SNMP Management

Page.

Device Type

The Device Type of AP900S. It is set to

“SecureFinder” as default.

Software Version

APOS Version of AP900S

Serial Number

MAC Address of AP900S

System Location

The System Location information from SNMP

Management page.
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Time Management

Time Management changes the system time of SecureFinder AP900S.

With each pull-down menu, users enable to change year, month, day,
and hour. Click “Apply” button to save the changed values.

Figure 3-23 shows the example of changing Minutes using the pull down
menu.

2} Router Smart Manager - Microsoft Internet Explorer » o [=] JE |
Fle Edb View Favortes Toos  Help ‘

ok - = - @ [A) A | @sesrch [EiFavorites History |

Address [€] hitp:/1172.17.104, 100/ applet =] @s ‘
Systermn  Interface  Crypto Routing Service Statistics
ERM
@ Router 530 Time Configuration
-1 System
“ Inventary
@ User - SysternTime: | Augusti7,2004 - 11:7:56 ‘
* Write
& Raboot SefingTime: | August17,2004 - 11:7:6
= Interface
@ FastEthernst
© Loophack o
Year: &
o Month Day.
< Tunnel froos =] e = 7 =]
- Crypio
“+ IPSec : :
o MAP Hour: Minute Seconds:
S | T
© cA =
@ CAServer
“+ Status S i |
-4 Routing 4
© Static Routes 10
@ RIP 11
“ OSPF 12
“ RIPng 13
@ OBPFB 14 =
J—I;Sem:e = Apply Close

|&] Applet ap.switchapplet started I

N EN

| ntermet

(Figure3-22) Time Management window
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The Time Management elements are described below.

B Rouer smar manager -microsof eemerplorer Il
| Fle Edt View Favortes Tools Help [
| e - » - @[3 A& | Dsearch [aiFavorites {$History |
| address |€j hittp:fi172.17.104. 100) applet j @Go |
System Interface Crypto Routing  Service  Statistics
LT
Router 51 Time Configuration
=g system —
< Inventory
TR lastemﬁma | August 16,2004 - 17:24:25 \l@
° Write
< Reboot [ElemnuTlme ‘ August 16, 2004 - 17:23:37 ‘]
=+B2 Interface
© FastEthernet
“ Loopback Vaar
& Digler Month: Day.
+ Tunnsl fons =] [a 2 T | @
=& Crypto
@ |Pgec .
& MaP Hour: Minute: Seconds
< IKE [17 =l [22 =l [37 =]
© CA
© CASefver
< Status s
-+ Routing
© Static Routes
© RIF
< 0SPF
< RIPng
© 0SPF6
:H:FSENICE
&] Applet ap, SwitchApplet started [ [ [ ttemet 7

(Figure3-23) Time Management Elements

<Table 3-6> Time Management Elements and Description

Element Description

@ System Time The current system time of AP900S.

When a user sets the time in ®bars, it will
) ] show the time in this field. The system time is
@ Setting Time o .
set by user. The default time is synchronized

with the time of PC.

® Year, Month, Day, Set the year, month, day, hour, minute and

Hour, Minute, Seconds seconds with the pull-down menu.
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User Management

It configures User Management elements of AP900S. Use this User

Management menu when you want to add other user IDs besides “root”.

2 Router Smart Manager - Microsoft Internet Explorer -0l x|

Fle Edt View Favorites Tools Help ‘

ok - = - @ [A) A | @sesrch [EiFavorites History |
Address [€] hitp:/1172.17.104, 100/ applet =] @s ‘

Systern Interface  Crypto  Routing  Service  Statistics

3 M =

@ Roulter 5l User Management
-1 System g —

“ Inventary
“ Time Management

B User bl L
» Yirite root I.Iueame'xr - }wu‘te'r I
I - I

“ Rehoot

= Interface
@ FastEthernst
© Loophack
@ Dialer
@ Tunnel

- Crypio

“+ IPSec

* MAP

@ IKE

* CA

@ CAServer

@ Status e
-4 Routing

@ Static Routes
@ RIP
“ OSPF

<+ RIPny
% OBPFB

J—I; Senvice = Apply Close

N EN

|&] Applet ap.switchapplet started || [ miemet

(Figure3-24) User Management main window
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A Router Smart Manager - Microsoft Internet Explorer

File Edt View Favorites Tools

Help

ook - - (@D D) A | Qsearch [EiFavories PHistory |

Password Type

Address [£] hitp://172.17.104.100}applet =l @ |
=
Systemn Interface  Crypto Routing  Service  Statistics
L
“ Inventory
< Time Management
i —|
Eo Wit root 1 cleantext - router 1
@ Reboot 1] ] 1
H Interface
@ FastEthernet
‘Eo Loopback
@ Dialer
@ Tunnel
- Cryplo
Eo IPSec
© map
* IKE
° Ca
@ CASerer
@ Status hor
--&» Routing
EO Static Routes
© RIP
© OSPF
# RIPng
© OSPFB
J—I;Sem:e
=
&1 Anplet ap. Switchapplet started [ 4 mtemmet 4
(Figure3-25) Configuring User Management elements
<Table 3-7> User Management elements & Description
Elements Description
ID Define user ID.
Define password type on Smart Manager.

“Nopassword” is when you do not use Password,
“Encrypt” is when the password is shown as an
encryption and “Cleartext” is when password is

shown without encryption.

Password

Define Password for specific ID.
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Figure 3-27 shows an example of adding user ID/Password/PasswordType:
as (“addpac”/’router”/”ClearText”).
First, double click on blank ID field then enter “addpac”

7} Router Smart Manager - Microsoft Internet Explorer i -0l x|

Fle Edb View Favortes Toos  Help ‘

ok - = - @ [A) A | @sesrch [EiFavorites History |
Address [€] hitp:/1172.17.104, 100/ applet =l e |

Systern Interface  Crypto  Routing  Service  Statistics
I =

HH

@ Router B8 User Management

-5 System g =

“ Time Management

“ Inventary
- N
© Yrite ront I |cleantext ~ |rauter I

# Reboot laddpat | - I

= Interface
@ FastEthernst
© Loophack
@ Dialer

@ Tunnel

- Crypio

“+ IPSec

* MAP

@ IKE

* CA

@ CAServer

@ Status e
-4 Routing

@ Static Routes
@ RIP
“ OSPF

<+ RIPny
% OBPFB

J—I; Senvice = Apply Close

N EN

|&] Applet ap.switchapplet started I
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(Figure3-26) Input User Management ID

Set Password Type to “ClearText”

7} Router Smart Manager - Microsoft Internet Explorer i -0l x|

Fle Edb View Favortes Toos  Help ‘
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El Interface nopassword
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|&] Applet ap.switchapplet started || [ miemet

(Figure3-27) Select User Management Password Type
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Input “router” in Password field, then Click Enter.

F Router smart Manager - Microsoft Internet Explorer [ 3

| Fle Ede view Favortes Tools Help |

| #eak - = - @[3 4} | Qsearch (GFavories (FHistory |
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(Figure3-28) Enter User Management Password

At Figure 3-30, new User IDs are shown.

Zj Router Smart Manager - Microsoft Internet Explorer [ 3
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8
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4
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-
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&] Applet ap. Switchapplst started [ [ 4 mtemet

(Figure3-29) User Management —-new ID
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Figure 3-31 shows how to delete user ID “addpac”.

Select the ID you want to delete with a mouse.

Zj Router Smart Manager - Microsoft Internet Explorer [ 3

| Fle Ede view Favortes Tools Help |
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(Figure3-30) User Management-select user ID

Select “Delete Row” by clicking right side of the mouse.

Zj Router Smart Manager - Microsoft Internet Explorer [ 3
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-
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(Figure3-31) Select User Management Delete Row
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At Figure 3-33, Use ID “addpac” is deleted.

2} router Smart Manager - Microsoft Internet Explorer

| Fle Edi view Favortes Toos Help

| #eak - = - @[3 4} | Qsearch (GFavories (FHistory |
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< Tunnel

- Crypto

@ IPSec

< MAP
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aE

(Figure3-32) User Management user ID deleted
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Write

The changed parameter values of System, Interface, Crypto, Routing,

Service, Statistics menus are stored in the volatile main memory, SDRAM

temporarily. Make sure to save the values permanently using Write

command. Otherwise, the new values are lost when AP900S power is

turned off.

o/

JF\\B Edit Wew Favortes Tools Help |

| ek - = - D[ A Qocach [GiFavortes (#Hstory |

| address [2] htpi172.17.104.100/applet = e |
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I
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< Time Management
@ User
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“ Rehoot

Interface

@ FastEthernet
@ Loophack
“ Dialer
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< IPser
L & System Write?
< IKE
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o cA
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aE

[ [ | mkermet

(Figure3-33) Write menu page
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Reboot

Use “Reboot” when an operator wants to re-start the system without

power down(cold start).

Caution: Smart Manager can be stopped for a while when reboot is

executed.

File Edit View Favorites Tools Help

3 Router Smart Manager - Microsoft Internet Explorer =

J =lalx|

re - o - () [0 & | Bssach (EFavorkes (BHistory |

Address [&] hitp:/1172.17.104. 100japplet

d@Go‘

System Interface  Crypto Routing Service Stafistics

EEH (=
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3

® User

& |nventary
@ Time Management
 Vrite roat T |cleantext

User Management
2% o | Uservanagement

5 ‘ruuter

1

B8 Reboot

Interface

@ FasiEthernet

< Loophack

@ Dialer

© Tumel I
& Crypto

@
= L;ﬁ:ﬂ & System Reboot?

© IKE

- (== s

<+ CAServer

& Status b
-4 Routing

< Glatic Routes
< RIP

© 0BPF

© RIPnY

© OSPFE

[Iﬂ{F Senvice

@] Applet ap.SwitchApplet started

LK

[ [ [ meermet

(Figure3-34) System Reboot main page
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System Popup Menu

To use Popup Menu, Select System and click on right side of mouse. This
menu consists of APOS Version Info, Running-Configuration, Startup-
configuration, and System User Info of AP900S. Click on each element to

see the more information.

A Router Smart Manager - Microsoft Internet Explorer

File Edt View Favorites Todk Help ‘
ok - = - (D[] | Boeach (EFavorkes (PHistory |

Addressl@ http:f/172.17.104,100/applet j @G0 ‘
=
System Interface Crypto Routing Service Statistics
HHL
runmn;rmﬂg D
¥ startup-config root T |cleantext ~ |router I
o Rpl  System User Info I\ '\ .
‘Emenace
© FasiEthernet
< |oophack
© Dialer
@ Tunnel
& Crypto
Eo IPSec
o MAP
@ IKE
@ CcA
© CAServer
© Status e
& Routing
EO Static Routes
© RIP
© OSFF
@ RIPng
< OSPFB
[Iﬂ{F Service
El
[&] Applet ap.SwitchApplet started [ |4 mtemet A
(Figure3-35) System Popup Menu page
<Table 3-8> System Popup Menu Description
Elements Description
Version Info APQOS Version Info of AP900S
Running-Config Running-Configuration on main memory
Startup-Config Startup-Configuration information
System User Info User Account information

Addk‘ AddPac Technology Proprietary & Documentation 285 - 58



Smart Manager Operation Guide for AP900S, Release 1.00

Figure 3-37 is “Version Info” page. Refresh Time can take 3 to 5 sec or click

“Refresh” button to see the information right away. Version Info of AP900S

is the same Version of APOS.

Fle Edt View Favorites Toolks Help

ook - - (@D D) A | Qsearch [EiFavories PHistory |
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L
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P HCCTTS _oix

* Write

Refresh
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< Time Management |
o TR | e [

< Reboot

APOS (tm) Kernel version 2.0.0

= Interface
¢ FastEthernet
© Loopback
# Dialer
@ Tunnel

- Cryplo

¢ IPSec

* MAP

* IKE

@ CA

@ CAServer

@ Status
--&» Routing

[Copyright (c) 1999-2004 AddPac Technology Co., Ltd.

@ Btatic Routes
i RIP

@ OSPF

< RIPng

@ OBPFB

J—I; Senvice

N ER

|&] applet ap. Switchapplet started

(Figure3-36) System Version Info page
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Figure 3-38 is Running-Config page. Refresh Time can take 3 to 5 sec or
click on “Refresh” button to see the information right away. Running-

Config is configuration of current AP900S memory and it controls

operations of AP900S.

ZARouter smart Manager - Microsoft Internet Explorer
| Fle Edt View Favorites Took Help ‘
| =gk - & - @ [B) @ | Qsearch [EdFavorites (PhHistory |
| address |Ehttp:ﬂfl?Z‘17.104‘100fapplet =] Pe ‘
System Interface Crypto Routing Service  Statistics
H
A < rurning-config =10 x|
=& system . e
6 ity Command: fexec/show/running-c«
“ Time Management
© Refresh Time:  [None > Refresh
@ Virite 1
# Reboot I
= Interface [Fuilding configuration... 1=
@ FastEthernet
@ Loopback Current configuration:
@ Dialer ' =
© Tunnel hostname Router
-5 Crypto |
< IPSac \
@ MAP i
: gf Msername root password router
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& Routing :
© Static Routes !
® RIP ! ¥
@ OSPF
+ RIPng Close
@ OBPFB
J—I; Semice ;J
&] Applet ap Switchapplet started [ 1 Intemet Z

(Figure3-37) System Running-Config page
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Figure 3-39 is Startup-Config page. Refresh Time can take 3 to 5 sec or
click on “Refresh” button to see the information right away. Startup-Config
is configuration info which is saved in non-volatile flash memory. It is read
when initial start up of AP900S, so it is irrelevant with operation of current

AP900S.

akﬂt_er Smart Manager - Microsoft Internet Explorer
| Fle Edt View Favorites Took Help
| =gk - & - @ [B) @ | Qsearch [EdFavorites (PhHistory |

| addvess [&] heep:1172.17.104. 100 applet =] @ ‘

System Interface Crypto Routing Service  Statistics

BEE

B  vrrina-confia . e

=& system

Command: /exec/show/running-c«
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“ Time Management

© DET oo Time: [one - Refresh

@ Virite 1
# Reboot I

= Interface [Fuilding configuration... 1=
@ FastEthernet
@ Loopback Current configuration:

< Dialer !
€ Tunnel hostnamwe Router
-8 Crypto '
© IPSec \
* MAP '
* IKE ]
® CA

@ CASener
@ Status
—-& Routing

© Static Routes ;

® RIP ! ¥
+ OSPF

+ RIPng Close

* OSFF6

J—I; Service

Msername root password router
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A

| Internet

&1 Applet ap. Switchapplet starked [

(Figure3-38) System Startup-Config page
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Figure 3-40 is System User Info page. Refresh Time can take 3 to 5 sec or
click on “Refresh” button to see the information right away. System User

ID which is created from User

information of new

Info shows the

Management.

ZARouter smart Manager - Microsoft Internet Explorer

| Fle Edt View Favorites Took Help ‘
| =gk - & - @ [B) @ | Qsearch [EdFavorites (PhHistory |
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© Refesh Time:  [SE ~ | Refresh
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# Reboot I
s Interface root LOUTEL } 15 clean Cext type
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@ Loopback kikang 7 zd ZovESnS9izkh== ; passvord is encrypted type
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€ Tunnel
-5 Crypto
@ IPSec
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(Figure3-39) System User Info page
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Interface Menus

Interface menu consists of FastEthernet, Loopback, Dialer and Tunnel. Operator

enables to change settings for all interfaces of AP900S and apply created values from

Crypto, Routing, Service, and Statistics to Interface.

FastEthernet

FastEthernet menu not only enable controlling and link status monitoring

of all AP900S interfaces but also configures parameter settings for Routing

Protocol, IPv6, Crypto, and Access-List. The operator can change

parameter setting values for each interface.

o
W Eab em Feuines et Gos ‘
ok - = - (@D [A) A | @search [EiFavorites Bistory |
Address [@] hitp:/1172.17.104, 100/ applet = @e ‘
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“+ IPSec
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d
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1Pvd |IPv4 Routing]  IPve | IPvE Routing]  Crpta |
ddre: T
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N EE
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(Figure3-40) FastEthernet Main page
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Figure 3-42 is Link Status Info of each interface.

~laix]
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: IPSec [ DHCP - |—1snn
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® IKE :
s ca Fized Address
# CAServer | P Ade = ST [ Access Filter
© Status 172.17.104.100 |255.255.0.0
--& Rauting 1| i inBound  |None =
@ Slatic Routes
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© OSPF
* RIPng
© OSPFB
J—I;Serw:e = Apply Close

N ER

|&] Applet ap.Switchapplet started | 4 mtemmet

(Figure3-41) FastEthernet Interface Link Status Info

<Table 3-9> Interface Link Status Info Description

Elements Description
Interface Shows Ethernet Interface of AP900S
Description Shows Comment field

Link Speed of interface. Operator can choose one
Speed among 10Mbps, 100Mbps or Auto Negotiation. User

can check actual Link Speed on the system.

Duplex Mode of Interface. Operator can choose one
Duplex from Half Duplex, Full Duplex or Auto Negotiation.
Actual Duplex Mode can be checked on the system.

Link Status of interface. It can be used to shutdown
Link Status interfaces by user. Actual Link up/down can be

checked on operation field.

MAC Address | Shows MAC address of interface
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Figure 3-43 shows IPv4 Info of each interface.
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(Figure3-42) Interface IPv4 Info

<Table 3-10> Interface IPv4 Info Description

Elements Description
DHCP Set Interface to DHCP Client
PPPoOE Set Interface to PPPOE Client

Dial-Pool Number

Assign Dialer. Dialer includes authentication
method for PPP Session, user ID info.

User has to enter per-written Dialer.

IP Address/
Subnet mask

Enter fixed IP Address to interface.

MTU

MTU(maximum transmission unit), it limits maximum

size of packet. Default value is 1500 Bytes.

Access Filter

It is used in Service menu to apply Access-List to

interface.
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Figure 3-44 shows IPv4 RIP Information of each interface.

A Router smart Manager - Microsoft Internet Explorer I =10l x|
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Lo Reboot FastEthernet
Interface = — = - .
i FasiEihernet Interface Description | Type Er = Mac Address
> Loophack bl i [ kst
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A
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(Figure3-43) Interface IPv4 RIP Info

<Table 3-11> Interface IPv4 RIP Info Description

Elements

Description

Version Send/
Receive

can be set differently.

It decides RIP Version which is used for exchanging
RIP Routing Table. Generally RIP Version2 is used,

and when it is necessary, send/receive Version

Split-Horizon

Split-Horizon

is to prevent Loop phenomenon

as Routing Protocol.

caused by unreachable network when using RIP

Passive-Interface

Only to receive RIP Routing Table.

Authentication
Mode

When there is no authentication : Not-used,
When using text authentication: Simple-Text

When using MD5 for password encryption : md5

Password String

Enter password when using Simple-Text and MD5.

Key-Chain

Input the KEY value for using MD5 algorithm.
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Figure 3-45 shows IPv4 OSPF Information of each interface.
—lolx]
\
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@ IKE iPvd_ IPvdRouling | ipve | iPvé Routing| onypto |
@ CA "
@ CASewer RIP QSFF'
© Btatus — 1
- Routing
© Static Routes 1] 1| 1] I 1| T |none -
: EEF'F uthentication ge-Digest Key
@ RIPng Made none -
< OSPFB 1| 1
Senvice AuthKey I |
—® Access-list
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£-3
3 ’\Bﬂl‘\m:lp =l Apply &I

A

€] Applet ap.Switchapplet started | [ 4 intemet

(Figure3-44) Interface IPv4 OSPF Info

<Table 3-12> Interface IPv4 OSPF Info Description

Elements Description

Input the cost of interface which is used for
Cost comparing path between destinations. Lower Cost

has high priority.

Priofit It decides Priority of interface. This is used when
riori
Y deciding Designated Router.

It decides transfer interval of Hello Packet which
Hello Interval .
checks the status of peer interface.

It decides waiting time after declaring Dead status
Dead Interval
on peer Interface.

Retransmit It decides re-transmit interval when Link State

Interval Advertisement Packet is lost.

) It decides transfer delay for Link State
Transmit Delay _
Advertisement Packet.

Network It configures the network interface.

o When there is no authentication : Not-used,
Authentication

when using text authentication: Simple-Text
Mode

when using MD5 for password encryption : md5
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Auth Key Input the key value when Simple-Text is used.
Message-Digest Input ID and String value when MD5 algorithm is
Key used.

. It is used to receive OSPF Routing Table from a
Passive-Interface

specific interface.
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Figure 3-46 shows IPv6 Info of interface.
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Service
© Access-list outBound  |None -
@ DHCP
* ARP
@ DNS
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v i Apply Close
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€] Applet ap. Switchappist starked || [ intemet

(Figure3-45) Interface IPv6 Info

<Table 3-13> Interface IPv6 Info Description

Elements Description

Fixed IP Address Input 128 bit Fixed IPv6 Address.

MTU Maximum Transmission Unit, maximum size of

Packet.
Access Filter It is used to apply Access-List to interface.
InBound Inbound is used for filtering receiving packet.
Access Filter It is used to apply Access-List to interface.
OutBound Outbound is used for filtering sending packet.
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Figure 3-47 shows IPv6 Routing Information of interface. This is about IPv6

A Router smart Manager - Microsoft Internet Explorer i -10] x|
J Fle Edt View Favorites Tooks Help ‘
I A | 4} | Qsearch [GiFavortes < BHstory |
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“ Loopback ) _ 1
& Dialer FastE L Auto v | 100 Aute v Full UP UP  ~ |0002.2470020 T~
@ Tunnel FasiEthernetd/1 I Autg ~ 100 (Auto ~ Full up UP  ~ |0002.34f0021 T
- Crypto FasiEthernet/2 I Auto ~ 100 (Auto ~ Full up UP  ~ |0002.34f0022 T
@ |PSec FastEthernet0/2 I Auto ~ | 100 |Half = | Half up Uup_ - 1=
© MAP
@ IKE iPvd | IPva Routing]  1Pve  IPv6 Routing | Crypto_|
@ CA "
@ CASewer S |
£-3 == — — — -
o <] Ruuit:;us [ Instance ID
+ Stalic Routes 1| I 1| 1| 1| 1| 1
L RIP.
A it
® RIPng prefixlist
@ OSPFB
Sonith foree-prefix [
—® Access-list
@ DHCP j= r
& ARP Passive-Interface
@ DNS
© BNMP
€] Applet ap.Switchapplet started | [ 4 intemet o

(Figure3-46) Interface IPv6 OSPFv3 Info

<Table 3-14> Interface IPv6 OSPFv3 Info Description

Elements Description

Input the cost of interface which used for
Cost comparing path between OSPF to destiny. Lower
Cost has high priority.

Priofit It decides Priority of interface. This is used when
riori
Y deciding Designated Router.

It decides transfer interval of Hello Packet which
Hello Interval

checks the status of peer interface

It decides waiting time after declaring Dead status
Dead Interval

on peer Interface.

Retransmit It decides re-transmit interval when Link State
Interval Advertisement Packet is lost.

) It decides transfer delay for Link State
Transmit Delay

Advertisement Packet.

Input Instance ID which is used for exchanging
OSPF Routing Table.

Instance ID
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) ) It is to prevent or to accept specific network
Advertise  Prefix-

list information when exchanging OSPF Routing Table.
IS

Prefix-list has to be pre-written to apply.

) Even if Interface is Loopback, or Point-to-Point,
Force-Prefix

Prefix-List is forced to be applied.

It is used when receiving OSPF Routing Table in a
specific interface.

Passive-Interface

Figure 3-48 shows Crypto Information of interface

It is used when Crypto Map, which is created from Crypto menu, is
applied to the interface. Select the Map using scroll bar.

‘3 Router Smart Manager - Microsoft Internet Explorer
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(Figure3-47) Interface Crypto Info
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Figure 3-49 shows configuration after selecting Fast Ethernet 0/1
First, Select Fast Ethernet 0/1

7} Router Smart Manager - Microsoft Internet Explorer i -0l x|
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(Figure3-48) Select Fast Ethernet 0/1
H H H . (13 77
Double click Description field. Input “VPNTest”.
=lolxl
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(Figure3-49) Input Fast Ethernet 0/1 Description
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Select 100Mbps in Link Speed field.
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(Figure3-50) Select Fast Ethernet 0/1 Link Speed
Select Full Duplex in Link Duplex field.
1ol
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(Figure3-51) Select Fast Ethernet 0/1 Link Duplex
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Check PPPOE to use appropriate interface as PPPoE Client. Then enter

Dial-Pool Number. In this Figure, input “aptest” for Dialer.

2} Router Smart Manager - Microsoft Internet Explorer =1of x|
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(Figure3-52) Input Fast Ethernet PPPOE Dialer

To add IP Address in the interface, input the IP Address in Fixed Address
field.
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(Figure3-53) Input Fast Ethernet Fixed IP Address
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To delete IP Address in interface, Select “Delete Row” by clicking right

side of mouse then, delete IP Address.

M ft Ink
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(Figure3-54) Input Fast Ethernet Fixed IP Address
Change the value of MTU(Maximum Transmission Unit) to 1024.
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(Figure3-55) Change Fast Ethernet MTU
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Select “Access-List 60” for Access Filter Inbound.
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(Figure3-56) Select Fast Ethernet Access Filter Inbound

Select “Access-List 1323” for Access Filter Outbound.
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(Figure3-57) Select Fast Ethernet Access Filter Outbound
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Figure 3-59 will be shown by clicking “Apply”.
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(Figure3-58) Checking Fast Ethernet IPv4 value
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Figure 3-60 shows how to change configuration settings for Fast Ethernet

0/1 RIP. Select Fast Ethernet 0/1 -> select IPv4 Routing RIP.
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(Figure3-60) Select Fast Ethernet RIP Send Version
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Select Version of RIP Routing Table to receive.
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(Figure3-61) Select Fast Ethernet RIP Receive Version
Check Split-Horizon to prevent Loop phenomenon when RIP Routing.
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(Figure3-62) Select Fast Ethernet RIP Split-Horizon
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Select MD5 for authentication when exchange Routing Table.
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(Figure3-63) Select RIP Authentication Method
(1" 7
Input “riptest” for MD5 Password.
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(Figure3-64) Input MD5 Password String
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Input the key value “addpac” when using Password as MD5 algorithm.
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(Figure3-66) Check RIP configuration setting
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Figure 3-68 shows how to change configuration settings for OSPF of Fast
Ethernet 0/1.

Select FastEthernet 0/1-> Select OSPF on IPv4 Routing.

2 http://172.1T:104.100/applet - Microsolt Internet Explorer

| Fls Edit WVisw  Faoriss Toals: Help | i
e = Wi 2 | Qsearch. [ilFsvortes | $hitory ‘
| adriss [T hup:f172:17. 104, 100 applet x| @ ‘

Bystem Interface Crypto. Routing Senvies  Statistics

ystem
% Inventary
(=@ Time Management

Fasteth
FastEthametd 2

I lase =] 100 |Har ~| Halr Up = | I|=]

el

| 'Dialar

— @ Tunnal

& Crplo

—* |PSec

e MaP

—# IKE

e cA

% A Berver

— @ Status - Mg r

€5 Rauting e
[ Statle Routes i ‘

—* RIP

% 08PF

— RIPrg

L2 O8PFE

T Rsenie ~ - Apply Cldss

L h -
ook ‘ iing | ips | s Rauting || Gryeta |

| SR =

[ [ [ e

(Figure3-67) Select Fast Ethernet IPv4 Routing OSPF

Input Cost “100” of the Interface.
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(Figure3-68) Input OSPF Interface Cost
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Input Priority “150” to decide “Designed Router”
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(Figure3-69) Input OSPF Interface Priority

Input “10” for OSPF Hello Packet transfer interval.
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(Figure3-70) Input OSPF Hello Interval
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Input “40” for Dead Interval of OSPF. Dead Interval is usually set 4 times

more than Hello Interval.
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(Figure3-71) Input OSPF Dead Interval

Input “30” value for Retransmit Interval of Advertisement Packet.
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(Figure3-72) Input OSPF Retransmit Interval
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Input “100” for Transmit Delay of Link State Packet.
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(Figure3-73) Input OSPF Transmit Delay

Select Network Type of Interface - “Point-to-Point”.
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(Figure3-74) Select OSPF Network Type
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Select Authentication method for exchanging Routing Table. It is “MD5”

in below Figure.
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(Figure3-75) Select OSPF Authentication Method

Input ID value for MD5 authentication. Auth-Key is used for SimpleText

authentication.
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(Figure3-76) Input Message Digest Key ID
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Input the password for MD5 authentication in the String field.
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(Figure3-77) Input Message Digest Password

Click “Apply” to verify.
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(Figure3-78) OSPF configuration setting verify
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Figure 3-80 shows how to input IPv6 Address on Fast Ethernet 0/1.
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(Figure3-79) Select Fast Ethernet IPv6

Input the new IPv6 Address “3ffe:2e00:e:fff5::100/64”.
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(Figure3-80) Input IPv6 Address
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Select “Access-List 1300” in Access Filter Inbound.
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(Figure3-81) Select IPv6 Access Filter Inbound

Select “Access-List 2000” in Access Filter outbound Access Filter.
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(Figure3-82) Select IPv6 Access Filter Outbound
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Click “Apply” to verify
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(Figure3-83) Adding IPv6 Address & Access Filter verify

To delete IPv6 Address, Select IPv6 Address-> Select “Delete Row” by

clicking right side of mouse.
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(Figure3-84) Delete IPv6 Address
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Click “Apply” to verify

oft Internet Explorer
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(Figure3-85) Verifying IPv6 Address delete

‘ddk‘ AddPac Technology Proprietary & Documentation 285 -91



Smart Manager Operation Guide for AP900S, Release 1.00

Figure 3-87 shows how to configure IPv6 Routing Protocol, OSPFv3.

Select “OSPFv3” of IPv6 Routing.
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(Figure3-86) Select IPv6 OSPFv3

Input “100” for OSPFv3 Cost
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(Figure3-87) Input OSPFv3 Cost
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Input “150” for OSPFv3 Interface Priority
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(Figure3-88) Input OSPFv3 Interface Priority

Input “10” for OSPFv3 Hello Packet transmit interval.
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(Figure3-89) Input OSPFv3 Hello Interval
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Input “40” for OSPFv3 Dead Interval parameter.
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(Figure3-90) Input OSPFv3 Dead Interval

Input “90” for Advertisement Packet Retransmit interval parameter.
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(Figure3-91) Input OSPFv3 Retransmit Interval
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Input “100” for Transmit Delay of Link State Packet.
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(Figure3-92) Input OSPFv3 Transmit Delay

Input “addpac” for OSPFv3 Instance ID parameter.

osoft Internet Explorer
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(Figure3-93) Input OSPFv3 Instance ID
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Input Prefix-List “testfilter” to filter information of specific network.
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(Figure3-94) Input OSPFv3 Prefix-List

Check Passive-Interface to only receive OSPFv3 Routing Table
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(Figure3-95) OSPFv3 Passive Interface check
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Click “Apply” to verify

Internet Explorer
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(Figure3-96) Verify OSPFv3 settings
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Figure 3-98 shows the example of applying Crypto Map to Fast Ethernet

0/1. The user has to select pre-created Map from Crypto menu.
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(Figure3-97) Select Fast Ethernet Crypto

Select Map “aptest”
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(Figure3-98) Select Fast Ethernet Crypto Map
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Click “Apply” to verify.
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(Figure3-99) Verify Interface Crypto Map
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Loopback

Loopback Interface is not physical Interface. It is logical interface placed
inside of Gateway. Therefore, it is unable to have direct communication
with other hosts using physical interface. To communicate with other hosts,
Routing Protocols such as Static Routing, RIP are necessary for packets
exchange. Generally, Loopback Interface is used for testing Routing

Protocols.

Figure 3-101 shows the initial page of Loopback
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(Figure3-100) Loopback initial page
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Figure 3-102 shows the network which includes Loopback Interface and

uses RIP as Routing Protocol.

Loopback Interface
110.1.1.0/24 130.1.1.100

RouterB /

100.1.1.0/24

RouterC

Routing Protocol
~-RIP-

(Figure3-101) Network (including Loopback Interface) Example

RouterC has information on “100.1.1.0” Network, RouterA has info on
“100.1.1.0”, *“110.1.1.0” Network, and RouterB has info on *“110.1.1.0”,
“130.1.1.0” Network. Once RIP is started, Router A, B, C shares information
on every network. Loopback Interface is not physically exists however,
network can be configured using interfaces inside of the router. Also there
is no physical Link Up/Down in Loopback Interface so it is easier to test
Routing Protocol or Routing performance without configuring

complicating network diagram.
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Figure 3-103 shows Loopback Interface menu.
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(Figure3-102) Loopback Interface page

<Table 3-15> Loopback Interface Description

Elements Description
It is a Loopback Interface. The user can create total
Interface
32 of Loopback Interface.
Description Comments Field
Type Interface Type
Link Status Link Status of Loopback Interface & shutdown
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Figure 3-104 shows Loopback Interface, IPv4 menu
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(Figure3-103) Loopback IPv4 Main page

<Table 3-16> Loopback IPv4 Description

Elements Description

IP Address IP Address of Loopback Interface

Subnet Mask for appropriate IP Address of Loopback
Subnet Mask
Interface

MTU Maximum Transmission Unit. Default value is 16384
Bytes.

. To apply Access-List.
Access Filter _ . o '
Access Filter Inbound is used for filtering received
InBound
packets.

. To apply Access-List.
Access Filter

Access Filter Outbound is used for filtering sending
OutBound

packets.

IPv4, IPv6, IPv4 and IPv6 Routing Protocol menu of Loopback Interface is
the same as menu in FastEthernet. Please refer to FastEthernet menu

description.
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Figure 3-105 shows Crypto Info of Loopback Interface.

Crypto Map form Crypto Menu is applied to a specific Interface. Select

a Map using scroll bar.
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(Figure3-104) Loopback Interface Crypto Info

Addk‘ AddPac Technology Proprietary & Documentation 285 - 104



Smart Manager Operation Guide for AP900S, Release 1.00

Figure 3-106 shows how to add Loopbackl Interface for IPv4 and IPv6

Address. Select Loopback Interfacel with a mouse.

icrosoft Internet Explorer
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(Figure3-105) Add Loopbackl Interface

Brief comment on Loopbackl Interface.
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(Figure3-106) Input Loopbackl Interface Description
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Input “100.100.100.100” IP Address for IPv4.

‘applet - Microsoft Internet Explorer B =1of x|

Fle Edit View Favoritss Tools Help |

d=tack - = - @[3 4| @Search [CEFavortes (BHistory |
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@ IKE
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@] Applet ap SwitchApplet started || | meermet
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(Figure3-107) Input IPv4 Address

Input “255.255.255.128” Subnet Mask for the IP Address.

100/applet - Microsoft Internet Explorer =1of x|

Fle Edit View Favoritss Tools Help |

d=tack - = - @[3 4| @Search [CEFavortes (BHistory |
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DHGP outBound  (Nane -

ARP
DNE
SHMP
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EE T A - -

[
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(Figure3-108) Input Subnet Mask of IPv4 Address
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Input “1500” for MTU value.

4.100/applet - Microsoft Internet Explorer
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(Figure3-109) Input IPv4 MTU

Move to IPv6 then, input IPv6 Address.

4.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help
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(Figure3-110) Input IPv6 Address
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Input “1500” for MTU value.

Address [@] huepif172.17, 104,100/ applet =] @eo ‘

|Syalam Interface  Crypto Routing Serice  Statistics

[ =
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Interface
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(Figure3-111) Input IPv6 MTU

Click “Apply” to verify.

plet - Microsoft Internet Explorer =1of x|

Fle Edt View Favortes Tools Help |
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(Figure3-112) Loopbackl Interface verify page

Addk‘ AddPac Technology Proprietary & Documentation 285 - 108




Smart Manager Operation Guide for AP900S, Release 1.00

To delete Loopbackl Interface, Select Interface then select “Delete” by

clicking right side of mouse.

04.100/applet - Microsoft Internet Explorer B -0l x|

Fle Edit View Favoritss Tools Help |

d=tack - = - @[3 4| @Search [CEFavortes (BHistory |
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@ ARP
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< Misc % Apply Close
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@] Applet ap SwitchApplet started || | meermet

(Figure3-113) Delete Loopbackl Interface

Click “Apply” to verify.

‘applet - Microsoft Internet Explorer =1of x|

Favorites  Tools  Help |

e
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@ RiPng Il I [Access Filter

5
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=
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(Figure3-114) Loopbackl Interface delete verify.
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Dialer

Dialer is a virtual interface which includes elements for PPP Session. The
user has to define authentication for PPP Session, rules to access IP
address and protocols for Link control. Also the virtual interface from

Dialer has to be applied on Ethernet Interface to use.

2.17.104.100/applet - Microsoft Internet Explorer
Fle Edit View Favortss Tools  Help |

ek - = - D 2] &} | Qoearch (ElFavortes (Bstory |
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= st 1] 1 i

L—& Misc ‘ ‘ ‘ outBound  |Maone -
B—Bstahslms
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— @ FortPerformance
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— @ IPSec Performance ik Apply Close

DOV up ¥
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Al

@] Applet ap SwitchApplet started || | meermet

(Figure3-115) Dialer main page
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T http://172.17.104.100/applet - Microsoft Internet Explorer

[[iFa e i viow | Favirkas: Tools Fiep. :‘

d=iack - = - (@ [ A | Qsearch EFavortes (BHstory |
Address [@] hitp:/172.17.104.100 applet B

System Interface Crypto Routing Service Statistics
HHL
B =} Dialer [l

& cCrpto
< |PSec
@ MAP
< IKE Dialerd | 1| ’Lp;s - DOWN UP -
@ CA I 1] -1 \ 2

< CAServer
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—-&> Routing
e ;‘\?m L address | autrentication | LoP | 1Pce | IPvece | IPva Routing | 1Pve Routing |
|—< OSPF o |
|—¢ RiPng
' 0SPFB ;
=R Senice ¥ negotitated via ppp.

- MTU
— @ Arcess-list = uninumbered

MTU  [1500
|- DHcP

ed Adiress = :
o arp Fixed Ad Access-Filter

|+ DNg [ 1P Address i SubnetMask ] inBound  |None ¥
|+ SNMP 1 I 1

—& Misc. ‘ ‘ ‘ outBound  |rone -
B—Estahslms

f— & System Performance

—® FortFPerformance

(—® Port Statistics )
— @ IPSec Performance b

allel

&1 Applet ap Swikchappiet started [ |8 mkermet

(Figure3-116) Dialer Interface elements

<Table 3-17> Dialer Interface Description

Elements Description

This is Dialer Interface. You can create maximum 32 of
Interface ,

Dialer Interfaces.
Description Comments on Dialer Interface.
Type Interface Type

. Encapsulation method of Link Protocol. PPP or Null

Encapsulation

can be used.
Link Status Monitoring Link Status & controlling Shutdown
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T http://172.17.104.100/ applet - Microsoft Internet Explorer

|| Fle Edt vew Favortes Tooks Hep

detack - = - (@[] A | Qsearch iFavortes ( $Hstory |

Address [@] hiep:f172.17.104.100/applet

Systern  Interface  Crypto Routing Service  Statistics

|—6 Tunnel
& Crypto

< IPSec

@ MAP

< IKE
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@ CAServer

@ Status
—-&> Routing
[— @ Slatic Routes
—® RIP
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[—® RIPng
— @ OSFFB
ED—EI Service
—@ Accesslist
(—@ DHCP
—*¢ ARP
—® DNE
[—@ SNMP

— @ Misc
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|Dialer0 | 1) |p.

v DOWM upP -

1] 1] | il \ -

Address | authentication | LcP | pcP | Pvece | IPva Routing | IPvs Routing |
Pos | P | ]
- MTU
I negotitated via ppp wru 1500
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SubnetMask | m InBound  |None -
1| 1 L

‘ ‘ ‘ outBound  |None

— @ IPSec Performance =

|@] Applet ap SwitchApplet started

allel

(Figure3-117) Dialer IPv4 Address elements

<Table 3-18> Dialer IPv4 Address Description

Elements Description
Negotiated To get IP Address from Peer via PPP Session
via PPP
This is not only for one specific IP Address, it is for using
Unnumbered

every IP Address.

Fixed Address

Input fixed IP Address. Not PPP Client.

Peer Address

It decides IP Address for peer when creating PPP

Session.

MTU

Maximum Transmission Unit

Access Filter

To realize Packet Filter using Access-List.
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| Fle Edt View Favorites Tools Help

Zj http://172.17.104.100/applet - Microsoft Internet Explorer

| 4ok - = - @D [ & | Qoearch [EFavortes ¢ BHstory |

| mddvess [@] hitpijj172.17.104. 100 applet

Systemm Interface Crypto Routing Service Statistics

FHLIE)

|—o Tunnel
& Crypto

N e —

Dialerd

[ 1| - 'gps - } DOWN  |UP -

1| 1f

@ IPSec

@ MAP

< IKE

@ CA

< CAServer

@ Status

- Routing
[— @ Slatic Roules
—< RIP

Address

Authentication | Lcp | pce | IPvecP | IPve Routing | IPv6 Routing |

|—< osPF
[— RIPng

method | Pap | CHAP |

— @ O0SFFB
{H:‘ Service

I~ Authentication ‘

— @ Arcess-list
|- DHCP

—* ARP
—® DNE
—< SNMP
— @ Misc

B—E Statistics

- Autt

callin I I
Call Out o

f— & System Performance

—® FortFPerformance
(—® Port Statistics )
— @ IPSec Performance b

|@] Applet ap SwitchApplet started

allel

|| | mrerner

(Figure3-118) Authentication method for PPP Session creation

<Table 3-19> Dialer Authentication Method Description

Elements

Description

Authentication

It decides whether authentication is needed or

not for PPP Session.

Unnumbered

This is not only for one specific IP Address; it is for

using every IP Address.

Fixed Address

Input fixed IP Address. Not PPP Client.

Peer Address

It decides IP Address for peer when creating PPP

Session.
Callin[Chap|Pap] | SetPPP to Callin, it choose PAP and CHAP.
Callout[Chap |Pap] | Set PPP to Callout, it choose PAP and CHAP.
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T http://172.17.104.100/ applet - Microsoft Internet Explorer

|| Fle Edt vew Favortes Tocks Hep

detack - = - (@[] A | Qsearch iFavortes ( $Hstory |

Address [@] hiep:f172.17.104.100/applet =] s ‘
Systern  Interface  Crypto Routing Service  Statistics -
L
‘!co’wl:';'uset
B .""QP Dialerd | 1) |pap | DoWN. UP -
—e caA 1 1] | -] | .
% CASerer
& Status
—-&> Routing
:: ;‘;ﬂﬂ Routes Address  Authentication | LcP | leP | IPvece | IPva Routing | IPvE Routing |
o osPF method ~ PAP | CHAP |
:: E\;‘;FQE - Max-Auth-Request ~ Restart
=R senice _ 10 (1-10, default10) ‘ 3 (1-10, default:3)
IE R Refuse
:° S?IPS " ™ refuse to Authentication using PAP ‘ ueemame Ii
[ e - Timeout 35 SWOr
B—E_ Qﬂﬁé 30 (1-256, default 30) ‘ i i
— @ Systerm Performance
—® Por Performance
:: ::Pnsneft:g?:r;ance =] Apply Close
=
[&] Applet 2p. Switchapplet started || [ mternet /
(Figure3-119) Dialer PAP Configuration
<Table 3-20> Dialer PAP Description
Elements Description
It sets the maximum number of requesting time for
Max-Auth- authentication. PPP Session will be terminated after
Request the requesting time is over. The default requesting
number is “10”.
It sets the waiting time from peer after requesting PAP
Restart o o
authentication. The default time is 3 sec.
It is to refuse authentication when authentication is set
Refuse ,
to Callin.
. It restricts requesting time for PAP authentication.
Timeout o
Default time is 30 sec.
Username Input user name for PAP authentication.
Password Input password for PAP authentication.

Addk‘ AddPac Technology Proprietary & Documentation

285-114




Smart Manager Operation Guide for AP900S, Release 1.00

T http://172.17.104.100/ applet - Microsoft Internet Explorer

| Fis Edt View Favories Took Help | I
detack - = - (@[] A | Qsearch iFavortes ( $Hstory |

Address [@] hiep:f172.17.104.100/applet =] @ ‘

Systern  Interface  Crypto Routing Service  Statistics
| =1} Dialer

& Crypto
¢ IPSec 8 i
—e MAP ! gt

e IKE Dialerd | 1] |pap v DOWN  |UP -
e CcA 1 | | ~] | =
— @ CAServer
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—-&> Routing
*: ;‘;ﬂﬂ Routes Address  Authentication | LcP | leP | IPvece | IPva Routing | 1PV Routing |
| o 0ZPF method | PAP  CHAP |

—* RIPng
10 (1-10, default:10) ‘

~ Max-Challenge ~ Restart

3 (110, default3)

— @ OSFFB
ED—EI Service

— @ Access-list
—® DHCP "Rerusa

—® ARP
—® DNS
[ Shmp - Interval
— @ Misc
B—Estahslms

— @ Systerm Performance
—® Port Perfarmance

— @ Port Statistics i
'—@ IPSec Performance - Apply Close

[~ refuse to Authentication using CHAP ‘ I—
username
password
(0-60, default0)

allel

@] Applet ap Switchpplet started || | mtermet

(Figure3-120) Dialer CHAP Configuratoin

<Table 3-21> Dialer CHAP Description

Elements Description

It sets the maximum number of requesting time for

Max-Auth- authentication. PPP Session will be terminated after
Request the requesting time. The default requesting number is
“10”.
It sets the waiting time from peer after requesting
Restart . . . .
CHAP authentication. The default time is 3 sec.
It is to refuse authentication when authentication is set
Refuse ,
to Callin.
. It restricts requesting time for CHAP authentication.
Timeout o
Default time is 30 sec.
Username Input user name for CHAP authentication.
Password Input password for CHAP authentication.
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T http://172.17.104.100/ applet - Microsoft Internet Explorer

Fle Edt View Favoritss Tools Help

ek - = - D (8] 4| Qoearch (ElFavortes (BHstory |

Address [@] hitpijj172.17.104. 100]applet

Systern  Interface  Crypto Routing Service  Statistics

HHLIE

L % Tunnel
& Crypto

— IPSec
— @ MAF
—® IKE Dialerd

Description

e —

|pop

Encapsulation

v DOWN  |UP

4

e ca 1|

1
1] |

—® CAServer
— @ Status

- Routing
— @ Static Routes

Address |Authanticatiun
—*< RIP

Ler |

IPCP

| PP | 1Pvd Routing | 1PvE Routing |

[ ¢ i
@ QSPF ompression

—* RIPng

— @ OSFFB

I Address / Contral Field

™ Protocal Field

{H:I Service
— @ Access-list

‘* Asyne Map
| © DHCP

(00 DxFFFFFFFF)

FSM Timeout

Max-configure |10 (1-10)

Max-failure (1-5)
Max-terminate |2 (110

e ARP ~ Echo-Request
—*® DNS

—® SNMP

interval |10 (0-255)

timeout |3 (0-255)

[ I~ enable

— @ Misc

B—E Statistics

" MRU

(126-16384)

I Magic Number

¥ enable

Mode.
[ " passive [ slient

— @ Systerm Performance

—® Port Perfarmance
— @ Port Statistics ).
— @ IPSec Performance =

Apply Close

|@] Applet ap SwitchApplet started

allel

(Figure3)-121 Dialer LCP Configuration

<Table 3-22> Dialer LCP Description

Elements

Description

Compression

Packet and Protocol field.

It is a Compression on Address, Controls field of PPP

Async Map Input Async Map in LCP level.

FSM Timeout Maximum transmit number of Configuration
[Max- Request. Default numberis “10”.

ConFigure]

FSM Timeout
[Max-Failure]

Restrict the number

number is “5”.

of Configuration.

Default

FSM Timeout
[Max-Terminate]

number is “2”.

Restrict the number of Terminate Request. Default

Echo-Request
Interval

via PPP Session. Default is “10” sec.

Set transmit interval of Echo Request to check peer

Echo-Request It

restricts waiting time for

Echo-Repeat after

Negotiation.

Timeout sending Echo-Request. Default time is “3” sec.
Identification LCP Identification options.
MRU It restricts Maximum Received Packet Size for PPP
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Magic Number

To use LCP Magic Number. Default is “Enable”.

Mode

To use Passive Silent mode. Default is “Disable”.

A http://172.17.104.100/applet - Microsoft Internet Explorer

| Fle Edt View Favortes Tools Help | g
| e - = - @[3 A | Qoearch GFavarites (#Hstory |
| Address [] hetpijin72.17.104. 100 applet ~| @ ‘
Systern  Interface  Crypto Routing Service  Statistics m
L)
& Crypto
¢ IKE Dialerd | I |ppp v DOWN up -
—e CcA 1 1] | =] | .
— @ CAServer
@ Status
& Routing
:: g‘g“ Routes Address | Authentication | LcP PCP | IpvEcP | IPva Routing | 1PvE Routing |
e 0sPF - DNS T e = FSMTimeout —
:: gg‘;&ﬁ primary | secondary | L figure 110 b
]{!S:HKE:ESE-HSI [ ™ accept ™ request ~ reject RIS : o
:: E:F?P ‘ primary | secondary | Mt 'Q—(HDJ
< DNg
@ SNMP - Default Router - WJ-Compression
— & Misc IV set default-router Peer Address
B—Estahslms distance (1-255, default1) I enable
— @ Systerm Performance
— @ PFortPerformance
:: ::;'nsne?:g?;i;ance = Apply tivie
=l
ET et oo ST hared [ |4 mtermet %
(Figure3-122) Dialer IPCP Configuration
<Table 3-23> Dialer IPCP Description
Elements Description
It is used to get DNS information from PPP Server.
Accept is to receive DNS info. Request is to request
DNS DNS info. Reject is to ignore DNS info from PPP
Server. The wuser can input DNS addresses in
Primary/Secondary field. Default value is “Request”.
It is used to get WINS information from PPP Server.
Accept is to receive WINS info. Request is to request
WINS WINS info. Reject is to ignore WINS info from PPP

Server. The user can input WINS addresses in

Primary/Secondary field. Default value is “Reject” .

Default-router

Set IP Address of peer to Default-router.

FSM Timeout
[Max-Configure]

Restricts Maximum transmit number of Configuration

Request. Default number is “10”.

FSM Timeout
[Max-Failure]

Restricts the number of IPCP operation. Default

number is “5”.
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FSM Timeout
[Max-Terminate]

Restricts maximum transmit number of Terminate

Request. Default number is “2”.

VJ Compression

To use VJ Compression
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Dialer0 |ppp DOWN_UP

1] 1] I | \

Address | Authentication | LcP | IPcP IPCP | IPva Routing | 1Pv6 Routing |

~ Enable

FSM Timeout

I” enable PvEand (Pyecp Max-configure

(1-10, default1 o)
Max-failure

(1-6, default:5)

Max-terminate

(1-10, default10)

~ AcceptLocal

[T Acceptpeersinterface {dentifier for us

- Use-IPaddress

[~ tse (defaully P4 address as inferface identifier

Apply Close

a

Applet ap, Switchapplet started

(Figure3-123) Dialer IPv6CP configuration

<Table 3-24> Dialer IPv6CP Description

Elements

Description

Enable IPv6 and
IPVv6CP

Enable of disable IPv6, IPv6CP on virtual Interface.

Accept-Local

It decides whether to recognize Interface Identifier

of peer.

Use-IP Address

Config Identifier of interface as “Default-router”.

FSM Timeout
[Max-
ConFigure]

It sets the maximum transmit number of

Configuration Request. Default number is “10”.

FSM Timeout
[Max-Failure]

It sets the number of IPv6CP operation. Default

number is “5”.

FSM Timeout
[Max-Terminate]

It sets the maximum transmit number of Terminate

Request. Default number is “2”.
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Configuration setting for Dialer IPv4 Routing Protocol (RIP, OSPF), IPv6
Routing Protocol (RIPng, OSPFv3) is the same as Routing Protocol
configuration setting of FastEthernet. Please refer to Routing Protocol

configuration of FastEthernet.

Figure 3-125 shows how to create and delete Dialer Interface.

First, Input “Dialerl” in Interface field.

A http://172.17.104.100/applet - Microsoft Internet Explorer =10l =|

Fle Edit View Favorites Tools  Help ‘
oak - = - @D (8 A} | @seach [ElFavorkes BHistory |
Address |@ httpiff172,17, 104, 100/applet j @eo |

System Interface Crypto Routing Service  Statistics
&2 A =)
B Crypto

* IPSec

& MAP Cperation

< |KE Dialerd DOWYN up X
@ CA Dialer? dialer_test 2 =
< CASerer I T - =
@ Status

42 Routing

:;‘;}'E FFautes Address | EithEntipatan | EEI| EEE PG IPv4 Routing | 1Pv6 Routing

. Pt | e |
© RIPng mTu
© O3PF6

o ™ negotitated via ppp T l—
® Access-list 7| un Aumbered
@ DHGCP

Fized Address - % _—
e et Al Access-Filter

e Subnet Mask inBoung  |None =
outBound m

Stalistics ‘ ‘ |

© System Performance
@ Port Performance

< Por Statistics |
“ IPSec Performance = Apply Close

@1 Applet ap.SwitchApplet started || @ meemet
T

|@] Applet ap SwitchApplet started || | meernet

R K I

(Figure3-124 Create Dialerl Interface)
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Input “dialer_test” in Description field for brief comment.

applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

|Systam Interface  Crypto  Routing  Semice  Statistics

L° Tunnel :I‘

Dialer

-8 Crypto
@ IPSec
MaP

Dialer

Up

CA Dialer1 dialer_test

@
*
@
@

GAServer

@ Status

- Routing

[— @ Static Routes
—® RIF

|- 0sPF

—@ RIPng

Address | Authertieation) |
o R |

Lck I IECE: IRvECE IPv4 Routing I IPv6 Routing

[ MTU
— @ OSPFB

‘ Service
—@ Atcess-list

™ negotitated via ppp
I un nurmbered

MTU

—

|- DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc

]—E Statistics

Fixed Address

[ Access-Filter

inBound

‘ outBound

Maone >
MNone =

[— % System Performance

[— < PortPerfarmance
— @ Por Statistics
— @ IPSec Performance

|@] Applet ap SwitchApplet started |

~ B

| Internet

(Figure3-125) Input Description
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Set Encapsulation to PPP.

plet - Microsoft Internet Explorer 8 ] 5|
| Fle Ede vew Favorkes Taols Help |
dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet ~| ea ‘

Systern  Interface Crypto Routing  Service  Statistics

- Crypto

< IPSec
MAF
IKE Dialer0
CA Dialer dialer_test ppp =
GA Berver 1
@ Siatus
- Routing
7: 21;m Routes Address | sutierfication | 0P| FCE | BECE | IPvd Routing | IPv6 Routing
|+ agpr o R |
—¢ RIPng [ MTU
< OSPFE § .
5 [R senice ™ negotitated via ppp WTU l—
—@ Atcess-list [T uninumbered

|- DHCP
Fixed Address r |
|+ aRp Access-Filter

—® DNS * Address inBound  |Mone uf
¢ SNMP il 1] 1

L& Misc ‘ ‘ ‘ outBound  |rone -
j—EBtansncs

[— % System Performance
[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

null

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-126) Select Encapsulation

Set Administrative Link State of Interface to “Up”.

plet - Microsoft Internet Explorer B 8 ] 5|
| Fle Ede vew Favorkes Taols Help |
dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet ~| ea ‘

Systern  Interface Crypto Routing  Service  Statistics

-8 Crypto
@ IPSec
MAP 1
IKE Dialerd I 44 = DOWN
CA Dialer1. dialer_test 1 o b
5 I

@
*
@
@

CA Server
< Status DoWN
—H& Routing
7: 21;m Routes Address | tfErEENGn| 1 EE | T EEE IFyBCE IPv4 Routing | IPv6 Routing |
| e ogpr o R |
—¢ RIPng [ MTU
L+ 0gPFE ; -
Brvice
b ™ negotitated via ppp WTL
e Accesslist 7! U aumbered
< DHCP

Fixed Address r |
|+ aRp Access-Filter
—@ DNS

SR - inBound  |Mone =l
o gume 1 7 1

L& Misc ‘ ‘ ‘ outBound  |rone -
j—EBtansncs

[— % System Performance
[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-127) Alter Administrative Link State
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Select Negotiated via ppp for PPP Session.

plet - Microsoft Internet Explorer 8 ] 5|
| Fle Ede vew Favorkes Taols Help |
dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet ~| ea ‘

Systern  Interface Crypto Routing  Service  Statistics

- Crypto

< IPSec
MAF
IKE Dialer I PpR - DOV UP =
CA Dialer dialer_test i ppp - up =
GA Berver i i - -

@ Siatus
- Routing
7: 2‘;}'5 Routes Address | tfErEENGn| 1 EE | T EEE [2000F | IPva Routing | IPY8 Routing
[ 18 s o R |
—< RIPhg
< OSPFE
IH:‘ Semwice -
—@ Atcess-list [T uninumbered

|- DHCP
Fixed Address r |
|+ aRp Access-Filter

—® DNS * Address inBound  |Mone uf
¢ SNMP il 1] 1

L& Misc ‘ ‘ ‘ outBound  |rone -
j—EBtansncs

[— % System Performance
[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

[ MTU

MTU

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-128) Select Negotiated via PPP

Check “Authentication” for PPP Session Authentication.

plet - Microsoft Internet Explorer B =1of x|

Fle Edit View Favoritss Tools Help |

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics
EE0D
)

" =
EO Whirite
© Rehoot
Interface
@ FastEthemnet
< Loopback Dialerd I 44 = DOWN UP =l
- CEEN | | (Dialeri dialer_test il pop | DowN  UP -
< Tunnel T I - -
- Crypto
@ IPSec
mp Address  Authentication | Ler | IroR IPVBCP IPv4 Routing | IPv6 Routing |
oA method | pap | cHaP |
GA Server
Status
uting
Static Routes
il Authenticat

OSFF
CHA PAP
RIPNy i

OSFFE callln r |

Il - Call Out L] L
Access-list
DHCP
ARF

I¥ :Authenticatinrg

cesbePoeocoToseoe

|
|

DNS A
SHMP - Apply Close

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-129) Check Authentication
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Check general PPP Session authentication method, PAP Callin.

plet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

© Rehoot
Interface

@ FastEthemnet
< Loopback Dialerd i PR

Eo i Bl Dialer

DO Up

< B Dialer! dialer_test 2 ppp

4

DO up

“ Tunnel I I

- Crypto

@ IPSec

IKE

GA Server

MAP Address  Authentication | LcP | IpcP IPvECP | IPv4 Routing | IPv6 Routing |

°
<
o ch method | pap | cHap |
-3
E-3

Status
v
Routing ¥ Authentication

@ Static Routes

@ RIP Aut i

< 0SPF
< RIPng
© OSPFE callln r I

CHAP PAP

}OE
BEnAne - Call Out L] m
@ Accese-list
“ DHCP
@ ARF
< DHS
®

SNMP 5 Apply Close

&7 Applet ap. SwitchApplet started [ | |a mternet L/
(Figure3-130) Check PAP Callin
Input Username “test01” for PAP authentication.
plet - Micrasoft Tnternet Explorer =10f x|

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

© Rehoot
Interface

@ FastEthemnet
< Loopback Dialerd i PR

Eo i Bl Dialer

!
DO Up

< B Dialer! dialer_test 2 ppp
I

4|4

DO up

@ Tunnel

=1 Crypto

@ IPSec

@

“© |KE

o ch method | PAP | cree |
-3

E-3

GA Server

MAP Address  Authentication | L¢P | ipeP | Pwce | IPvd Routing | IPve Routing |

Status "Max-Auth-Requeat

Routing
@ Static Routes

Restart
10 (1-10, default10) ‘ ’V 3 (1-10, default:3)

@ RIP Refuse
< 0SPF

“ RIPng
< 0OSPFE

™ refuse to Authentication using PAP ‘ username  [testol

DHCP

@
@ ARF
< DHS
“ ShMP hd

E
Bervice Timeaul passward I—
@ Accesslist 20 (1-256, default30)

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-131) Input PAP Username
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Input PAP Password “test01”. It will be shown as “*” on the screen for

security.

4.100/applet - Micrasoft Internet Explorer I [ 5
Fle Edt View Favortes Tools Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

HiL
om =

© Rehoot
Interface

@ FastEthemnet
< Loophack Dialerd I peR X DO up -
R Dialer Dialeri dialer_test 1 nop = DOV uP -
< Tunnel T I - -

MAP Address  Authentication | L¢P | ipeP | Pwce | IPvd Routing | IPve Routing |

o method  PAP | cHap |

GA Server
Status "Max-Auth-Requeat

Restart
10 (1-10, default10) ‘ ’V 3 (1-10, default:3)

uting
Static Routes
RIF "Reruae

OBPF
RIPng
OBPFE

riice
Access-list
DHCP
ARF

DNS A
SNMP 5 Apply Close

™ refuse to Authentication using PAP ‘ userame  Jrestol
password ”"“’1
30 (1-256, default 30}

"TIITIEDUI

ceobePoeecoPoseecn

|@] Applet ap SwitchApplet started || | meernet 7
(Figure3-132) Input PAP User Password
Check on LCP Address/Control Field Compression
4.100/ applet - Microsoft Internet Explorer =10] x|
Fle Edit View Favorites Tools Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address [@] heepi/172.17,104.100 applet =] @60 ‘
Systern  Interface Crypto Routing  Service  Statistics
BT 3
v -
© Rehoot
Interface
@ FastEthemnet
< Loopback Dialerd Y up =
b Dialert dialer_test i [ T DowWN U =
< Tunnel T I - -
=1 Crypto
@ IPSec
@ MAR Address | Authentication LcP | IPcP | PGP | IPvé Routing | IPvE Routing |
< IKE
& CA Compression FSM Tirneout
+ CAServer ’7 I I Pratocal Field | Max-configure 10 {10y
@ Stat
SR =4 Routl:gus Async Map Max-failure 5 (1-5)
< Static Routes ’7 (0x0-0xFFFFFFFF) | Max-terminate |2 (1-10)
@ RIP
© OSPF Echo-Request | on
@ RIPny ’7 interval 10 (0-255) timeout |3 (0-255) | ’7 [T enable ‘
< 0OSPFE
SR Ll MRU Magic Number Mode
@ Access-list ’V (128-16384) ’V ¥ enable | " ™ passive [ slient ‘
“ DHCP
@ ARF
< DHS A
oL - ST
|@] Applet ap SwitchApplet started || | meernet 7

(Figure3-133) Check LCP ACFC
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Check LCP Protocol Field Compression.

plet - Micrasoft Tnternet Explorer =10f x|
|| Fle Ede vew Favorkss Tacks Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address [@] heepi/172.17,104.100 applet ~| ea ‘

Systern  Interface Crypto Routing  Service  Statistics

Eo i Bl Dialer

© Rehoot
Interface

@ FastEthemnet
< Loophack Dialerd I peR X DO up

<[ Dialer! dialer_test i nop Do uP

4|4

“ Tunnel I I

- Crypto

IPSec
MAF Address | Authentication LcP | FcP | IPvECR IPv4 Routing | IPv6 Routing |

IKE

CA Compression FSM Timeaut
CA Server
Status

uting

¥ Address fContral Field ¥

Max-failure 5 (1-8)
Static Routes Max-terminate |2 (1-10)

Asyne Map

Max-configure |10 (1-10)

{OX0-DXFFFFFFFF)
RIF -

T enable

RIPny interval {10 (0-255) timeout |3 (0-255)

riice
Access-list
DHCP

OSPF "Echu—ﬁequeﬁl | " on

Mode.
" ™ passive [ slient

OSPFE
MRU Magic Number
[ 2818388 ’V ¥ enable

ARF
DNS
SHMP hd

ceobePoeecoPoseecn

|
|

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-134) Check LCP PFC

Check DNS Request and Default Router to be able to receive information

from Peer.
pplet - Microsoft Internet Explorer =10] x|
Fle Edt View Favorites Tools Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

Eo el Bl Dialer I

© Rehoot
Interface

* FasiEthemet
< Loophack Dialerd 4 Up

b Dialert dialer_test I [ T DowWN U
5 I =

@ Tunnel

=1 Crypto

IPSec

MAF Address | Authentication | LGP IPCP | IPVGCP IPv4 Routing | IPv6 Routing |
IKE

= -
CA Server o et HEt L omied Max-configure IWD_(HU)
Status primary [ secondary |

uél‘n? - e Max-failure 5 (1-5)
RF_,IE Al ™ accept I reguest ¥ reject
Max-terminate |2 (1-10)

CA [ Dhg | F8MTimeowt |

OSPF primary | secondary |

RIPny

OSPFB - Default Router [ Y-Compression
rice [+ setdefault-router Peer Address

- I enable
Access-list distance (1-255, default:1)

DHCP

ARF

ceobePoeecoPoseecn

|
|

DNS A
SNMP 5 Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-135) Check IPCP DNS Request, Default Router
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To delete a specific Dialer Interface, select the interface you want to

delete, click on right side of the mouse to delete.

2.17.104.100/ applet - Microsolt Internet Explorer 8 ] 5|
Fle Edit View Favoritss Tools Help |
dmtack - = - @ [0 4| Qoearch Ciravortss frstory |
Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics
EE0D
)
BT =
Eo Wiite =l Dialer
© Rehoot

@ FastEthemnet
< Loophack Dialer | i |ppR = DOWIN uP -
1| 1| | =] \ e

- EEC
< Tunne|
- Crypto
< IPSec
@ MAP Address | authentication | L6 | IPeP | Pwace | IPvd Routing | IPve Routing |
< IKE
o ch IPv4 | iFeEn]
“ CAServer [ MTU
* Status " .
v :

L @ Routing ¥ negotitated via ppp | 500

< Static Routes [T uninumbered

@ RIP
Fixed Address r |
< 03PF Access-Filter

© RIPng I Address SubnetMask inBound  |Mone uf
< OSPFE 1 1] 1

Serice [ || | outBound  [Mone -

@ Accese-list
“ DHCP
@ ARF

< DHS A
oL - ST

~ B

|@] Applet ap SwitchApplet started || | meernet
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Tunnel

Interface enables to communicate between LAN A and LAN B.

2} Router Smart Manager - Micrasoft Internet Explorer

Fle Edt View Favorites Tools Help

Tunnel Interface is necessary for IPv4 and IPv6 communication. For
example, there is LAN A and LAN B configured with IPv6. And they need

to go through IPv4 area for end-to-end IPv6é Communication. Tunnel

ok - = - (@D [A) A | @search [EiFavorites Bistory |

Address [@] hitp:/1172.17.104, 100/ applet

Systern Interface  Crypto  Routing  Service  Statistics

E2 [

@ Router
-1 System
< Inventary
© Time Management
@ User

* Write
“ Rehoot

= Interface
@ FastEthernst
© Loophack
@ Dialer
g Tore |

- Crypio

“+ IPSec

@ MAP

@ IKE

@ CA

@ CAServer

- Routing

@ Static Routes
@ RIP

@ OSPF

< RIPny

% OBPFB

J—I; Senvice

@ Status )

|&] Applet ap Switchapplet started

| ntermet

N EE

(Figure3-136) Tunnel main page
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Figure 3-139 is an example of Tunnel Interface.
Router A and B is configured with IP version 4 network, so hosts from Area
A and Area B are not able to communicate each other. It is because of

Router A and Router B can not implement normal Routing.

IP version 4

e

IP version é
Area B

IP version 6
Area A

(Figure3-137) Tunnel Interface example Network Diagram 1

However, through Tunnel Interface, Router A and Router B create logical
tunnel between Area A and Area B. So hosts from these two areas can

send and receive IP version 6 datagram.

IP version 4
Tunnel for IPvé

IP version 6
Area A

IP version é
Area B

(Figure3-138) Tunnel Interface example Network Diagram 2
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A Router Smart Manager - Microsoft Internet Explorer o o [=] |

Fle Edit View Favorites Tooks Help ‘

ok - = - (@D [H) A | Qsearch [EiFavorites (BHistory |

Address [@] hitp:/1172.17.104.100/applet = @ ‘

Systemn Interface Crypto Routing Service  Statistics

nmE=

Router

Systern
< Inventory
< Time Management
® User

* Write
@ Reboot

- Crypto

< IPSec

@ MAP

® IKE

® CA

® CAServer

@ Status
--& Routing

@ Static Routes
* RIP
@ OSPF

< RIPng
@ OBPFB

J—I; Senvice

Interface

@ FastEthernet

“ Loopback

@ Dialer

M Tune |

&1 Applet ap.Switchapplet started

S (K

(Figure3-139) Tunnel main page

<Table 3-25> Tunnel Description

Elements

Description

Interface

The name of Tunnel Interface

Description

Brief comments

Mode

Select one from ipip, ipv6ip or none mode.

Source

Input IP Address of Local Interface.

Destination

Input Interface IP Address of Peer system.

ToS

Type of Service. It is used for changing ToS field value of

sending Packet. Default value is “0”.

TTL

It decides TTL field value of Sending Packet. Default value
is 30 Hop.
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Figure 3-142 shows how to add Tunnel Interface.

Input “tunnel0” by clicking Interface field.

2.17.104.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

BT

EO Wiirite
© Rehoot
Interface 4
© FaslEthemet unneld| | il
< Loopback

< Dialer

N Tore |
=1 Crypto

< IPSec

@ MAP

< IKE

@ CA

@ GAServer
@ Status
—-4=» Routing

@ Static Routes
@ RIP

< 0SPF

@ RIPng

< 0OSPFE
Senice

@ Accese-list
“ DHCP

@ ARF

< DHS

oL - ST

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-140) Input Tunnel Interface Name

Input “tunnel_test” in Description field.

Fhttp://172.17.104.100/ applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

BT

EO Wiirite
© Rehoot
Interface

@ FastEthemnet
< Loopback

@ Dialer

N Tore |
- Crypto
< IPSec

@ MAP

< IKE

@ CA

@ GAServer
@ Status
—-4=» Routing

@ Static Routes
@ RIP

< 0SPF

@ RIPng

< 0OSPFE
Senice

@ Accese-list
“ DHCP

@ ARF

< DHS

o SNMP 5 Apply Close

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-141) Input Tunnel Interface Description
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Select “ipv6ip” Mode to create IPv6 — IPv4 Tunnel Interface.

Fle Edit View Favoritss Tools Help |

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

2.17.104.100/applet - Microsoft Internet Explorer -0l x|

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

o
)

Eo i BE Tunnel

© Rehoot

Interface I
I I\pvﬁip j

@ FastEthemnet

< Loopback

@ Dialer

el |
- Crypto

@ IPSec

@ MAP
< IKE
@ CA
@
@

[tunneld

GA Server
Status
Routing
@ Static Routes
@ RIP
< 0SPF
@ RIPng
< 0OSPFE

}OE
Service i
@ Accese-list
“ DHCP
@ ARF
< DHS A
o SNMP = Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-142) Select Tunnel Mode

Input IP Address of Local Interface in Source field.

Fle Edit View Favoritss Tools Help |

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

2.17.104.100/applet - Microsoft Internet Explorer B -0l x|

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

o
)

Eo i BE Tunnel

© Rehoot

Interface

@ FastEthemnet

< Loopback

@ Dialer

el |
=1 Crypto

@ IPSec

@ MAP
< IKE
@ CA
@
@

[tunneld

> 1011100 1 i
| 1] 1] 1] I

GA Server
Status
Routing
@ Static Routes
@ RIP
< 0SPF
@ RIPng
< 0OSPFE

E
Service i
@ Accese-list
“ DHCP
@ ARF
< DHS A
o SNMP 5 Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-143) Input Tunnel Interface IP Address
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Input Peer IP Address in Destination field.

Fle Edit View Favorites Tools

100/ applet - Microsoft Internet Exsplorer

el

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

|Systam Interface  Crypto Routing

Serite  Statistics

)
I

Interface

@ FastEthemnet

< Loopback

@ Dialer

e |
- Crypto

@ IPSec

@ MAP

< IKE

@ CA

@ GAServer

@ Status
Routing

@ Static Routes
@ RIP

< 0SPF

@ RIPng

< 0OSPFE

BT =
EO Wiirite
© Rehoot

Tunnel

[tunneld

}OE
Service i
@ Accese-list
“ DHCP
@ ARF
< DHS
@ SNMP et

|@] Applet ap SwitchApplet started

| Internet

~ B

(Figure3-144) Input Tunnel Interface Destination IP Address

Input “50” for ToS field of sending packet via Tunnel Interface.

File  Edi

iew Favoritss  Tools

04.100/applet - Microsoft Internet Explorer

el

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

|Systam Interface  Crypto  Routing  Semice  Statistics

BT =
EO Wiirite

© Rehoot

Interface

@ FastEthemnet

< Loopback

@ Dialer

e |
=1 Crypto
@ IPSec
@ MAP
< IKE
@ CA
@ GAServer
@ Status
Routing
@ Static Routes
@ RIP
< 0SPF
@ RIPng
< 0OSPFE

Tunnel

e Destination Tt
00 I[101.1200 I[s0 |

[tunneld

1 |ipvtip x|
1] \ 1] 1] 1]

—

}OE
Senice
@ Accese-list
“ DHCP
@ ARF
< DHS
@ SNMP et

Apply Close

|@] Applet ap SwitchApplet started

| Internet

~ B

(Figure3-145) Input Tx Packet ToS
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Input “64” for TTL field of sending packet via Tunnel Interface.

2.17.104.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

o
)

BT
EO Wiirite
© Rehoot

Interface

@ FastEthemnet

< Loopback

@ Dialer

el |

=1 Crypto
< IPSec

@ MAP

< IKE

@ CA

@ GAServer
@ Status
—-4=» Routing

@ Static Routes
@ RIP

< 0SPF

@ RIPng

< 0OSPFE
Senice

@ Accese-list
“ DHCP

@ ARF

< DHS

o SNMP 5 Apply Close

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-146) Input Tx Packet TTL

Click “Apply” to verify.

To delete Tunnel Interface, Select the interface you want to delete then

click “Delete” on the right side of mouse.

Fhttp://172.17.104.100/ applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

BT
EO Wiirite
© Rehoot

Interface

@ FastEthemnet

< Loopback

@ Dialer

el |

- Crypto
< IPSec

@ MAP

< IKE

@ CA

@ GAServer
@ Status
—-4=» Routing

@ Static Routes
@ RIP

< 0SPF

@ RIPng

< 0OSPFE
Senice

@ Accese-list
“ DHCP

@ ARF

< DHS

o SNMP 5 Apply Close

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-147) Tunnel Interface creation
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Interface Popup Menu

Select Interface, then click right side of the mouse to use Popup Menu.

Popup Menu of Interface is Interface Information. Use a mouse to see the

detail info for each element.

A http://172.17.104.100/ applet - Microsoft Internet Explorer

| Pz Edt View Favortes Tooks Help -.
| e - = - D [F] A | Qoearch [(ifFavorites (HHistory |

| address [@] hrip:i1172.17.104.100/applet

System Interface Crypto Routing Service Statistics

tunnel_test
1] 1] -] 1]

—

Qa0 I8
1 1]

@ CAServer

@ Slatus
-+ Routing

@ Static Routes
< RIP

© 08PF

® RIPng

@ OBFFE
Senvice

@ Accesslist
@ DHCP

< ARP

< DNS

© SNMP % Apply Close

|&] Applet ap. Swikchapplet started

i

(Figure3-148) Interface Popup Menu Main page.
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Refresh Time for Interface Info can take 3 sec to 5 sec. Click Refresh

button run directly. Information for each Interface includes Interface
Metric, MTU, IP Address, MAC Address, Tx/Rx Packet Count etc.

'2.17.104.100/ applet - Microsoft Internet Explorer

| Pl Edt View Favortes Tools Help

| e - = - @[] | Doeach [fFavorites (AHistory |

| adiress [@1 hrip:s1172.17, 104.100/applet

| @ua ‘
System Inferface Cryplo RS a G _oj x|
Command: fexecisho
Refresh Time:  |Mone L‘ Refresh ‘
Interface Looph3 seconds 2l b IIG'l i
£lags=6043<UH3 seconds TNG,MULTICAST> index 1 metric 1 mtu 16384 mtu v6 16384 1| T
ineté ::1/12810 seconds
inetf £280::170 seconds
inet 127.0.0.|30 seconds
input packei minutes  —] dropped 0, multicast packets 0
input erromy minutes =
output packets U, bytes U, multicast packets 0
X output errors 0
5 ;AISE’"E’ collisions 0
atus
[Interface Loopbackl
-+ Routing D p §
& Static Roues escription: loopint_test
o RIP £1ags=6049<UP, LOOPBACK, RUNNING, MULTICAST> index 6 mecric 1 mtu 16384 mtu w6 1500 _'ll
< 0SPF 1l | ¥
© RIPng
© 0SFF6 &I
Senvice
@ Accesslist
< DHCP
& ARP
< DNS
& SHMP % Apply Close
|&] Anlet ap Switchapplet started | [ 4 mtemet 7

(Figure3-149) Interface Info page
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Crypto Menu

IPSec

IPSec supports secure communication between the end-to-end terminals.
It provides security protocols based on IP layer.

Figure 3-152 shows stages of realizing IPSec.

88 - -85
Jason Alice

1. Jason sends Interesting Traffic to Alice.

2. Each peer negofiates Phase 1 session.

<i} IKE Phase 1 i>

3. Each peer negotiates Phase 2 session.

N () 2T

4. Exchange Information through IPSec Tunnel.

—

5. IPSec tunnel is terminated.

(Figure3-150) Stages of realizing IPSec
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The user can define IPSec Mode, Authentication, Data Encryption, Data

Compression etc on IPSec menu.

Fle Edit View Favorites Tools Help

FRouter Smart Manager - Microsoft Internet Explorer

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

\a

—@ CASener
— @ Slatus

& Routing

(—® Static Routes
—* RP

—® 0BPF

—*% RIPng

‘—@ OGPFE

[Iﬂ—[F Service

)
=+l System
@ Inventory
“ Time Management
@ User ‘ Sé Litetime {7200 secords = | ¢security associstion litetime )
= Wirite
“ Reboot
- B2 Interface ~ Transtorm-set (Define fransform and settings)
— @ FasiEthernet
- Loopback authentication
|+ Dialer [kiiang T |esp-tunnel ~ |hmac-shat ~ |ades | -
¢ Tunnel 1 hd

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-151) Crypto IPSec Main page
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<Table 3-26> shows each element of IPSec menu.

IDix]

|| Fle Bl View  Favorkes: Tods: Heb |
ek - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

address |é] hitkpi172,17. 104, 100/ applet ~| e ‘

Systern Interface  Crypto  Routing Semice  Statistics

e maP
—@ IKE
e cA
—® CASener

-2 Routing

(—@ Static Routes
—* RIP

—® O8PF

[— RIPng

'— @ OBPFE

[Iﬂ—[F Service

a
HH
=g system
@ Inventory ~
“ Time Management
@ User ShLifetime  [7200 seconds = | ¢security assaciation lifetime )
© Write
% Reboot
- B2 Interface Transtorm-set (Define fransform and settings)
[— @ FastEthernet
—® Loopback &
|« Dialer Kkang T |esp-tunne! = |hmac-shat ~ |ades - -
— < Tunnel | | -] | -
= Crypto

— @ Slalus e

sl

|@] Applet ap SwitchApplet started I e mtermet
(Figure3-152) IPSec Menu
<Table 3-26> IPSec Description
Elements Description

SA Lifetime Lifetime of Security Association. Time or data traffic
can be choosed.

Name The name of Transform-set.

Mode Select IPSec Mode. Choose one from esp-tunnel, esp-

transport, ah-tunnel, ah-transport.

Authentication

Select authentication algorithm. Choose one from
hmac-md5, hmac-shal.

Encryption

Select Encryption algorithm. Choose one from 3des,

blowfish, cast, des, null, rijndael.

Compression

Select data compression algorithm. Choose one from
deflate, Izs.
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Figure 3-155 shows the difference between Transport Mode and Tunnel

Mode.
Source IP Address and Destination I[P Address are not changing on
Transport Mode. IP Address for IPSec communication is added on Tunnel
Mode.

Two IPSec Mode : Transport and Tunnel Mode

Data

Transport mode

IPSec
Header

L4 Tunnel mode

Outer IP Header . Data

Inner IP Header

(Figure3-153) Transport Mode and Tunnel Mode

Figure 3-156 shows the structure of ESP Packet.

Encapsulating Security Payload (ESP)

ESP ESP
Trailer Auth

ESP Header

A
Security Parameters Index
é Sequence Number
2]
2
&6l 5 Payload
ﬁ = Data
< &
E Padding
v Pad Length Next Header

Authentication Data (variable size)

32 bit =4

¥

(Figure3-154) ESP Packet structure
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Figure 3-157 shows AH Packet structure.

Authentication Header (AH)

Authentication

m Payload

Payload
Length

Next Header Reserved

Security Parameters Index

Sequence Number

Authentication Data (variable size)

¥ 32 bit >
(Figure3-155) AH Packet Structure
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Figure 3-158 shows how to make IPSec Transform-set.

First, Input “ipsec_test” in the name field. You can make your own name.

However, any spaces are not allowed in the name field.

2 Router Smart Manager - Microsoft Internet Explorer o

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

C =1oi x|
Fle Edit View Favorites Tools Help

Systern  Interface Crypto Routing  Service  Statistics

)
-

-5 System
@ |nventory
“ Time Management
@ User ‘ Sé Litetime {7200 secords = | ¢security associstion litetime )
< Wvrite
“ Reboot
- B2 Interface ~ Transtorm-set (Define fransform and settings)
[— @ FastEthernet
- Loopback authentication
< Dialer Kkang T |esp-tunne! ~ |nac-shat ~ |3tes ~ | ~
— @ Tunnel pses_test] -] - - -

—@ CASener
— @ Slatus by
& Routing

(—® Static Routes
—* RP

¢ 08FF

—* RIPng

—& OBFF&

[Iﬂ—[F Service

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-156) Input IPSec Transform-set name

Select “esp-tunnel” for IPSec Mode.

2 Router Smart Manager - Microsoft Internet Explorer -l

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

=10l x|
File Edit View Favorites Tocls  Help

Systern  Interface Crypto Routing  Service  Statistics

)
-

-0 Systern
@ Inventory
@ Time Management
@ User ‘ SA Litetime W seconds = | Csscurity associstion lifetime |
< Wvrite
@ Reboat
- B2 Interface ~ Transtorm-set (Define fransform and settings)
[— @ FastEthernet
—¢ Loophack authentication encryption
| < Dialer kkang T |esp-tunne! ~ |hmac-shat ~ |ades = -
—% Tunnel lipsec_test i - - - ~
1 = = =
lesp-transport
lah-tunnel
jsh-transport
—@ CASener
— @ Slatus b
& Routing

—® Static Routes

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-157) Select IPSec Transform-set Mode
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Select “hmac-md5” for Data authentication algorithm.

7} Router Smart Manager - Microsoft Internet Explorer =10] x|
Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

-5 System

@ Inventory
“ Time Management
@ User ‘ Sé Litetime {7200 seconds | ¢ security associstion lifetime )
= Wirite
@ Reboat
- B2 Interface ~ Transtorm-set (Define fransform and settings)

[— @ FastEthernet

tunnsl - - - -

—© Tunnel

- mol authentication en " 00 ]
< Dialer kang T [esp-tunne! ~ |hmac-shat ~ |3tes - ~
lipsec_test % r

lhmac-shal

—@ CASener

— @ Slatus by
& Routing

(—® Static Routes

—* RP

—® 0BPF

—*% RIPng

‘—@ OGPFE

[Iﬂ—[F Service

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-158) IPSec Authentication main page

Select “3des” for data encryption.

7} Router Smart Manager - Microsoft Internet Explorer =10] x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

-5 System
@ |nventory

“ Time Management
@ User SA Litetime 7200 seconds = | Csscurity associstion lifetime |

= Wirite

“ Reboot
- B2 Interface ~ Transtorm-set (Define fransform and settings)
— @ FasiEthernet

|-+ Loophack authentication = - = :
| Dialer kang T [esp-tunne! ~ |hmac-shat ~ |3tes - ~
ipsec_test % -

—© Tunnel
= Crypto

lhmac-shat
— @ MAP
—& IKE
—® CA
—@ CASener
— @ Slatus by
& Routing
(—® Static Routes

el - - - -

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-159) Select IPSec Encryption
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Select “Izs” for data compression algorithm.

7} Router Smart Manager - Microsoft Internet Explorer =10] x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics
\a

I

-5 System

@ |nventory

“ Time Management

@ User ‘ SA Lifetime  [7200 seconds = | ¢ sscurity assacistion lifstime )
< Wvrite

@ Reboat
- B2 Interface ~ Transtorm-set (Define fransform and settings)
[— @ FastEthernet
—® Loophack
[—< Dialer

—© Tunnel

" v |deflate
==

—@ CASener

— @ Slatus by
& Routing

(—® Static Routes

—* RP

¢ 08FF

—* RIPng

L& OBFF

[Ia{F Service = Apply Closs

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-160) Select IPSec Data Compression

Click “Apply” to verify. Figure 3-163 will be shown.

7} Router Smart Manager - Microsoft Internet Explorer =10] x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

I
Interface

—* FasiEthernet

{— Loophack

_: ?\aler‘ ‘ SA Lifstime  |7200 seconds = | ¢ serurity associstion lifstime )

— unne

= Crypta
<

~ Transform-set (Define transform and settings)

— & hAP

—e IKE made authentication e i £orm n

e cA Kikang T |esptunne! ~ |hmac-shat s - |defiate 5

—© CAServer isec_test I}‘; tunnel ~ |hmac-mds 3 v |izs -
— < Status T -

—-=» Routing

[— @ Slatic Routes

—® RIP

(—* 0SPF

—2 RIPng

— @ OSPFE

]—E‘Ber‘vice

[— @ Accesslist

—< DHCP

—® ARP 1o
(—© DNS

— @ SNMP

— @ Misc
- Stafistie

4

A«
@
=

«
B
«

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-161) Root Parameters configuration page
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MAP

Virtual network can not be configured only with Transform-set from IPSec
menu. You need to create a Map using Transform-set. The user can define
session options for configuring virtual network.

T Router Smart Manager - Microsoft Internet Explorer i

=10l x|
B |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics
Ci

&) Router -
-5 System MAL

@ |nventory
[PSec-ISAKMP A
EO Time Management I Ecahiohuak I

: ‘l/J\ti?E’ [ IPSec-ISAKMP (PSec with ISAKMPY
S/ AR name
J—E\meﬂace - Jkany
[— @ FastEthernet .
1% Lacsback 1] 1] 1] 1] 7| 1] O
[—< Dialer
—© Tunnel
= Crypto
—@ IPgec

- [
—e IKE

—® CA

—@ CASener

— @ Slatus by
& Routing

|—@ static Routes 4| | 3
—* RP

—® 0BPF
—*% RIPng
‘—@ OGPFE

[Iﬂ—[F Service

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-162) Crypto MAP main page
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There are two ways of creating Map. One is to use IKE Key creation
algorithm and the other one is manually inputting the Key Values. The
later one delivers high speed in data exchange than using IKE when
configuring VPN. However, in the later one, if any one of the Key values is
not matched with the other, problems can occur. So you need to be very

careful on this.

<Table 3-27> shows IPSec-ISAKMP menu description.

=lofx]
[[fle (Bt View Eavarkes. Todks: ‘Hep |
d=cack - = - @) 4} | Qsesrch [iFavorites (gHistory |
Address |§] hitp:ff172.,17. 104, 100/ applet j 6o ‘
Systern Interface  Crypto  Routing Semice  Statistics ol
HH
?}ug:';lem | VAP
5 s ansaatien == ]
: tﬁﬁg’ - IPSec-ISAKMP (PSec with ISAKNMP)
= @ Reboot [ name SA Lifetime(sec] dynamic
[ e aptest 11500 I|1011200 11323 T kg Toow2 ~ T 3600 .
W el 1 1] 1] 1 11~ 1 1 O
f—< Dialer
— @ Tunnel
= Crypto
—@ IPSec
]
—e IKE
e CA
f—® CASemner
— @ Status e
-2 Routing
—@ static Routes 1| | 3
< RIP
|-< 0sPF
[— RIPng
‘—© 08FFB
[I’:H:#SENIEE
=l
@] Applet ap Switchapplet started I e mtermet 7
(Figure3-163) IPSec-ISAKMP Menu
<Table 3-27> IPSec-ISAKMP Menu Description
Elements Description
Name Define name of the Map
Sequence Number.
S/N ) o
It gives priority among many maps.
Peer Input IP Address of Peer Interface.
Match Input tag number of Access-List. When Map is applied
atc
to the Interface, only Packets in Access-List are
Address
secured by IPSec Transform-set.
Transform-set Input Transform-set from IPSec menu.
Define Diffie-Hellman group. Diffie-Hellman group is an
PFS
algorithm about creation of public key/private key.
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There are 3 groups (Groupl, 2, 5). Groupl is the fastest
but with less complexity of encryption and Group5 has
excellent algorithm complexity but with slow speed.

Therefore Gruop?2 is recommended.

SA Lifetime
(Kilobytes)

The unit is “Kilobytes”

SA Lifetime

(Seconds)

Set Life time of Configured Map.

The unit is “Seconds”

Dynamic

On Aggressive Mode, Peer which uses Fixed IP Address

checks Dynamic Field.
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<Table 3-28> shows IPSec-Manual menu.

ZRouter Smart Manager - Microsoft Internet Explorer

Fle Edt View Favorites Tools  Help

ek - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

address [@] hitpijj172.17.104. 100 spplet

System Interface  Crypto  Routing Serice  Statistics

o L eee—
- System

@ Inventory (
“ Time Management
@ User

PSecSAKNP  Psecverusl |

- IPSec-Manual (PSec with manual keying)

© Write
@ Reboat

J—E Interface IL I ll T IL

[— @ FastEthernet

I

1| 1

{— @ Loopback
[—* Dialer
— @ Tunnel

—® CASener

— @ Slalus e
-2 Routing

—e Static Routes 1|

e R
¢ O3FF

[— RIPng

— ¢ 0BFF6

[la{’ Serice %

|@] Applet ap. SwitchApplet started

ZRouter Smart Manager - Microsoft Internet Explorer

Fle Edt View Favorites Tools  Help

ek - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

address [@] hitpijj172.17.104. 100 spplet

System Interface  Crypto  Routing Serice  Statistics

o L eee—
- System

@ Inventory (
“ Time Management
@ User

PSecSAKNP  Psecverusl |

- IPSec-Manual (PSec with manual keying)

© Write
@ Reboat

J—E Interface !L II w2 Il 1 :I

[— @ FastEthernet

I

1|

{— @ Loopback

[—* Dialer

— @ Tunnel

= Crypto

—@ IPSec

-« [
—@ IKE

—e CA

—® CASener

— @ Slalus e
-2 Routing

(—@ Static Routes 4

e R
¢ O3FF

[— RIPng

— ¢ 0BFF6

[la{’ Serice %

|@] Applet ap. SwitchApplet started

i

(Figure3-164) IPSec-Manual menu page
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<Table 3-28> IPSec-Manual menu Description

Elements Description
Name Define name of the Map
Sequence Number. It gives priority when there are
SN many maps.
Peer Input IP Address of Peer Interface
Input tag number of Access-List. When Map is applied
ZA:;C:SSS to Interface, only Packets in Access-List are secured

by IPSec Transform-set.

Transform-set

Input Transform-set from IPSec menu.

Protocol in

Define IPSec Protocol for receiving. Select “esp” for

esp, “ah” for ah for defined protocols in Transform-set.

Spi in

Defines Security Parameter Index value when
receiving. Spi sets the values for opposite Peer. If the
Spi value of Peer A is 1000, then the Spi value of PeerB
has to be 1000 as well. Also user can define its own

value in between 256~4294967295.

Cipher-key in

Defines (16 decimal format) session key for receiving.
Select key value from authentication on Transform-set,
authentication algorithm.

DES : 8 Bytes, 3DES : 24Bytes, AES : 16 Bytes

Auth-key in

When “esp” and *“ah” is used together, Input the

authentication key value for sending.

Protocol out

Define IPSec Protocol for sending. Select “esp” for esp,

“ah” for ah for defined protocols in Transform-set.

Security Parameter Index when sending. Spi sets the

values for opposite Peer. If the Spi value of Peer A is

Spi out 1000, then the Spi value of PeerB has to be 1000 as
well. Also user can define its own value in between
256~4294967295.

Defines (16 decimal format) session key for sending.

Cipher-key Select key value from authentication on Transform-set,

out authentication algorithm.

DES : 8 Bytes, 3DES : 24Bytes, AES : 16 Bytes

Auth-key out

When “esp” and “ah” is used together, Input the

authentication key value for receiving.
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Figure 3-167 shows how to create the map with a name of “ipsec_test”.
First, Input “ipsec_test” in the name field.

FRouter Smart Manager - Microsoft Internet Explorer

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

=10l x|
File Edit View Favorites Tocls  Help

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

\a

I

© Router =] g

-0 Systern

@ Inventary
[PSec-ISAKMP 2

< Time Management £ I PSectanal |

@ User
© yirits ~ IPSec-ISAKMP (PSec with ISAKMP)

et “ﬂmmm
1011200 [[1323 kjk 2 3600
| FastEthemat i %‘ dkang :{"gmup il

J—E\meﬂace

| & pec_test| | il =] 1] L
[—< Dialer

—© Tunnel

—@ CASener

— @ Slatus by
& Routing

|—@ static Routes 4| | 3
—* RP

—® 0BPF
—*% RIPng
‘—@ OGPFE

[Ia{F Service = Apply Closs

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-165) Input IPSec-ISAKMP Name

Input “2000” for Sequence Number.

FRouter Smart Manager - Microsoft Internet Explorer

_loix|
Fle Edt View Favorites Tools Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

© Router =] g
-0 Systern

@ Inventary

PSec-ISAKMP -

< Time Management £ I PSectanal |
o [ PSec-ISAKMP (IPS ith 1S AKMP,
= Wirite el (PSec wi i1
@ Reboot

B8 Interface “ﬂmmm ]
e aitest 500 Ilmw 1.200 :I[‘mza ékjksr\g :{"gmu;ﬁ 1 3500 I (]

B ioses festl 2o00] & 1 I
—< Dialer
—© Tunnel

-

—@ CASener

— @ Slatus by
& Routing

—@ static Routes 4|

|@] Applet ap SwitchApplet started

~ B

|| | meernet

(Figure3-166) Input IPSec-ISAKMP S/N
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Input “192.168.1.200” for IP Address of Peer Interface.

Fle Edit View Favorites Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

€ Router =l MAP I

=& System -

@ Inventary
PSec-ISAKMP -
< Time Management I PSectanal |

@ User

< it [ PSec-ISAKMP (PSec with ISAKMP)

@ Reboat
J—E Interface aptest

10 I|1323 T |kikana 3600 i

[— @ FastEthernet
f—® Loophack

lipsec testl 2000 17192.168.1.200)
T I I

i

f

[—< Dialer

—© Tunnel

—@ CASener

— @ Slatus by
& Routing

—@ static Routes 4| |

—* RP

¢ 08FF
—*% RIPng

—& OBFF&

[Ia{F Service = Apply Closs

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-167) Input IPSec-ISAKMP Peer Address

Input “1300” for tag number of Access-List which has secured packet

information.

Fle Edit View Favorites Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

€ Router =l MAP I

=& System -

@ Inventary
PSec-ISAKMP -
< Time Management I PSectanal |

@ User

< it [ PSec-ISAKMP (PSec with ISAKMP)

@ Reboat

J—E Interface

T

[— @ FastEthernet
f—® Loophack

2000 192.168.1 2001330 i -

[ e ]

[—< Dialer

—© Tunnel
= Crypto
—@ IPgec

—@ CASener
— @ Slatus by
& Routing
—@ static Routes 4| |

e RIP

¢ 08FF
—*% RIPng

L& 03FFE

[Ia{F Service = Apply Closs

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-168) Input IPSec-ISAKMP Match Address
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Input Transform-set “testform” which is created from IPSec.

Fle Edit View Favorites Tools Help

uter Smart Manager - Microsoft Internet Explorer

—loix|

dmvact - = - (@) [8) 4| Qsearch [ijFavorites

Address [@] heepi/172.17,104.100 applet

j@au‘

Systern  Interface Crypto Routing  Service  Statistics

&) Router |

-5 System MAL
@ |nventory

“ Time Management
@ User

PSec-ISAKMP | IPSec-tManual I

< it [ PSec-ISAKMP (PSec with ISAKMP)

@ Reboat
J—E Interface

st
[ FastEthamst g

1323 kjkang

orowpz

3600

1330 estiorm|

-

—® Loopback linsec_testl | 2000
(— < Dialer T

i

=

[ e ]

E=ml-

—© Tunnel
= Crypto

—@ CASener

— @ Slatus by
& Routing

—@ static Routes 4|

e R
- 03FF

—*% RIPng

—& OBFF&

[Iﬂ—[F Service

|@] Applet ap SwitchApplet started

| Internet

~ B

(Figure3-169) Input IPSec-ISAKMP Transform-set

Select Diffie-Hellman Group “2”

Fle Edit View Favorites Tools Help

FRouter Smart Manager - Microsoft Internet Explorer

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

&) Router |

-5 System MAL
@ |nventory

“ Time Management
@ User

PSec-ISAKMP | IPSec-tManual I

[ PSec-ISAKMP (PSec with ISAKMP)

< Wvrite
@ Reboat
J—E Interface

[— @ FastEthernet

| Libpback lipsec_tesl 2000 11921881 2001330 1 testtorm
—< Dialer L I At I

T faroupd

i

E=ml-

—© Tunnel

= Crypto

—@ IPgec
- [T

— IKE

—® CA

—@ CASener

— @ Slatus by
& Routing

—@ static Routes 4|

loroups

|@] Applet ap SwitchApplet started

| Internet

~ B

(Figure3-170) Select IPSec-ISAKMP Diffie-Hellman Group
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Set SA Lifetime to 3600 second.

Click “Apply” to create a Map named “ipsec_test”.

FRouter Smart Manager - Microsoft Internet Explorer

-0 x|
Fle Edt View Favorites Tools Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address |@ httpii172.17, 104, 100 applet j 6o ‘
Systern  Interface Crypto Routing  Service  Statistics

o
-

&) Router -
-5 System MAL I

@ |nventory

“ Time Management
@ User

= Virite - IPSec-ISAKNMP (PSec with ISAKMP)

PSec-ISAKMP | IPSec-tManual I

@ Reboat

J—E Interface

st 1500 11200 [|1323 kjk 2 v 3600
| FastEthemet atect 1 1 dkang T laroups 1

[

| Lotcnack lipsec_testl | 2000 T|192.188. 2001330 testform Tlorowz ~ 1 300

| s T T T T T - T

—© Tunnel

—@ CASener

— @ Slatus by
& Routing

—@ static Routes 4|
—* RP

- 03FF

—*% RIPng

L& 03FFE

[Ia{F Service = Apply Closs

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-171) Input IPSec-ISAKMP SA Lifetime
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Figure 3-174 shows how to create a Map named “manual_test” using
IPSec-Manual menu. Input “manual_test” in the name field..

7} Router Smart Manager - Microsoft Internet Explorer =10] x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

— & Reboof =
= Interface MAP — I
—* FasiEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer
L= Tunnel - IPSec-Manual (IPSec with manual keying)
= Crypta

[~ IPSec

anual_test|

—® CASener
— @ Slatus
—-=» Routing

[— @ Slatic Routes
—® RIP

(—* 0SPF

—2 RIPng

— @ OSPFE
]—E‘Ber‘vice

f—® Access-list 4| |
—< DHCP

—® ARP 1o
(—© DNS

— @ SNMP

— @ Misc
- Stafistie

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-172) Input IPSec-Manual Name

Input “2500” for Sequence Number.

7} Router Smart Manager - Microsoft Internet Explorer =10] x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

\a
)
— & Reboof =

= Interface MAP — I
—* FasiEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer
L= Tunnel ~ IPSec-Manual (IPSec with manusal keying)

—e cA

—® CASener
— @ Slatus
—-=» Routing

[— @ Slatic Routes
—® RIP

(—* 0SPF

—2 RIPng

— @ OSPFE
]—E‘Ber‘vice

f—® Access-list 4| |
—< DHCP

—® ARP 1o
(—© DNS

e —I —I
Appl Close
= Statistic = L

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-173) Input IPSec-Manual S/N
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Input “10.1.1.200” for IP Address of Peer Interface.

7} Router Smart Manager - Microsoft Internet Explorer =10] x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics
— S

Reboo = MAP I
= Interface —
— @ FastEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer
L& Turnel ~ IPSec-Manual (PSec with manual keying)
= Crypta
[~ IPSec

manual teft2s00 011200 i Il 1| | I 1| 1|

o IKE 1] 1| 1] 1] 1] ~| | 1] 1

—® CASener
— @ Slatus
—-=» Routing

[— @ Slatic Routes
—® RIP

(—* 0SPF

—2 RIPng

— @ OSPFE
]—E‘Ber‘vice

f—® Access-list 4| |
—< DHCP

—® ARP 1o
(—© DNS

— @ SNMP

— @ Misc
- Stafistie

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-174) Input IPSec-Manual Peer Address

Input “1200” for the tag number of Access-List which has secured Packet
info.

7} Router Smart Manager - Microsoft Internet Explorer =10] x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

— & Reboof =
= Interface MAP — I
— @ FastEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer
L= Tunnel - IPSec-Manual (IPSec with manual keying)

manual_ te:

—® CASener
— @ Slatus
—-=» Routing

[— @ Slatic Routes
—® RIP

(—* 0SPF

—2 RIPng

— @ OSPFE
]—E‘Ber‘vice

f—® Access-list 4| |
—< DHCP

—® ARP 1o
(—© DNS

— @ SNMP

— @ Misc
- Stafistie

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-175) Input IPSec-Manual Match Address
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Input Transform-set “testform” which is created from IPSec menu.
~lofx]

Fle Edt View Favorites Tools Help |
dmvact - = - (@) [8) 4| Qsearch [ijFavorites
Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

— & Reboof =
= Interface MAP — I
— @ FastEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer
L= Tunnel - IPSec-Manual (IPSec with manual keying)

—I- Crypta
—*< IPSe

1]

—® CASener
— @ Slatus
—-=» Routing

[— @ Slatic Routes
—® RIP

(—* 0SPF

—2 RIPng

— @ OSPFE
]—E‘Ber‘vice

f—® Access-list 4| | »
—< DHCP

—® ARP 1o
(—© DNS

— @ SNMP

— @ Misc
- Stafistie

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-176) Input IPSec-Manual Transform-set

Select protocol “esp” to use for Inbound IPSec session.
~lofx]

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

% Rehaof =
= Interface MAP — I
— @ FastEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer
L= Tunnel ~ IPSec-Manual (PSec with manual keying)
= Crypta
= IPSe
—e 3
= IKE
—e cA
—® CASener
— @ Slatus
—-=» Routing
[— @ Slatic Routes
—® RIP
(—* 0SPF
—* RIPng
— @ OSPFE
]—E‘Ber‘vice
[— @ Accesslist 4] | .
=< DHCP
[ ARP L
|- ® DNs

e —I —I
Appl Close
= Statistic = L

testtorm Tesp 'l

Tlah

il
1

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-177) Select IPSec-Manual Protocol in
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Input SPI in “1000” for Inbound IPSec session. It has to be the same value
as the value in SPI out of the Peer.

2 Router Smart Manager - Microsoft Internet Explorer o =|of x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

Ci

I
% Rehaof =

= Interface

— @ FastEthernet

|+ Loopback Poccisaime  PSecManual |

— @ Dialer

L& Turnel ~ IPSec-Manual (PSec with manual keying)

= Crypta

[~ IPSec

- -

= IKE

—e cA

—® CASener

— @ Slatus

—-=» Routing

[— @ Slatic Routes

—® RIP

(—* 0SPF

—* RIPng

— @ OSPFE

]—E‘Ber‘vice

[— @ Accesslist 4] | .

=< DHCP

[ ARP

|- ® DNs

¢ SNMp

% Misc

- Stafistie

MAP ]

T ltestform

Tes
1]

1]

==

I 1
- i 1

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-178) Input IPSec-Manual Spi in

Input 24 byte Hex value for Cipher-key to use in Inbound IPSec session. This

has to be the same value as the value in Cipher-key out of the Peer.

F router Smart Manager - Microsoft Internet Explorer -l =|of x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

Ci

I
% Rehaof =

= Interface MAP |

— @ FastEthernet

|+ Loopback Poccisaime  PSecManual |

— @ Dialer

L& Turnel ~ IPSec-Manual (PSec with manual keying)

e rmat 254

[ a es

e mariual o525 T|104.1.200 T 1200 Thesttorn  Ilesp

o ke 1] 1] 1] 1| il

f—& CA

—® CASener

— @ Slatus

—-=» Routing

[— @ Slatic Routes

—® RIP

(—* 0SPF

—* RIPng

— @ OSPFE

]—E‘Ber‘vice

[— @ Accesslist 4] | .

—< DHCP

—® ARP

(—© DNS

— @ Mlisc
Appl Close
= Statistic = L

T btabcdstaboded] il 1|
1] 1] 1

~ 1000

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-179) Input IPSec-Manual Cipher-key in
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Input Inbound Authentication-key for IPSec session. This has to be the

same value as the value in Authentication-key out of the Peer.

7} Router Smart Manager - Microsoft Internet Explorer =10] x|
Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

o
I

— & Reboof =
= Interface
—* FasiEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer
L% Tunnel - IPSec-Manual (IPSec with manual keying)

MAP ]

mahuia'l;teﬁai‘és I
T

—® CASener
— @ Slatus
—-=» Routing

[— @ Slatic Routes
—® RIP

(—* 0SPF

—2 RIPng

— @ OSPFE
]—E‘Ber‘vice

f—® Access-list 4| | »
—< DHCP

—® ARP
(—© DNS
— @ SNMP
— @ Misc
- Stafistie

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-180) Input IPSec-Manual Auth-key in

Select protocol “esp” to use in Outbound IPSec session.

7} Router Smart Manager - Microsoft Internet Explorer =10] x|
Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address [@] heepi/172.17,104.100 applet | pe ‘

Systern  Interface Crypto Routing  Service  Statistics

o
I

— & Reboof =
= Interface
—* FasiEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer
L% Tunnel - IPSec-Manual (IPSec with manual keying)

MAP ]

—® CASener
— @ Slatus
—-=» Routing

[— @ Slatic Routes
—® RIP

(—* 0SPF

—2 RIPng

— @ OSPFE
]—E‘Ber‘vice

f—® Access-list q G
—< DHCP

—® ARP
(—© DNS
— @ SNMP
— @ Misc
- Stafistie

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-181) Select IPSec-Manual Protocol out
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Input SPI out “2000” for outbound IPSec session. It has to be the same

value as the value in SPI in of the Peer.

F router Smart Manager - Microsoft Internet Explorer -l =|of x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address [@] heepi/172.17,104.100 applet | pe ‘

Systern  Interface Crypto Routing  Service  Statistics

Ci

I
% Rehaof =

= Interface

— @ FastEthernet

|+ Loopback Poccisaime  PSecManual |

— @ Dialer

L& Turnel ~ IPSec-Manual (PSec with manual keying)

- Ed':'ct'ol}‘—‘SeE cipher-key in| auth- ut | o

o Tiestiorn  Tiesp v 1000 T sbossfabodefd12s4set2dlitesp = oo | 1| %

= IKE it 1] - 1] 1 1 ] 1 1 1

f—& CA

—® CASener

— @ Slatus

—-=» Routing

[— @ Slatic Routes

—® RIP

(—* 0SPF

—* RIPng

— @ OSPFE

]—E‘Ber‘vice

[— @ Accesslist T

—< DHCP

—® ARP

(—© DNS

— @ SNMP

— @ Misc

- Stafistie

MAP ]

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-182) Input IPSec-Manual Spi out

Input 24 byte Hex value for Cipher-key to use in outbound IPSec session.

This has to be the same value as the value in Cipher-key in of the Peer

2 Router Smart Manager - Microsoft Internet Explorer o =|of x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

Ci

I
— & Reboof =

Interface

— @ FastEthernet

|+ Loopback Poccisaime  PSecManual |

— @ Dialer

L% Tunnel - IPSec-Manual (IPSec with manual keying)

i Edpct'olps‘ve.: cipher-key in| auth- ou ml T

-« [ Tesp v [1000 T shcostebcderd{iz4s5n2aiesy v 200 1 e 1

= IKE 1] - 1] 1 1 ] 1] 1 1

—e cA

—® CASener

— @ Slatus

—-=» Routing

[— @ Slatic Routes

—® RIP

(—* 0SPF

—* RIPng

— @ OSPFE

]—E‘Ber‘vice

[— @ Accesslist T

—< DHCP

—® ARP

(—© DNS

— @ SNMP

— @ Misc

- Stafistie

MAP ]

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-183) Input IPSec-Manual Cipher-key out
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Input 24 byte Hex value for Cipher-key to use in outbound IPSec session.
This has to be the same value as the value in Cipher-key of the Peer.
[ outer Smart Manaer Mcrosoft Intemet plorer ~lofx]

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

)
i

— & Reboof =
= Interface MAP |
—* FasiEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer
L% Tunnel - IPSec-Manual (IPSec with manual keying)

E Epct'owsgg set cipher-key in| auth-key i roto :.l cipher-key oy

— < IR 4@1 Tesp <l T sbedetabodstB 12561 200tesn ~ [2on T | 1
= IKE it 1] - 1] 1 1 ] 1] 1 1
f—& CA
—® CASener
— @ Slatus
—-=» Routing
[— @ Slatic Routes
—® RIP
(—* 0SPF
—* RIPng
— @ OSPFE
]—E‘Ber‘vice
f—® Access-list q G
=< DHCP
< ARP el
|- ® DNs
¢ SNMp
% Misc
- Stafistie

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-184) Input IPSec-Manual Cipher-key out

Input Authentication-key value to use in outbound IPSec session. This has
to be the same value as the value in Authentication-key of the Peer.
[ outer Smart Manaer Mcrosoft Intemet plorer ~lofx]

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

)
i

% Rehaof =
= Interface MAP |
— @ FastEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer
L& Turnel ~ IPSec-Manual (PSec with manual keying)
B Lw¢t,0|p5m nsform-se cipher-key in| auth-key in ;:lyn::tnjn:njlnjl_l tiphe Y
- mEi— (| |55t ot o s S a0
e IKE I 1] - 1| 1| 1| oy 1| T I
f—& CA
—® CASener
— @ Slatus
—-=» Routing
[— @ Slatic Routes
—® RIP
(—* 0SPF
—* RIPng
— @ OSPFE
]—E‘Ber‘vice
f—® Access-list q G
=< DHCP
[ ARP L
|- ® DNs
¢ SNMp
% Misc
- Stafistie

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-185) Input IPSec-Manual Auth-key out
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Click “Apply” to verify.

Fle Edit View Favorites Tools Help

2 Router Smart Manager - Microsoft Internet Explorer B =1of x|

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

]
)

— & Reboof =
= Interface
— @ FastEthernet
|+ Loopback Poccisaime  PSecManual |
— @ Dialer

MAP

L% Tunnel - IPSec-Manual (IPSec with manual keying)
= Crypta
=

—® CASener
— @ Slatus
—-=» Routing

[— @ Slatic Routes
—® RIP

(—* 0SPF

—2 RIPng

— @ OSPFE
]—E‘Ber‘vice

f—® Access-list 4|

|- ¢ DHCP
- ARP L

(—© DNS

— @ SNMP
— @ Misc
- Stafistie

|@] Applet ap SwitchApplet started

~ B

| Internet

(Figure3-186) Verify IPSec-Manual settings
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IKE

IKE (Internet Key Exchange) is a protocol which provides and negotiates

securely authenticated key data in order to have Security Association. IKE

is different from ISAKMP. ISAKMP only provides key exchange common

frame work which can be used by any key exchange protocols while IKE

defines actual key exchange. IKE provides key information so that other

factors of IPSec can create encryption and authentication keys.

IKE menu consists of Policy, Key, and Peer.

FRouter Smart Manager - Microsoft Internet Explorer 5

Fle Edit View Favorites Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

J}L Rehaof

= E\nteﬂane

— @ FastEthernet
{— Loophack
— @ Dialer

— 2 Tunnel

rypto

—* IPSec

— & hAP

-« CEN
—e cA

—® CASener
— @ Slatus
—-=» Routing

[— @ Slatic Routes
—® RIP

(—* 0SPF

—2 RIPng

— @ OSPFE
]—E‘Ber‘vice

[— @ Accesslist
—< DHCP

—® ARP

(—© DNS

IKE

keepdlive  [3500 seconds (Set & keepalive interval for use with I0S peers )

policy | key | peer |

~ Set palicy for an ISAKMP protection site:

auth method

1000 Tlpsk = [ades - shat

hash algo

dh aroup

~ |grousz

~ |3800

1

1] il il

I

- Statistic:

|@] Applet ap SwitchApplet started

| N

| Internet

(Figure3-187) IKE Policy Main page
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Table 3-29 describes each element of IKE Policy menu.

-Ioix
Fle Edit View Favortes Tools Help |
ek - = - (@ [8) A | Qsearch [ijFavortes (Bristory |
Address |€] http:fi172.17.104.100f applet j &G ‘
Systern Interface  Crypto  Routing Semice  Statistics i
f;E\ntsrf:n:U - IKE

f— @ FastEthemet - ~
{— < Loopback
| Dialer keepslive  [3600 seconds (Set & keepalive interval for use with 105 peers )
< Tunnel
L Giypto e poicy | key | peer |
—@ IPSec
& MmAP - Set policy for an ISAKMP protection suite.
-
e chme
|- CAServer 1000 Tlesk ~ [3ves ~ |shat ~ |grous2 ~ 3800 1
L ¢ sStatus 1| - M -1 ) 1
—-&> Routing
{— @ Static Routes
¢ RIP
|- OsPF
¢ RIPng
¢ QSPFB
]—E‘Ber\rice
[—@ Access-list
|—¢ DHCP
< ARP =
|- DNS
< SNMP
— @ Misc
- Statictie
=l
@] Applet ap Switchapplet started [ | e intemet 7
(Figure3-188) IKE Policy Menu
<Table 3-29> IKE Policy menu Discription
Elements Description
o It sets priority on IKE Policy. Choose from 1 to 10000.
Priority

Lower number has high priority.

It decides Peer authentication method. There are Psk
Auth Method . )
(Preshared Key) and rsasig (RSA Signature).

It decides encryption algorithm for message. Select

Enc Algo

one from 3des, blowfish, aes, cast.

It selects an algorithm authenticates data integrity.
Hash Algo

Choose one from md5, shal.

It decides Diffie-Hellman Group. choose one from
Dh Group

Groupl, Group2 and Gruop5
Lifetime It decides lifetime of IKE Palicy.
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Figure 3-191 shows how to create a Policy.
First, input “100” in Priority field.
[ outer Smart Manaer Mcrosoft Intemet plorer

Fle Edit View Favorites Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

IKE ]

keep alive |0 seconds (Set a keepalive interval for use with 108 peers )

nnti:v| key | peer |

@ CASerer
@ Status

- Set policy for an ISAKMP protection suite
- Routing
[— @ Static Routes
—® RIF

oo = = - -

auih method " rash 3l
I

[—@ 0SPF
—@ RIPng

— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP

— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
@ IPSec Performance % Apply Close

&7 Applet ap. SwitchApplet started [ | |a mternet L/
(Figure3-189) Input IKE Policy Priority
Select psk (Preshared Key) for Authentication Method.
[ router smart Hanager icrosoft ntemetbplorer ~lofx]

Fle Edit View Favorites Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

’ m

L° Tunnel = IKE I

-8 Crypto
@ IPSec
@ MAP keep alive |0 seconds (Set a keepalive interval for use with 108 peers )
- EN. -
& CA policy | key | peer |
@ CASerer
@ Status

- Set policy for an ISAKMP protection suite
- Routing

[— @ Static Routes
—® RIF

|- 0sPF

auth method

—@ RIPng

I
I

— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP

— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
@ IPSec Performance % Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-190) Select IKE Policy Authentication Method
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Select 3des for Encryption Algorithm.

Fle Edit View Favorites Tools Help

uter Smart Manager - Microsoft Internet Explorer

—loix|

dmvact - = - (@) [8) 4| Qsearch [ijFavorites

Address [@] heepi/172.17,104.100 applet

j@au‘

Systern  Interface Crypto  Routing  Service

Statistics

@ CASerer
@ Status
- Routing
[— @ Static Routes
—® RIF
[—@ 0SPF
—@ RIPng
— @ OSPFB
IH:‘ Service
—@ Atcess-list
[—< DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc
j—EBtansncs
[— % System Performance
[— < PortPerfarmance
— @ Por Statistics

— @ IPSec Performance =

IKE ]

keep alive |0 seconds (Set a keepalive interval for use with 108 peers )

nnti:v| key | peer |

- Set policy for an ISAKMP protection suite

- il I

&7 Applet ap. SwitchApplet started [ | |a mternet L/
(Figure3-191) Select IKE Policy Encryption Algorithm
Select md5 for Hash Algorithm.
1o

Fle Edt View Favorites Tools Help |

dmvact - = - (@) [8) 4| Qsearch [ijFavorites

Address [@] heepi/172.17,104.100 applet

History |

Systern  Interface Crypto Routing  Service  Statistics

@ Tunnel = IKE
-8 Crypto
< |PSec
@ MAP keep alive |0 seconds (Set a keepalive interval for use with 108 peers )
- EN. -
& CA policy | key | peer |
@ CASerer
@ Status
- Routing
[— @ Static Routes
—® RIF
[—@ 0SPF
—@ RIPng
— @ OSPFB
IH:‘ Service
—@ Atcess-list
[—< DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc
j—EBtansncs
[— % System Performance
[— < PortPerfarmance
f—® Forl Statistics P
— @ IPSec Performance bt

- Set policy for an ISAKMP protection suite

I
I

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-192) Select IKE Policy Hash Algorithm

Addk‘ AddPac Technology Proprietary & Documentation

285 - 164




Smart Manager Operation Guide for AP900S, Release 1.00

Select Diffie-Hellman Group “2”.

uter Smart Manager - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help

—loix|

dmvact - = - (@) [8) 4| Qsearch [ijFavorites

Address [@] heepi/172.17,104.100 applet

j@au‘

Systern  Interface Crypto Routing  Service  Statistics

IKE ]

keep alive |0 seconds (Set a keepalive interval for use with 108 peers )

nnti:v| key | peer |

@ CASerer
< Status - Set policy for an ISAKMP protection suite

- Routing

[— @ Static Routes
—® RIF

|- 0sPF

W
- i

e RIPny il ~ [aroupt
— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP

— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-193) Select IKE Policy Diffe-Hellman Group

Input “3600” for Policy Lifetime.
Click “Apply” to verify.

Fle Edit View Favorites Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

L° Tunnel = IKE I

-8 Crypto
@ IPSec
@ MAP keep alive |0 seconds (Set a keepalive interval for use with 108 peers )
- EN. -
& CA policy | key | peer |
@ CASerer

< Status - Set policy for an ISAKMP protection suite
- Routing

- RIP
|- osPF

[ Stafic Routes auth method ne aigo rash 3l

100 1|psk - des = md5 ~ |group2 ~ 3600
I ] =]

—@ RIPng

I

— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP

— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-194) Input IKE Policy Lifetime
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Table 3-30 describes each element of IKE Key menu.

7} Router Smart Manager - Microsoft Internet Explorer i =1of x|

[| Fle Edt View Favorites Tools Help |
ek - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

Address [@] htep:1172.17.104.100/ applet =] @ce ‘

Systern Interface  Crypto  Routing Semice  Statistics

a

AL
!|;° Tunnel E IKE

- Crypto

= IPSec [ ]

@ MAP keep alive |3000 seconds (Set a keepalive interval for use with 108 peers )

e

o ca policy  key | pesr |

— @ CASerer

— @ Slatus

&> Routing

— @ Static Routes

—® RIP

—® OSPF

—* RIPng

© Set pre-shared key for remaote peer.

> il 11 I

— @ OSPFB
j—EI Service

— @ Access-list
—® DHCP
—® ARP

—® DNS

— @ SNMP
— @ Misc
j—EBtanshcs

— @ System Performance

— @ Port Performance

— @ Port Statistics =
'@ IPSec Performance - Apply Close

sl

@] Applet ap Switchapplet started [ | e intemet

(Figure3-195) IKE Key Menu

<Table 3-30> IKE Key Menu Description

Elements Description

It decides the type to exchange Preshared Key. Select
Type one from IP Address, Hosthame, ID. Use DNS for

Hostname, or Domain-List is needed.

IP/Host/id Input IP Address, Hostname or Peer ID.
Subnet Input subnet mask when IP Address is selected.
Value Input Preshared Key value.
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Figure 3-198 shows how to input Preshared Key “addpac_tech”.
First, select “IP Address” as Type.

e —— i

B |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

r—i m
I
e ]

L° Tunnel = IKE

-8 Crypto
@ IPSec
@ MAP keep alive |3000 seconds (Set a keepalive interval for use with 108 peers )
- EN.
© CA palicy  key | pear |
@ CASerer
@ Status

- Set pre-shared key for remote peer.
- Routing

{— @ Static Routes vpe IPiHostd
—® RIF
|- 0sPF

—@ RIPng

— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP

— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
@ IPSec Performance % Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-196) Select IKE Key Peer Type

Input IP Address “172.17.204.200” in IP/Host/id field.

2 Router Smart Manager - Microsoft Internet Explorer -l

Fle Edit View Favorites Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

am

L° Tunnel = IKE I

-8 Crypto
@ IPSec
@ MAP keep alive |3000 seconds (Set a keepalive interval for use with 108 peers )
- EN.
© CA palicy  key | pear |
@ CASerer
@ Status

- Set pre-shared key for remote peer.
- Routing

[— @ Static Routes
—® RIF
|- 0sPF

IP address > [172.17.204.200 | o 1| I

—@ RIPng

— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP

— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
@ IPSec Performance % Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-197) Input IKE Key Peer IP Address

Addk‘ AddPac Technology Proprietary & Documentation

285 -

167




Smart Manager Operation Guide for AP900S, Release 1.00

Input Subnet mask “255.255.0.0” for IP Address “172.17.204.200”.

Fle Edit View Favorites Tools Help

—loix|

dmvact - = - (@) [8) 4| Qsearch [ijFavorites

Address [@] heepi/172.17,104.100 applet

j@au‘

Systern  Interface Crypto  Routing  Service

Statistics

@ CASerer

@ Status
- Routing
[— @ Static Routes
—® RIF
[—@ 0SPF
—@ RIPng
— @ OSPFB
IH:‘ Service
—@ Atcess-list
[—< DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc
j—EBtansncs
[— % System Performance
[— < PortPerfarmance
— @ Por Statistics
— @ IPSec Performance

IKE ]

keep alive |3000 seconds (Set a keepalive interval for use with 108 peers )

key | pear |

paolicy

- Set pre-shared key for remote peer.

IPiHostid
- [17247.204.200

11255.255.0.0

IP address

Apply Close

|@] Applet ap SwitchApplet started

~ B

| Internet

(Figure3-198) Input IKE Key Subnet mask

Input Preshared Key “addpac_tech” in Value field.

Flle Edit View Favorites Tools

FRouter Smart Manager - Microsoft Internet Explorer

Help |

dmvact - = - (@) [8) 4| Qsearch [ijFavorites

History |

Address [@] heepi/172.17,104.100 applet

Systern  Interface  Crypto  Routing

Serite  Statistics

@ Tunnel
-8 Crypto
@ IPSec
@ MAP
- EN.
< CA
@ CASerer
@ Status
- Routing
[— @ Static Routes
—® RIF
[—@ 0SPF
—@ RIPng
— @ OSPFB
IH:‘ Service
—@ Atcess-list
[—< DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc
j—EBtansncs
[— % System Performance
[— < PortPerfarmance
— @ Por Statistics
— @ IPSec Performance

IKE ]

keep alive |3000 seconds (Set a keepalive interval for use with 108 peers )

key | pear |

paolicy

- Set pre-shared key for remote peer.

IPiHostid
- [17247.204.200

I{addpacjanh

IP address 125525500

|@] Applet ap SwitchApplet started

~ B

| Internet

(Figure3-199) IKE Key Menu
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Click “Apply” to verify.

Fle Edit View Favorites Tools Help

uter Smart Manager - Microsoft Internet Explorer

dmtack - = - @ [A) 4| Qoearch Ciravotss

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

IKE

keep alive |3000 seconds (Set a keepalive interval for use with 108 peers )

policy ey | peer I

@ CASerer

@ Status

- Routing

[— @ Static Routes
—® RIF

|- 0sPF

—@ RIPng

- Set pre-shared key for remote peer.

IPiHostid

IP address

125625500

1 |addpac_tech

- [17247.204.200

1]

1]

— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP

— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance
f—® Forl Statistics P
— @ IPSec Performance bt

Apply Close

|@] Applet ap SwitchApplet started [

| Internet

~ B

(Figure3-200) IKE Key configuration verify
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Figure 3-203, 204 shows IKE Key Peer Menu.

Fle Edit View Favorites Tools Help

dmtack - = - @ [A) 4| Qoearch Ciravotss

History |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

@ Tunnel IKE

-8 Crypto
@ IPSec
@ MAP keep alive |0 seconds (Set a keepalive interval for use with 108 peers )
- EN.
& CA palicy I key peer |
@ CASerer
@ Status

- Set Peer Policy.
- Routing

[— @ Static Routes
—® RIF

|- 0sPF

—@ RIPng

— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS |
¢ SNMP .

— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

&7 Applet ap. SwitchApplet started [ | |a mternet L/
(Figure3-201) IKE Key Peer Menu page |
-ioix

Fle Edit View Favorites Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

@ Tunnel = IKE

-8 Crypto
@ IPSec
@ MAP keep alive |0 seconds (Set a keepalive interval for use with 108 peers )
- EN.
& CA palicy I key peer |
@ CASerer
@ Status

- Set Peer Policy.
- Routing

[— @ Static Routes
—® RIF

|- 0sPF

—@ RIPng

— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP

— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-202) IKE Key Peer Menu page I
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<Table 3-31> IKE Key Description

Elements Description
It decides type of Peer. Select one from IP Address,
Type Hostname. Use DNS for Hostname, or Domain-List is
needed.
Input Peer IP Address or Hostname. Use DNS for
IP(Host) .
Hostname or DNS List is needed.
Choose Exchange-mode.
Ex-mode . )
Select one from Base/Aggressive/Main.
Choose My-id-type.
My-id-type Select one from asnldn/fqdn/ipv4-address/key-
id/user-fqdn.
My-id Input Send Peer ID.

Peers-id-type

Choose Peers-id-type.

Select one from asnldn/fqdn/ipv4-address/key-

id/user-fqdn. Select the same one as My-id-type.

Peers-id

Input Receive Peer ID.

Proposal-

check-level

It decides acceptance level for SA Request from
sender. It is applied on IPSec Lifetime and PFS. (This has
to be predefined in Crypto Map of receiver Gateway)
select one from exact/obey/strict. “Exact” only
enables IPSec SA when the value of sender and
receiver is the same, “obey” accepts the value from
sender and “strict” enables IPSec SA when Lifetime of
sender is the same or less than receiver’s. If Lifetime of
sender is more than receiver’s, IPSec SA is disabled.
(Based on Lifetime of sender.) In the case of PFS, IPSec
SA is enabled in PFS-PFS, PFS-no PFS. If sender is “no
PFS” and receiver is “PFS”, IPSec SA is disabled. (Based

on sender’s PFS policy).

Passive-on

It starts Negotiation when getting SA Request from

Peer. It does not send SA Request actively.

Gen-policy

Check if you want to enable sending SA Request.
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CA

CA (Certification Authority) is for using certification as for VPN gateway

configuration. Using certification ensures security for gateways.

Certificate Authority
Trusted Third Party

Issue
Request SR Regquest
Certificates Certificates Certificates
' Jason
> —_
Ali
< ce

(Figure3-203) IPSec using certificate of CA Server
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Figure 3-206 shows CA menu.
~lofx]

T e s e |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing Service  Statistics

FHL])

LO Tunnel = CA
-8 Crypto
[~ IPSec

[ MAP cacertificate  : [myca.crt &I(\mpm ceificate & private key)
—® IKE ,—

- G e cn

[— @ CASener private key local.key

— @ Slatus

- Routing
Il it-url Define an enraliment url
[— @ Static Routes LT ‘ : )

¢ RIP
|- 0SPF
|—< RIPhg
L% OEPFE crl Iucsp LI I (Actions on certificate revocation lists )
IH:; Service

— e Accesslist certificate explorer
|- DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc

authenticate | make reguest | enroll

Statistics

“ Systemn Performance

“ Por Performance

# Forl Statistics P

“ IPSec Performance % Apply Close

| N

[&] Applet ap Switchapplet started [ | |a mternet

(Figure3-204) Crypto CA menu

<Table 3-32> Crypto CA Description

Elements Description
CA Certificate CA certification file.
Certificate Certificate file of Gateway.
Private key Private key file.
Import [Button] Imports contents of the certificate file.

Input URL of CA Server which requests
Enrollment-url
certification.

Authenticate[Button] | Gateway authenticates CA Server.

Make Request Create RSA key to check remote Peer.
[Button]
Enroll[Button] Request certification from CA Server.

- Input the URL of ocsp/ldap Server to check
r
expiration date of the certification.
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CA Server

CA (Certification Authority) Server

provides a function of

certification, IPSec communication by setting AP900S as a CA server.

AP900S enables Gateway to issue certification without a specific CA

Server. AP900S does not only play as a CA Server but also plays as a

gateway for IPS communication so it realizes easy use of certification.

Fle Edit View Favorites Tools Help

FRouter Smart Manager - Microsoft Internet Explorer 5

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

issuing

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

FHL])

&) Router
-5 System

|+

@ |nventory
“ Time Management
@ User

© Wirite request |

CA Server Operation  disabled enahle

Ch-certificate lifetime

E—
R

sign | rewnke | certificate lifetime

@ Reboat

Interface

@ FastEthermet
* Loopback
“ Dialer

@ Tunnel

& Crypto

@ IPZec
@ MAP
* IKE
@ CA
B i serve
@ Slatus by
& Routing

@ Static Routes
< RIP

@ 0OEPF

< RIPng

status

CA database
certificate explarer

“ OSFF&

[Iﬂ—[F Service

|@] Applet ap SwitchApplet started

| Internet

| N

(Figure3-205) Crypto CA Server main page
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Figure 3-208 shows a network diagram of using AP900S as CA Server.

CA Server in AP900S

o A o
Ce::;izecgattes — (I P Network)

Other Vendor
AP900S
VPN Gateway VPN Gateway

" DEF Request
Certificates

(Figure3-206) CA Server in AP900S Diagram

AP900S has its own CA Server inside which enables issuing its own
certification and also certifications of other VPN Gateways. CA Server of
AP900S provides functions of requesting and issuing AP900S certification
even for SA Negotiation of AP900S. It also enables to issue certifications for
remote VPN Gateways. This function is suitable for the environments which

can not operate individual CA Server.

Addpac AddPac Technology Proprietary & Documentation 285-175



Smart Manager Operation Guide for AP900S, Release 1.00

Table 3-33 shows CA Server menu.

=loixl
|| Fle Bl View  Favorkes: Tods: Heb |
ek - = - (@ [8) A | Qsearch [ijFavortes (Bristory |
Address [@] heepijj172.17. 104, 100]applet ~| e ‘
Systern Interface  Crypto  Routing Semice  Statistics ol
FHL
o e C
@ Invental '8 3
E: L‘g’?:’ MZ"EQET”E”T CA Server Operation W enable Ch-cettificate lifetime IU—
= Vit request | sign | o | certificate lifetime 0
}E:te?::henm status
“ FastEthemet
“ Loopback
< Dialer
< Tunnel
& Crypto
@ |PSec
< MAP
@ IKE 4 | |
E: el CA database
@ Status cerificate explorer [ ey % C e
-2 Routing
© Static Routes
@ RIP
EO 0BPF
< RIPng
“ 0O3PFG
[I’:H:#SENIEE
=l
@] Applet ap Switchapplet started I e mtermet 7
(Figure3-207) Crypto CA Server Menu
<Table 3-33> Crypto CA menu Description
Elements Description
CA Server Set CA Server operation to Enable or Disable.
Operation
CA-Certificate | Input Lifetime as CA Server.
Lifetime
Certificate Input certification Lifetime of CA Server.
Lifetime
Request Request authentication and 1024bit RSA Key for IPSec
[button] communication.
] Sign for requested certification from CA Server using
Sign [button] o )
RSA Key and authentication requesting form.
Revoke Revoke certification by requesting it to CA Server.
[button]
Addk‘ AddPac Technology Proprietary & Documentation 285-176




Smart Manager Operation Guide for AP900S, Release 1.00

Figure 3-210 shows CA Server Enable menu page.

Must Input “.” When there is nothing to input in each field.

7} Router Smart Manager - Microsoft Internet Explorer = =10 x|

[[fle (Bt View Eavarkes. Todks: ‘Hep |
d=cack - = - @) 4} | Qsesrch [iFavorites (gHistory |

Address |§] http:fi172.17, 104,100/ applet j 6o ‘
Systern Interface  Crypto  Routing Semice  Statistics
AL
e ———— P [ 53
@ Aouter I =IBix]|
- System enable
@ Inventory —
@ Time Management You are aboutto be asked to enter information that will be incorporated into your certificate request. 0
@ User ‘Whatyou are aboutto enter is what is called a Distinguished Name or a DN.
< Write There are guite a few fields but you can leave some blank. 0
& Reboot For some flelds there will be a default value, If you enter ', the field will be left blank
=)
~ am Interface Enter PEM pass phrase
@ FastEthemnet
 Loophack Country Name (2 letter code) [AU]
i~ Diler State or Province Mame (full name) [Some-State]
@ Tunnel
& Crypto Locality Name (eg, city)
@ |PSec I—
o MAP Organization name (eg, company) [Internet Widgits Pty Ltd)
@ IKE Organizational Unit Name (e, section) _I _’I
< CA
o Common name {eg, YOUR name)
© Status Email Address
-2 Routing
@ Static Routes
< RIP
@ O8PF OK | Close |
@ RiPng
@ OSFFB
[la{; Service w

sl

[&] Applet ap Switchapplet started [ | mtemet

(Figure3-208) Crypto CA Server Enable Menu page

<Table 3-34> Crypto CA Enable menu Description

Elements Description

Set Password for the wuse of creating CA
Enter PEM pass o -~ . ]
h authentication certificate. This password is also used
phase - e
for issuing certification from other gateways.

Country Name | Input country name.

State or | Input the name of state or province.

Province Name

Locality Name | Input the name of city.

Organization Input the name of organization.
name

Organization Input the name of department.
Unit Name

Common Input the name of user.

Name

Email Address Input E-Mail address.
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Figure 3-211 shows the parameter setting input example of CA Server

Enable.

=10l x|

You are about to be asked to enter infarmation that will be incorporated into your cedificate reguest.
What you are ahout to enter is what is called a Distinguished Mame ora DML

There are guite a few fields butyou can leave some blank.

For some fields there will he a defaultvalue, If you enter ', the field will be |eft blank.

Enter PEM pass phrase I“'“*

Country Narme (2 letter code) [AL] Ikl’

State or Province Mame full name) [Some-State] |

Locality Mame {eq, city) |Senul

Jrganization name (eg, compamy) [Internet \Widgits Pty Lid] Iaddpac

Qrganizational Linit Kame (g, section) |tech_suppur‘[
Commaon name (eg, YOUR name) |abe|
Email Address |abe|@avex.cum

oK | Close |

(Figure3-209) Crypto CA Server Enable input example

Figure 3-212 shows the parameter setting input example of CA Server

Request.

=10l x|

cerificate request name |RDuterA—req

numhber of bits |1D24

You are about to be asked to enter information that will be incorporated into your cedificate reguest
What you are ahout to enter is what is called a Distinguished Mame ara DR,

There are guite a few fields hutyaou can leave some blank.

For some fields there will he a defaultvalue, If you enter ', the field will be |eft blank.

Country Mame (2 letter code) [AL] Ikr
State or Province Mame (full name) [Some-State] I
Lacality Mame {ed, city) Iseoul

Qrganization name (eg, company) [Internet Widgits Py Lid] |addpac

Qrganizational Linit Kame {eg, section) Itech_suppnn
Commaon name (eg, YOUR name) |Iee
Email Address |Iee@addpac.cum

oK | Close |

(Figure3-210) Crypto CA Server Request input example
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Status

Status menu shows the information on ISAKMP SA Session, IPSec SA Session

info, Phasel, Phase2 Policy and Event Log etc. Click “Update” to verify

updated status.

[Broutersmort Hansger —picrosolt ntemet bplorer =
Fle Edt View Favories Tods  Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address |@ httpif{172.17,104.100/applet =] @60 ‘
Systern  Interface Crypto Routing  Service  Statistics
FHAL)
@ Router Bl STATUS ]
-5 System —
@ |nventory
< Time Management Session | Policy | Eventiog |
@ User
= Wirite ISAKMP sa update
@ Reboat
e o 5AD entries.
@ FastEthermet
* Loopback
“ Dialer
@ Tunnel
- Crypto
@ IPZec
& MAP IPSec sa update
* IKE
o CA o 5AD entries.
@ CASemwer
& Routing
@ Static Routes
< RIP
@ 0OEPF
< RIPng
@ OBPFEB
[Iﬂ—[FSEwlce
@] Applet ap SwitchApplet started [ | |a mternet A
[Broutersmort Hansger —picrosolt ntemet bplorer =

Fle Edit View Favorites Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

FHAL)
I

&) Router
-5 System

@ |nventory

“ Time Management
@ User

STATUS

|»

Session Poliey | Eventlog |

< Wvrite
@ Reboat

phase 1 policy update

Default protection suite
encryption algorithm:
hash algorithm:
authentication method:

Interface

@ FastEthermet
* Loopback
“ Dialer

@ Tunnel
- Crypto

@ IPZec

@ MAP

* IKE

Diffie-Hellnan group:
lifetine:

phase 2 policy update

3DES-CBC

DS

pre-shared key
1024-bit MODP group
86400 seconds

= Ca o SPD entries.

@ CASemwer
<

& Routing
Static Routes
RIP

RIPng

@
@
@ 0BFF
@
“ OSFF&

[Iﬂ—[F Service

|@] Applet ap SwitchApplet started

| Internet

~ B

(Figure3-212) Crypto Status Policy page
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Routing Menu

Static Routes

Static Routes enables manual input of Routing Table without using a
specific Routing Protocol. Unlike Routing Protocols such as RIP and OSPF,
Static Routes do not exchange Routing Table between Routers so it has a
benefit of having bandwidth availability. However, it is not commonly
used because of its complicated configuration and difficulties of solving
network problems.

Static Routes is used when priority over Routing Table which uses Routing
Protocols is needed or when Default-Router is needed because Interface
uses IP Address.

2} Router Smart Manager - Microsoft Internet Explorer » o [=] JE |

Fle Edt View Favortes Tooks Help ‘

ok - = - @ [A) A | @sesrch [EiFavorites History |
Address [&] hitp:if172,17.104, 100/apolet B

Systermn  Interface  Crypto Routing Service Statistics

H
F E—

=B Crypto
< IPSec 1Pyd | P |
* MAP
z EAE Jestinatio Subne Waty 55 Interface Distance
@ CAServer
@ Status
& Routing

B Statistics
© Systemn Performance
@ Port Performance
@ Fort Statistics |
# IPSec Performance i Apply Close

N EN

|&] Applet ap.switchapplet started || [ miemet

(Figure3-213) Static Routes Main page
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Table 3-35 is a description of IP version 4 Static Routes menu.

T http://172.17.104.100/ applet - Microsoft Internet Explorer

| Fis Edt View Favorites Took Help | I
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

Address [@] htep:1172.17.104.100/ applet =] @ce ‘

Systern Interface  Crypto  Routing Semice  Statistics

LIS Tannat =il Static Routes

< IPSec Pud | ipve | )

o ca De 0 8 a arface D

@ CASenver 1| 1| il 1]

— @ Status J

&> Routing
@

—* RIPng

— @ OSPFB
j—EI Service

— @ Access-list
< DHCP
—® ARP

— @ Misc

]—E Statistics
— @ System Performance
— @ Port Performance

— @ Port Statistics =
'@ IPSec Performance - Apply Close

sl

@] Applet ap Switchapplet started [ | e intemet

(Figure3-214) IP version 4 Static Routes page

<Table 3-35> IP version 4 Static Routes menu Description

Elements Description

o Input Destination IP Address. Input “0,0,0,0” for Default
Destination

Route.

Input Destination Subnet mask. Input “0,0,0,0” for
Subnet Mask

Default Route.

Gateway- Input Gateway IP Address.

Address

Interface Input Local IP Address instead of Gateway IP Address.
Distance Input priority for Static Route.

Status Status of current Static Routes.
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Table 3-36 is a description of IP version 6 Static Routes menu.

T http://172.17.104.100/ applet - Microsoft Internet Explorer

| Fis Edt View Favories Took Help | I
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

Address [@] htep:1172.17.104.100/ applet =] @ce ‘

Systern Interface  Crypto  Routing Semice  Statistics

-
FH]L
LS Turines =] Static Routes
= Crypto -
@ IPSec = IPVE |
¢ MaAP
—® IKE
- cA
— @ CAServer | 1] 1|
— @ Status J

&> Routing
@

—® Access-list

—® DHCP

—® ARP

—® DNS

— @ SNMP

— @ Misc
j—EBtanshcs

— @ System Performance
— @ Port Performance

— @ Port Statistics =
'@ IPSec Performance - Apply Close

sl

@] Applet ap Switchapplet started [ | e intemet

(Figure3-215) IP version 6 Static Routes page

<Table 3-36> IP version 6 Static Routes menu description

Elements Description
Destination Input Destination IP Address. Input IP Address and
Subnet Mask in IPv6.
Gateway- Input Gateway IP Address.
Address
Interface Input Local IP Address instead of Gateway IP Address.
Distance Input priority for Static Route.
Status Status of current Static Routes.
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Figure 3-218 shows the example of IP version 4 Static Routes configuration.

Input “211.220.39.0” for Destination IP Address

2.17.104.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

a

=i}l Static Routes

Pod | ipve |

@ CAServer [211.22039.0

Interface

© Status 1 1

- Routing
b3 R

—® RIP
[—@ 0SPF
—@ RIPng
— @ OSPFB
IH:‘ Service
—@ Atcess-list
[—< DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance
f—® Forl Statistics P
— @ IPSec Performance bt

Apply Close

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-216) Input IP version 4 Static Routes Destination IP Address

Input “255.255.255.0” for Subnet Mask

Fhttp://172.17.104.100/ applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

a

=i}l Static Routes

Pod | ipve |

@ CAServer 211.22039.0 1/255.255.255.0

Interface

@ Siatus I

—® Atcess-list
|- DHCP

]—E Statistics

[— % System Performance

[— < PortPerfarmance
f—® Forl Statistics P
— @ IPSec Performance bt

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-217) Input IP version 4 Static Routes Subnet Mask
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Input “10.1.1.200” for Gateway Address

04.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

|Systam Interface  Crypto  Routing  Semice  Statistics

Pod | ipve |

CA Zerver 211.220.39.0 12552552550 I}10.1.1.200 |

=i}l Static Routes

o

Status Il Il Il

- Routing

|- osPF

—@ RIPng

— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP
— @ Misc
j—EBtansncs

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

&7 Applet ap. SwitchApplet started [ | |a mternet L/
(Figure3-218) Input IP version 4 Static Routes Gateway Address
Input “3” for Distance
04.100/applet - Microsoft Internet Explorer 8 ] 5|

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

|Systam Interface  Crypto  Routing  Semice  Statistics

-8 Crypto
IPSec Pod | ipve |
MAP

IKE

cA

CA Server

o

Lo Tunnel =i}l Static Routes

—® Atcess-list

|- DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-219) Input IP version 4 Static Routes Distance
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Click “Apply” to verify. It will automatically change the interface value to
FastEthernet 0/1 of the same network as Gateway Address and Status

field changes to “Active”.

2} http://172.17.104.100/ applet - Microsoft Internet Explorer =10f x|

|| Fle Ede vew Favorkss Tacks Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics
FHAI]
Lo Turne =} Static Routes

- Crypto
= IPge: Pod | ipve |
e map

% IKE : — -
< CA 0 Interface Distance

e caserer 211.220.39.0 1/256.255.255.0 Ij101.1.200 I|FastEthemneton |3 T astive
L Status 1] 1| 1 \ 1]
—-= Routing

[l Static Routes
—* RIP

(—® OSPF

— @ RIPng

‘— % OSPFEB
IH:‘ Service

—® Atcess-list
{—< DHCP

¢ ARP

f—® DMS

¢ SNMP

— @ Misc

j—EBtansncs

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P
— @ IPSec Performance bt

: Close

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-220) Verify IP version 4 Static Routes settings.
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Figure 3-223 shows the example of deleting Static Route of “156.33.0.0/16”

First, select Static Route you want to delete.

2.17.104.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

Bl Static Routes ]

© IPSec Pod | ipve |

CA Sewer 211.22039.0 1|255.255.255.0 Ij10 0o asiEthemetdil |3 T |active

o

Status 156.33.0.0 125525500 I101..200 I|FasiEthemeldn |5 1| astive
—-&> Routi Ji I I

(—¢ RIP

[—@ 0SPF
—@ RIPng
— @ OSPFB
IH:‘ Service
—@ Atcess-list
[—< DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc
j—EBtansncs

[— % System Performance

[— < PortPerfarmance
f—® Forl Statistics P
— @ IPSec Performance bt

&7 Applet ap. SwitchApplet started [ | |a mternet L/
(Figure3-221) Select IP version 4 Static Route you want to delete
Select “Delete Row” by clicking right side of the mouse.
2.17.104.100/ applet - Microsoft Internet Explorer =10f x|

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

o
i

Lo Turne =} Static Routes i

-8 Crypto

© IPgec Pod | ipve |

< MAP

® IKE

e T

© GAServer 211.22039.0 1|255.255.265.0 I10.1.1.200 I|FastEthemeton |3 T|active

© Status 156.33.0.0 Ij101.1.200 I|FasiEthemeldit |5 1| astive
- Routing 1 7 T

—® Atcess-list

|- DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance
f—® Forl Statistics P
— @ IPSec Performance bt

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-222) Delete IP version 4 Static Route
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Click “Apply” to verify.

2.17.104.100/ applet - Microsolt Internet Explorer 8 ] 5|
|| Fle Ede vew Favorkss Tacks Help |
dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet ~| ea ‘

Systern  Interface Crypto Routing  Service  Statistics
EE0D
)

Lo Turne =} Static Routes

- Crypto
IPSec Pod | ipve |

MAP

©

°

< CA 0 m < &

@ GA Serer 211.220300 T|255.255.255.0 T|10.1.1.200 T |FastEthemetdn }3 I‘actlve

Status Il Il Il I‘
- Routing

o

o

—@ RIPng
— @ OSPFB
IH:‘ Service

—® Atcess-list

[—< DHCP

—® ARP

—@ DNS

— @ ShMP

— @ Misc

j—EBtansncs

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P
— @ IPSec Performance bt

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-223) Verify IP version 4 Static Routes delete.
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Figure 3-226 shows the example of configuring IP version 6 Static Routes.

Input IPv6 Address and Subnet mask in Destination field.

2.17.104.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

Lo Tunnel =i}l Static Routes
- Crypto
< |PSec \Pud IPve |
© MAP
* IKE

* cA

. O BaHer ef45:f044:20aa:50/84 | 1] | i
© Status i 1] \ 1

- Routing

— @ OSPFB
IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP
— @ Misc
j—EBtansncs

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

&7 Applet ap. SwitchApplet started [ | |a mternet L/
(Figure3-224) Input IP version 6 Static Routes Destination
Input IP Address of the gateway.
2.17.104.100/ applet - Microsoft Internet Explorer =10f x|

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

a

Static Routes

Interface
@ FastEthernet
% Loophack 1Pwd |PwE |
“ Dialer

Interface

@ |PSec er45:44: 2005250084 T fe00:202:a4Tfef21/64| | |

< MAP I‘ I‘ ‘

@ CASemwer
@ Slatus
-2 Routi

= Service

@ Access-list
@ DHCP

© ARP

< DNS

< SNMP

@ Mist -
= Statistics bt Apply Close

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-225) Input IP version 6 Static Routes Gateway Address
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Input “5” for Distance

applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

|Systam Interface  Crypto  Routing  Semice  Statistics

FastEthemet -
Loophack 1Pwd |PwE |
Dialer

Interface Static Routes

Eo SHMP
@ Misc

= Statistics =

Apply Close

|@] Applet ap SwitchApplet started || | meernet L/
(Figure3-226) Input IP version 6 Static Routes Distance
Click “Apply” to verify.
100/applet - Microsoft Internet Explorer 8 ] 5|

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

|Systam Interface  Crypto  Routing  Semice  Statistics

@ FastEthernet
# Loophack P4 IPYG |
“ Dialer
@ Tunnel
Crypto

@ IPSec

g Static Routes

< MAP

@ IKE

< CA

@ CASemwer
@ Slatus
Routing

@ Satic Routes
< RIP

@ OEPF

< OSFFE
* ARP

< DNS

< SNMP
@ Misc
= Statistics

-
EO RIPng
= Service
@ Access-list
< DHCP

|@] Applet ap SwitchApplet started

| Internet

~ B

(Figure3-227) IP version 6 Static Routes configuration verify
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Click right side of the mouse on Static Routes menu to check created

Static Routes. See the Figure 3-230.

2.17.104.100/applet - Microsoft Internet Explorer
Edt Pt BTode Reh |
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |
Address [@] htep:1172.17.104.100/ applet =] P ‘

System Interface  Crypto Routing Semice  Statistics

L]
v e —

=& Crypto
< IPSer (70
< MAP
« IKE
¢ CA Destination Subnet Mas| Gate Interface

@ CASerer 211.22039.0 FasiEthernet0i1 artive
< Status [166.33.0.0 1|FasiEtherneton |5 1 active

i

Static Routing Table vb

Static Routing Table |

— @ OSPFB

j—EI Service

—@ Atcess-list

[—@ DHCP

—® ARP

[—@ DNS

—® SNMP

— @ Misc

j—EStansch

[— @ System Performance
[—® PortPerformance
(—® Fort Statistics =
— @ IPSec Performance =

&) Applet ap Switchapplet started [ | e mtermet

sl

(Figure3-228) Select Static Routes Pop menu

Figure 3-231 shows how to check Routing Table by selecting Static Routes

Table. Refresh Time can be set from 3~5 second. Click “Refresh” to check.

dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

Address [@] htep:1172.17.104.100/ applet =] ¢ ‘

System Interface  Crypto Routing Semice  Statistics

L & Crypts Command: /fexec/show/ip/routefs

© IKE Bepeshiie Refresh

@ CASerer
@ Slatus
&> Routing

il Siatic Routes
(—® RIP

{—@ 0SPF
—@ RIPng

— @ OSPFB
j—EI Service

—@ Atcess-list
[—@ DHCP
—® ARP

[—@ DNS

—® SNMP
— @ Misc
j—EStansch

[— @ System Performanc Close

[—® PortPerformance
[— % Por Statistics
— @ IPSec Performance =

Codes: ¥ - kernel route, C - comnected, 5 - statvic, R - RIF, 0 - OSEFF, 1 actve
I - I8-I5, B - BGP, > - selected route, * - FIB route 1]

§>* 156.33.0.0/16 [5/0] wia 10.1.1.200, FastEthernet0/l
§>* 211.220.39.0/24 [3/0] via 10.1.1.200, FastEthernet0/1

sl

&) Applet ap Switchapplet started [ | e mtermet

(Figure3-229) IP version 4 Static Routes Routing Table Verify
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RIP

RIP (Routing Information Protocol) is a protocol which is widely used for

managing routing information within LAN environments or LAN group
networks.

Figure 3-232 shows the main page of selecting RIP.

2.17.104.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

@ FastEthernet

@ Loophack General | Metwork | Redistribution |
“ Dialer

@ Tunnel "MaslerEname - Timer(seconds)

Interface

B8 Crypto

@ IPSec
< Map
@ IKE =
s Cca Distance

@ CASemwer

I— 12555 routing-timeout
> E‘,.Iatus <5~ 2147423647~
Routing

@ Satic Routes

I¥ 2nable update-Interval

<5 ~ 2147483647

& QBPF [ Wersion garbage-collection

< RIPng e <5 - 2147483047~
< OSFFE

j_oE
= Service
@ Access-list
@ DHCP
@ ARP
< DNS b
< SNMP
@ Misc

=HE statistics

| N

|@] Applet ap SwitchApplet started || | meernet

(Figure3-230) Routing RIP Main page
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Figure 3-233 is a Network Diagram using RIP as a Routing Protocol.

Network A Network B
&) £
-~
RouterA | RouterB
Operating

via RIP

RouterC

Network C

&

€

RouterE

Network E

(Figure3-231) RIP Network Diagram

Basically Router A, B, C, D, E knows its own Network information but also
each Router knows Network info of A~E through exchanging Routing
Table. There are two paths for Network A to Network D. One is “RouterA —
RouterC — RouterE” and the other one is “RouterA — RouterB — RouterD
— RouterE”. RIP choose a path using number of Hops. Less number of Hop
is choosed for an optimal path. So “RouterA — RouterC — RouterE” is
choosed.

Alternately, RIP will choose the path of “RouterA — RouterB — RouterD —

RouterE”, when the Link between RouterC and RouterE is down.

After the Link is back on again between RouterC and RouterE, Router A

uses the original path for a packet transmits to exchange Routing Table.
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Table 3-37 is a description of RIP General menu.

Fhttp://172.17.104.100/ applet - Microsoft Internet Explorer o [ |

File Edit ‘iew Favorites Tools  Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern Interface  Crypto Routing  Service  Statistics
il

@ FastEthermet
© Loophack General | network | Redistribution |
< Dialer

@ Tunnel Master Enahle - Timer(seconds)
=& Crypto :
L OWTPSQC { ¥ gnablg update-Interval
< MAP ]

@ IKE
s Cca "Dstanue

<5 ~ 2147483647

@ CASewer l— 12665 routing-timeout

@ Slatus

5~ 2147483647,
~-4&= Routing i i

@ Satic Routes
E" Version garbage-collection

@ OEPF

< RIPng { B <5 ~ 2147483647~
@ 0OBPFEB

Service

@ Access-list
@ DHCP

@ ARP

< DNS

< SNMP
@ Misc

=HE statistics

| N

[&] Applet ap Switchapplet started [ | |a mternet

(Figure3-232) RIP General Main page

<Table 3-37> RIP General menu Description

Elements Description

Master Enable Select RIP enable or disable

Choose Distance Value for RIP. You can select from
1~255. Default value is “120”

Distance

) Choose Version of RIP. Select one from v1, v2.
Version ]
Default is “v2”

Sets Routing Table update interval.
Update-Interval
Default value is “30”

Routing- Sets waiting time for receiving Routing Table from a
Timeout specific Interface. Default value is “180” sec.
Garbage- Sets the time for deleting a Routing Table after
Collection Routing-Timeout. Default value is “120” sec.
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Figure 3-235 shows the example of altering RIP General menu.

Input “10” for Distance

File: it i Fawor

soft Internet Explorer

Tools  Help

dmvact - = - (@) [8) 4| Qsearch [ijFavorites

Address [@] heepi/172.17,104.100 applet

Systern  Interface

Crypta

Routing  Service Statistics

am

Interface

@ FastEthernet
“ Loopback
“ Dialer

@ Tunnel
- Crypto

@ IPSec

@ MAR

@ IKE

< CA

@ CASemwer
@ Slatus
Routing

@ Satic Routes
il RIP

@ OEPF

< RIPng

@ 0OBPFEB

j_oE
= Service
@ Access-list
@ DHCP
© ARP
© DNS
© SHMP
@ Misc

=HE statistics

General | Metwark | Remsl_ubununl

- Timer(seconds)

update-Interval

Master Enable
’7 ¥ enahle

[ Distance

<5 ~ 2147483647

routing-timeout

=8 ~ 2147483647~

10] <1~256>

[ Wersion

2125

garbage-collection

<5 ~ 2147483647

- Apply Close

|@] Applet ap SwitchApplet started

| Internet

~ B

(Figure3-233) Input RIP Distance

Select “2” for Version.

File  Edit  View

plet - Microsoft Internet Explorer

Favorites

Tools  Help

ack - = - G &t | Qsearch [iiFavonites

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics
HiLi
@ FastEthernet
@ Loophack General | Metwork | Redistribution |
“ Dialer
@ Tunnel Master Enable - Timer(seconds)
& Crypto
L OWTPSec ’7 [# enahle update-Interval
< MAP <5~ 3147483647
@ IKE =
> Ch Distance
@ CASemwer routing-timeout
+ Status 10 i ¢
<5~ 2147423647~
~-4&= Routing 1 ‘
@ Satic Routes
i [ Wersion garhage-collection
@ Q8FF =
; <6 ~2147483647=
© RIPng l—z‘ o
@ 0OBPFEB
= Service
@ Access-list
@ DHCP
© ARP 1
© DNS
< SNMP
@ Misc
=HE statistics bt Apply Flesa

|@] Applet ap SwitchApplet started

| Internet

~ B

(Figure3-234) Input RIP Version
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Input “30” for Update-interval

soft Internet Explorer

Fle Edit View Favoritss Tools Help

dmvact - = - (@) [8) 4| Qsearch [ijFavorites

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

Interface

@ FastEthernet
“ Loopback
“ Dialer
@ Tunnel
Crypto

General | Metwark | Remsl_ubununl

=i

Master Enable
’7 ¥ enahle

- Timer(seconds)

update-Interval

30| <5~ 2147483647>

[ Distance

=]

@ |PSec

© MAP

@ IKE

< CA

@ CASemwer

* Siatus 10 <1~ 265>
~-4&= Routing

routing-timeout

=8 ~ 2147483647~

@ Satic Routes
il RIP

[ Wersion

2 B R ES

@ OEPF
< RIPng
@ 0OBPFEB
Service

garbage-collection

<5 ~ 2147483647

@ Access-list
@ DHCP

@ ARP

< DNS

< SNMP
@ Misc

=HE statistics bt

Apply Close

&7 Applet ap. SwitchApplet started [ | |a mternet L/
(Figure3-235) Input RIP Update-Interval
Input “60” for Routing-Timeout
soft Internet Explorer N =10f x|

Fle Edit View Favoritss Tools Help

dmvact - = - (@) [8) 4| Qsearch [ijFavorites

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

Interface

@ FastEthernet
“ Loopback
“ Dialer

General | Metwark | Remsl_ubununl

Master Enable
’7 ¥ enahle

- Timer(seconds)

update-Interval

30 <5 ~ 2147483647

[ Distance
© ChASerer I—

* Siatus 10 <1~ 265>
Routing

routing-timeout

B0 =8 ~ 2147483647~

@ Satic Routes
il RIP

[ Wersion

2 B R ES

@ OEPF
< RIPng
@ 0OBPFEB

garbage-collection

<5 ~ 2147483647

j_oE
= Service
@ Access-list
@ DHCP
@ ARP
< DNS b
< SNMP
@ Misc

== st

atistics

|@] Applet ap SwitchApplet started

~ B

| Internet

(Figure3-236) Input RIP Routing-Timeout
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Input “120” for Garbage-Collection
Click “Apply”.

‘applet - Microsoft Internet Explorer =10] x|
Flle Edit Wiew Favortes Tools  Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address |@ httpii172.17, 104, 100 applet j 6o ‘
Systern  Interface Crypto Routing  Service  Statistics
FHII)
@ FastEthernet
@ Loophack General | Metwork | Redistribution |
“ Dialer
@ Tunnel Master Enable - Timer(seconds)
& Crypto
g OWTPSec ’7 [# enahle update-Interval
@ MAR 30 <5 ~ 2147483647
@ IKE =
s Cca Distance
@ CASemwer routing-timeout
5 10 <1~ 256> . e —
<5~ 2147423647~
~-4&= Routing 80 4 z
@ Satic Routes
Z F ~Version garbage-collection
. <5 ~ 2147483647
@ RIPng e 120
@ 0OBPFEB
= Service
@ Access-list
@ DHCP
© ARP I
© DNS
< SNMP
@ Misc
=HE statistics = Apply ﬂl
|@] Applet ap SwitchApplet started || | meernet 7

(Figure3-237) Input RIP Garbage-Collection
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Figure 3-240 shows RIP Network page.

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

72.17.104.100/applet - Microsoft Internet Explorer o [ |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

o
i

Interface

@ FastEthernet

% Loophack General  MNetwork | Remsl_ubununl
“ Dialer

< CA

@ CASemwer
@ Slatus
~-4&= Routing

@ Satic Routes
il RIP

@ OEPF

< RIPng

@ 0OBPFEB

= Service

@ Access-list
@ DHCP

@ ARP

< DNS

< SNMP
@ Misc
= Statistics

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-238) RIP Network Main page

Figure 3-241 shows the example of adding “10.1.1.0/24” to RIP Network.
Input “10.1.1.0” for Network Address

Fle Edit View Favoritss Tools Help

72.17.104.100/applet - Microsoft Internet Explorer o [ |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

o
i

Interface

@ FastEthernet

% Loophack General  MNetwork | Remsl_ubununl
“ Dialer

< CA

@ CASemwer
@ Slatus
~-4&= Routing

@ Satic Routes
il RIP

@ OEPF

< RIPng

@ 0OBPFEB

= Service

@ Access-list
@ DHCP

@ ARP

< DNS

< SNMP

@ Mist -
= Statistics bt Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-239) Add RIP Network Address
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Input “255.255.255.0” for Subnet Mask

04.100/applet - Microsoft Internet Explorer 8 ] 5|
|| Fle Ede vew Favorkss Tacks Help |
dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet ~| ea ‘

Systern  Interface Crypto Routing  Service  Statistics

Interface
@ FastEthernet
% Loophack General  MNetwork | Remsl_ubununl
“ Dialer

< IPgec 10.1.1.0 Tl255.255.255.0

< CA
@ CASemwer
@ Slatus
~-4&= Routing
@ Satic Routes
il RIP
@ OEPF
< RIPng
@ 0OBPFEB
= Service
@ Access-list
@ DHCP
@ ARP
< DNS
< SNMP
@ Misc
= Statistics

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-240) Input RIP Network Subnet Mask

Click “Apply” to verify.

‘applet - Microsoft Internet Explorer =1of x|

Fle Edit View Favoritss Tools Help |

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |
Address [@] heepi/172.17,104.100 applet | pe ‘

Interface
@ FastEthernet
% Loophack General  MNetwork | Remsl_ubununl
“ Dialer

@ IPSec 10010 T|255.255.255.0 T

< CA

@ CASemwer
@ Slatus
~-4&= Routing

@ Satic Routes
il RIP

@ OEPF

< RIPng

@ 0OBPFEB

= Service

@ Access-list
@ DHCP

@ ARP

< DNS

< SNMP

@ Mist -
= Statistics bt Apply Close

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-241) New RIP Network verify
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Figure 3-244 shows RIP Redistribution page.

Fhttp://172.17.104.100/ applet - Microsoft Internet Explorer o [ |

Fle Edt View Favortes Tools Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics
il

@ FastEthernet
# Loophack General | Metwork  Redistribution |
“ Dialer
@ Tunnel "ueraultrmelrlc

B8 Crypto

@ IPSec
© MAP
@ |KE "default-mfnrmalmn

=1~16 = ‘

© Ch
@ CASemwer
@ Slatus

=& Routing Pratocol

@ Satic Routes
: [ —— mztic <115

originate 1| ‘

= OoRE Connected
2Rl Static

@ 0OBPFEB

Service OSPF

@ Access-list BGP

© DHCP
© ARP

< DNS

< SNMP

G Appl Closa
=HE statistics bt it

I
I
I
I

1 [
el ]

| N

[&] Applet ap Switchapplet started [ | |a mternet

(Figure3-242) RIP Redistribution Main page

<Table 3-38> RIP Redistribution Description

Elements Description
Sets Offset value for sending RIP Packet. If it is over
Default-metric | 16 Metric, RIP considers it as unreachable network.
Default value is “1”
Default- It informs Default information when sending RIP
Information Packet.
Protocol It checks protocols for exchanging Routing Protocol
Status and Routing Table.
Protocol It defines default Metric for exchanging Routing
Metric Protocol and Routing Table.
Protocol It defines Route-map for exchanging Routing Protocol
route-map and Routing Table.
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Click to see the information on current RIP. Click on right side of mouse.

Figure 3-245 will be shown.

2.17.104.100/applet - Microsoft Internet Explorer

Fle Edt View Favortss Tools Help

dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

Address [@] htep:1172.17.104.100/ applet

System Interface  Crypto Routing Semice  Statistics

HEE _

Interface
@ FastEthernet
© Loopback General  Netwark | Redistribution |
< Dialer

@ IPSec 10110 1|255.255.255.0

< MAP 1f

< CA

@ CASewer
@ Slatus

& Routing

@ Slatic Routes

* E‘F RIP Info
L (8 cerice  RIP Rouling Database
© Access-list

M Apply Close

@] Applet ap Switchapplet started

sl

(Figure3-243) RIP Pop menu page

Figure 3-246 shows RIP Info page. Refresh Time can take from 3~5 second.

Click “Refresh” to see the page right away.

172.17.104.100/applet - Microsoft Internet Explorer
Fle Edb View Favortes Tools Help |
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |
nddtnss|§j http:fi172.17, 104,100/ applet ﬂ 60 ‘
System Interface  Crypto Routing Serice Statistics
— o N =10l
Interface
© FastEthemet Command: /exec/sho!
< Loopback
S [T - |
et
o Refresh Time: S0 [~] Refresh
- Crypto
@ IPSec Routing Protocol is "rip" =
© MAP Sending updates ewery 30 seconds with +/-50%, next due in 6 seconds
@ IKE Timeout after 60 seconds, garbage collect after 120 seconds
@ CA Dutgoing update filter list for all interface is not set
: CA Server Incoming update filter list for all interface is not set
Elus Default redistribution metric is 1
& Routing
Redistributing:
@ Sfatic Routes
- g Default version control: send version 2, receive version 2
© QSFF Interface Send Recw EKey-chain
& RiPng FastEthernet0/0 2 2
& QSFF6 FastEthernet0/1 2 2 )
=R Senice Routing for Networks:
@ Access-list 10.1.1.0 255.255.255.0
© DHCP 172.17.0.0 255.255.0.0 -
< ARP
< DNS Close
< SNMP
@ Misc,
= Statistics
[&] Applet ap Switchapplet started | ntemet. 4

(Figure3-244) RIP Info Page
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Figure 3-246 shows RIP Database page. Refresh Time can take from 3~5

second. Click “Refresh” to see the page right away.

/172.17.104.100/applet - Microsoft Internet Explorer
Fle Edb View Favortes Tools Help | ‘
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |
Address [@] htep:1172.17.104.100/ applet ~| e ‘
Gystem Interface Crypto Routing Sewice Statistics
T [ {0 x]
Interface 5 o
o FastEthemet Command: /exec/show/ip/rip/databas:
< Loopback
S Refresh Tims Refesh
@ Tunnel —
- Crypto
@ IPSec codes: R - RIP, C - cornmected, O - DSPF, B - BGP
° MAP (n) - normal, (s} - static, (d} - default, (r) - redistribute,
@ IKE (i) - interface
< CA
: CA Server Network Next Hop Metric Frow Tine
an’i‘:;”s C(i) 10.1.1.0/24 0.0.0.0 1 self
7o B eiie: (i) 172.17.0.0/16 0.0.0.0 1 self
- R
< 0SPF
< RIPng
< 0SPFG
= Semice
< Accesslist
< DHCP
< ARP
< DNS Close
< SNMP
@ Misc,
= Statistics ! Apply &I
[&] Applet ap Switchapplet started || [ mternet 4

(Figure3-245) RIP Database Page
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OSPF

OSPF (Open Short Path First) is IGP (Interior Gateway Protocol) which is
developed from OSPF Working Group of IETF (Internet Engineering Task
Force). OSPF is a Link State Protocol based on Shortest Path First (SPF)
algorithm of Dijsktra. OSPF using IP protocol number “89” is a typical
routing protocol which runs on Autonomous System. Each OSPF Router
sustains database through Autonomous System topology information and

creates Routing table to find a shortest path from database.

Fhttp://172.17.104.100/ applet - Microsoft Internet Explorer o [ |

Fle Edit View Favoritss Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics
BHE

CoopaaTE: =
Eo Dialer

@ Tunnel
=& Crypto General | Netwurkl Area | Remslrmuhunl
@ IPSec
@ MAP {Enanle

@ IKE
@ Ch
@ CAServer
< Status Distance

-2 Routing
< Siatic Roules distance <1~ 255>
@ RIP
inter-area =1350>
@ RIPng e
@ QSFFB intra-area T

= Serice
EO Access-list external <1 ~ 265>

enable i

< DHCP
@ ARP
NG Fuuter\o

@ BNMP
@ Misc
Statistics
* Systemn Performance
“© Por Performance
@ Por Statistics b

=AB.C.D or 1~429467206 = ‘

| N

|@] Applet ap SwitchApplet started || | meernet

(Figure3-246) Routing OSPF Main page
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Figure 3-249 is an example of OSPF Network Diagram.

(Figure3-247) OSPF Network Diagram

In this example of Network Diagram, Area 0 is considered as a backbone
network for connecting Area 1 and Area 2. RouterA and RouterB play as
a backbone router and an inner router, RouterC, RouterD operate as
ABR(Area Border Router) also as a backbone router for connecting Area 0,
Area 1 and Area 2. Each RouterE, RouterF, RouterG is an inner router for
Area 1 and Area 2.

Routing Table of OSPF is exchanged as a Link State Advertisement Packet.
This Packet has complex information on Interface status, Bandwidth etc so
OSPF is more efficient than RIP which counts number of Hops to find a

path.
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Figure 3-250

is OSPF General main page.

2} http://172.17.104.100/ applet - Microsoft Internet Explorer =10f x|
Fle Edit View Favorites Toals Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address |@ hitpfi172,17, 104, 100/ applet j Go ‘
Systern  Interface Crypto Routing  Service  Statistics il
L

e -
“ Tunnel
=& Crypto General | Netwurkl Area | Remslrmuhunl
* |PSec
< MAP Enable
< Ig: ’7 enable V
@ CASerer
* S.Iatus Distance
T — distance <1 2665
E: p; inter-area <1 ~ 255>
: E‘ETI:EE intra-area <] ~ 255>
T Efr\:i:ess—\ist external =1 ~ 255>
< DHCP
o RouterID
@ SNMP { [ <ABCD or 1-420487206 - ‘
Bta:\‘:ﬁ;&
* Systemn Performance ]
e ) ]
=l
&7 Applet ap. SwitchApplet started [ | |a mternet i
(Figure3-248) OSPF General main page
<Table 3-39> OSPF General Menu Description
Elements Description
Enable Enable or Disable of OSPF Protocol.
Distance Input Distance Value of OSPF Protocol.
Inter-area Input Distance Value of Inter-area route.
Intra-area Input Distance Value of Intra-area route.
External Input Distance Value of External route.
Input Router-ID to identify.
Router-ID a
Input IP Address or specific number.
Addk‘ AddPac Technology Proprietary & Documentation 285 - 204




Smart Manager Operation Guide for AP900S, Release 1.00

Figure 3-251 shows an example of configuring OSPF General.

First, Check “Enable” box to activate then, input “10” for Distance.

plet - Micrasoft Tnternet Explorer =10f x|
Fle  Edit Vi Favori Tools  Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

FHIL]
CoopaaTE: =

EO Dialer =

@ Tunnel
-8 Crypto General | Netwurkl Area | Remslrmuhunl
IPSec
MAP "Enable

o

IKE
CA
CA Server
Status Distance

-2 Routing
< Static Routes distance 10 <1~ 2565

@ RIP
inter-area =1350>
intra-area =1~ 255
external =1 ~ 355>

enable i

o000

=AB.C.D or 1~429467206 =

Router-ID ‘

* Systemn Performance
“© Por Performance
@ Por Statistics

Apply Close

| N

|@] Applet ap SwitchApplet started || | meernet

(Figure3-249) Input OSPF General Distance

Input “20” for Inter-area distance.

‘applet - Microsoft Internet Explorer =10] x|

| svortes Tools  Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address [@] heepi/172.17,104.100 applet | pe ‘

Systern  Interface Crypto Routing  Service  Statistics

FHIL]
CoopaaTE: =

EO Dialer =

@ Tunnel
-8 Crypto General | Netwurkl Area | Remslrmuhunl
IPSec
MAP "Enable

IKE
ch
CA Server

enable i

Status Distance

uting l—
Static Routes distance 10 <1~ 265>

RIP

inter-area 20 <1 ~ 2562
RIPhg

OSFFE intra-area <1 ~ 255>
nICe

Access-list external <1 ~ 265>

DHCP

ARF
DNS Router-ID ‘

SHMP <ABC.D or 1~420467206 =

Misc
Statistics
* Systemn Performance
“© Por Performance

@ Por Statistics

sevoeofoevosecoToeooeeo

[
|

| N

|@] Applet ap SwitchApplet started || | meernet

(Figure3-250) Input OSPF General Inter-area Distance
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Input “30” for Intra-area distance.

oft Internet Explorer =10] x|
Fle ew Favortes Tools  Help |
dmvact - = - (@) [8) 4| Qsearch [ijFavorites
Address |@ httpii172.17, 104, 100 applet j 6o ‘
Systern  Interface Crypto Routing  Service  Statistics
FHIL]
CoopaaTE: =
Eo Dialer
@ Tunnel
=& Crypto General | mMetwork | Area | Redistribution |
@ IPSec
@ MAP Enahle
: Ig: ’7 enable i
@ CAServer
@ Slatus Distance
distance 10 <1~ 255>
inter-area 20 <1~ 255>
intra-area 30 =1 ~255>
T external =1 ~ 255>
Router-ID
@ BNMP =AB.C.D or 1~429467206 = ‘
@ Misc
Statistics
* Systemn Performance
“© Por Performance i i
@ Por Statistics ik a5
|@] Applet ap SwitchApplet started || | meernet 7
(Figure3-251) Input OSPF General Intra-area Distance
113 1] H
Input “50” for External distance.
-0 x|
Fle lew Favortes Tools Help |
dmvact - = - (@) [8) 4| Qsearch [ijFavorites
Address |@ httpii172.17, 104, 100 applet j 6o ‘
Systern  Interface Crypto Routing  Service  Statistics
General | wetwork | Area | Redistribution |
> Enahle
o
< ’7 enable i
@ CAServer
@ Slatus Distance
-2 Routing l—
< Static Routes distance 10 <1~ 2565
@ RIP
L3 inter-area 20 si-a55
@ OBFFB intra-area 30 <1 ~ 355>
= Service
S external 50/ < ~ 3
< DHCP
@ ARP
NG Router-ID
@ BNMP =AB.C.D or 1~429467206 =
@ Misc
Statistics
* Systemn Performance
“© Por Performance i i
@ Por Statistics ik a5
|@] Applet ap SwitchApplet started || | meernet 7

(Figure3-252) Input OSPF General External Distance
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Input “10.1.1.100” for Router-ID

Flle Ed Fawvori Taols

Help

applet - Microsoft Internet Explorer

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

@ Tunnel
-8 Crypto

@ IPSec
MAP

IKE

CA

CA Server
Status
Routing

@ Static Routes
@ RIP

o000

* RIPng
@ 0OSFFE

}OE
= Service
@ Accesslist
< DHCP
@ ARP
< DMS
@ BNMP
@ Misc

* Systemn Performance
“© Por Performance
@ Por Statistics

CoopaaTE: =
Eo Dialer

OSPF

General | Netwurkl Area | Remslrmuhunl

" Enahle

enable i
Distance
distance fn <.
inter-area 20 <1~ 255>
intra-area 30 =1 ~255>
external 50 =1 ~ 255>
Router-ID

10.1.1.100 =AB.C.D or 1~429467206 =

Apply Close

|@] Applet ap SwitchApplet started

~ B

|| | meernet

(Figure3-253) Input OSPF General Router-1D
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Figure 3-256 shows how to select OSPF Network. User can add or delete
OSPF Routing Table in OSPF Network.

2.17.104.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

CoopaaTE: =

e ot OSPF !
@ Tunnel

-8 Crypto

@ IPSec

@ MAP

@ IKE

< CA

@ CAServer

@ Slatus

-2 Routing

@ Static Routes
@

General

Network | aea | Redistibution |

@
* RIPng
@ 0OSFFE

= Serice
@ Accesslist
< DHCP
@ ARP
< DMS
@ BNMP

@ Misc

Statistics

* Systemn Performance

< Port Performance b
@ Por Statistics b

|@] Applet ap SwitchApplet started

|| | meernet

~ B

(Figure3-254) OSPF Network Page

Figure 3-257 shows how to add a new Network “10.1.1.0/24”.
First input Network Address.

Fhttp://172.17.104.100/ applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics
s

=} OSPF

General

Network | aea | Redistibution |

@ CAServer
@ Slatus
-2 Routing

@ Static Routes

3
@
@

@ 0OSFFE

= Serice
@ Accesslist
< DHCP
@ ARP
< DMS
@ BNMP

@ Misc

Statistics

* Systemn Performance

“© Por Performance

@ Por Statistics b

Apply Close

|@] Applet ap SwitchApplet started

~ B

|| | meernet

(Figure3-255) Add a new OSPF Network Address
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Input Subnet mask “255.255.255.0” for the Network Address.

04.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

EE0D

CoopaaTE: =
Eo Dialer OSPF

@ Tunnel
- Crypto General  MNetwork | Area | Remslrmuhunl
@ IPSec
MAP
IKE
CA
CA Server
Status
Routing
@ Static Routes
@ RIP

1[255.255.255.0

o000

* RIPng
@ 0OSFFE

}OE
= Service
@ Accesslist
< DHCP
@ ARP
< DMS
@ BNMP
@ Misc

* Systemn Performance
“© Por Performance
@ Por Statistics

&7 Applet ap. SwitchApplet started [ | |a mternet L/
(Figure3-256) Input OSPF Network Subnet mask
Input “100” for Area ID.
‘applet - Microsoft Internet Explorer 8 ] 5|

avorltes  Tools  Help

le  Ed
dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

‘a m

Eo Dialer = OSPF

=& Crypto General  Metwork | area | Redistribution |

oA 10.1.1.0 1[255.255.285.0 Tioo
CA Server
Status

uting
Static Routes
RIP

RIPng
OSFFE
rice
Access-list
DHCP
ARP
DNS
ShMP
Misc
Statistics

sevoeofoevosecoToeooeeo

* Systemn Performance
“© Por Performance
@ Por Statistics

Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-257) Input OSPF Network Area-ID
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Click “Apply” to verify.

‘applet - Microsoft Internet Explorer =1of x|
Fle Edit View Favoritss Tools Help |

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |
Address [@] heepi/172.17,104.100 applet | pe ‘

Systern  Interface Crypto Routing  Service  Statistics
L
i
CoopaaTE: =
EO Dialer OSPF
@ Tunnel
=& Crypto General  Metwork | area | Redistribution |

oA 10.1.1.0 1|255.255.255.0 I 100 1
CA Server il 1] I
Status

uting

Static Routes
RIP

RIPng
OSFFE

}OE
= Service
@ Accesslist
< DHCP
@ ARP
< DMS
@ BNMP
@ Misc

Statistics
* Systemn Performance

# Port Performance b o 5
@ Por Statistics % fply ose

vesoeBDoeos

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-258) OSPF Network verification page

Addk‘ AddPac Technology Proprietary & Documentation 285 - 210



Smart Manager Operation Guide for AP900S, Release 1.00

Area Settings on OSPF Area menu

B http://172.17.104.100/applet - Microsoft Internet Explorer I [ 5
Fle Edt View Favortes Tools Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

il
CoopaaTE: =

Eo Dialer

@ Tunnel

-8 Crypto General | Metwork  Aea | Redistribution |
@ IPSec

< MAP
% = W
@ CAServer Il | L 5

@ Slatus
-2 Routing

@ Static Routes
@ RIP

< [P
* RIPng
© QSFFG

= Service
@ Accesslist
< DHCP
@ ARP
< DMS
@ BNMP
@ Misc

Statistics
* Systemn Performance

# Port Performance b o 5
@ Por Statistics % fply ose

| N

|@] Applet ap SwitchApplet started || | meernet

(Figure3-259) OSPF Area page

<Table 3-40> OSPF General Menu Description

Elements Description

Area ID Input Area ID.

It decides whether to use authentication for
Authentication | exchanging Area info. Select one from

None/SimpleText/Message-Digest.

Stub Enable It decides whether to use Stub Area or not.

Stub It is selected when Inter-Area is not included in Stub
no-summary Area.

Default Cost Default Cost Value for the Area.
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Figure 3-262 shows the example of OSPF Area 100.
Input “100” for Area-ID

04.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

o
)

CoopaaTE: =
Eo Dialer OSPF

@ Tunnel
- Crypto General | Metwork Area | Remslrmuhunl
IPSec
MAP
IKE
CA
CA Server

o

o000

Status

-2 Routing

@ Static Routes
@ RIP

* RIPng

@ 0OSFFE

= Service
Access-list
DHCP
ARP

*

* Systemn Performance
“© Por Performance
@ Por Statistics

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-260) Input OSPF Area

Select Message-Digest for Authentication algorithm.

applet - Microsoft Internet Explorer

avorltes  Tools  Help

le  Ed
dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

‘a m

Eo Dialer = OSPF

=& Crypto General | Metwork  Area | Redistribution |

message-digest ¥
CA Server 9e-0l

Status

uting
Static Routes
RIP

RIPng

OSFFE
nICe

Access-list

DHCP

ARP

DNS

sevoeofoevosecoToeooeeo

ShMP
Misc
Statistics

* Systemn Performance
“© Por Performance
@ Por Statistics

Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-261) Select OSPF Area authentication method
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Input “100” for Default Cost Click “Apply” to verify.

2.17.104.100/applet - Microsoft Internet Explorer

Fle Edit View Favoritss Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

EE0D

)
CoopaaTE: =

Eo Dialer OSPF

@ Tunnel

=& Crypto General | Metwork  Area | Redistribution |
= IPgec

@ MAP

@ IKE

< CA

@ CAServer
@ Slatus
-2 Routing

@ Static Routes
© RIP

@
* RIPng
@ 0OSFFE

= Serice
@ Accesslist
< DHCP
@ ARP
< DMS
@ BNMP

@ Misc

Statistics

* Systemn Performance
“© Por Performance

@ Paort Statistics = Apply Close

|@] Applet ap SwitchApplet started |

~ B

| | meernet

(Figure3-262) Input OSPF Area Default Cost
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Figure 3-265 shows OSPF Redistribution page.

Fhttp://172.17.104.100/ applet - Microsoft Internet Explorer i

—loix|

Fle Edt View Favortes Tools Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address |@ httpii172.17, 104, 100 applet j 6o ‘
Systern  Interface Crypto Routing Service  Statistics
il
Toope =
Eo Dialer
@ Tunnel
=& Crynto General | Metwork | e Redistribution |
@ IPSec
@ MAP default-metric - default:
z Ig: originate o
S0 echvel < 116777214 > Sk ,I'_
@ Slatus
metric <1~1B6777214 =
-2 Routing
# Static Routes metric-type oz
@ RIP
- [REEE N
& RPPng Protocol
@ 0OSFFE
L 1R Serice mttic <1~16777214= | matric-type route-map
@ Access-list Connected I 1 - T
< DHCP Stalic I 1 hd 1
< ARP RIP 1 1 - T
o S BGP 1 1 = I
@ BNMP
@ Misc
Statistics
* Systemn Performance
“© Por Performance i i
@ Por Statistics b it a5
- E
|@] Applet ap SwitchApplet started || | meernet 7

(Figure3-263) OSPF Redistribution page

<Table 3-41> OSPF Redistribution menu Description

Elements Description

Default-metric | Set Offset value for sending OSPF Packet.
It informs Default Router when sending OSPF Packet.
Originate: Transfer Default-Information.

Default- Always: Always transfer Default-route.

Information Metric: Defines metric for Default-route.
Metric-type: Defines External Type 1/2 metric for
Default-route.

Protocol Check protocol when exchange Routing Protocol

Status and Routing Table besides OSPF.

Protocol Defines default Metric when exchange Routing

Metric Protocol and Routing Table besides OSPF.

Protocol Defines OSPF External Type 1/2 Metric.

Metric-type

Protocol Defines Route-map for reference when exchange

route-map Routing Protocol and Routing Table besides OSPF.
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Click right side of the mouse to see the current OSPF information. See the

Figure 3-266.

fapplet - Microsoft Internet Explorer
Favorites  Tools  Help
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |
Address [@] htep:1172.17.104.100/ applet ~| e ‘
Gystem Interface Crypto Routing Sewice Statistics
CoDpoaTk =
Eo Dialer
“ Tunnel
=& Crypto General | Metwork | aea | Redistibution |
@ IPSec
< MAP Enable
@ IKE v
> oh ’7 enable ~
@ CAServer
@ Status Distance
-
distance 10 <1~255>
inter-area 20 <1 ~255>
0SPF Rouling Table
< 08 OSFF Info intra-area 30 «1 ~255»
RS
sy DSPF Rouling Infa external o <136
o Dy OSPFInterfacainfo
@ P
: g}:l OSPF Area Info RouterD
@ 8N R eioiurin I— ABC.D or 1~420467296 =
< =
> j. OSPF Databaselnfo (STt S i
OSPF border-router Info
[&] Applet ap Switchapplet started || [ mternet 4

(Figure3-264) OSPF Pop Menu page

This shows OSPF Routing Table page.

plet - Microsoft Internet Explorer

Fle Emanrlzs

Tools  Help

dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

Address [@] htep:1172.17.104.100/ applet

System Interface  Crypto Routing Semice  Statistics

il =

Refresh timer 10 secs

o il
Eo Dialer
° Tunnel mmand: /execfshowfipfospfi
-8 Crypto
B Foraan Tne |
@ IKE
® CA 0$PF Routing Process, Router ID: 10.1.1.100
@ CASener Supports only single TOS (T0S0) routes
< Slatus This implemsntation conforms to RFC2328
&> Routing RFC1583Compatibilivy flag is disabled
: 2“‘;‘” Routes DpagueCapability flag i3 disabled
5 SPF schedule delay § secs, Hold time between two 5PFs 10 secs

: 0SPFE Number of external LSA 0
L Serith Number of areas attached to this router: 1
@ Access-list
<+ DHECP Area ID: 0.0.0.100 )
@ ARP Shortcucting mode: Default, S-bit consemsus: ok
& DNS Number of interfaces in this area: Total: 1, Active: 2
@ SNMP Nuuber of fully adjacent neighbors in this area: 0 -
@ Misc
Statistics Close
“ System Performanc-
< Por Performance
@ Port Statistics Apply Close

@] Applet ap Switchapplet started

i

(Figure3-265) OSPF Routing Table page
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This shows OSPF Info page.

pplet - Microsoft Internet Explorer

Fle Edb View Favortes Tools Help |
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

address [@] hitpijj172.17.104. 100 spplet =] ¢ ‘

Systern  Interface  Crypto  Routing  Serice Statistics

il =

e loix
Eo Dialer
© Tunnel Command: /exec/shor I
-8 Crypto
@ |PSec

i Refresh Time, [~] Refrash ‘

= N

@ IKE

e CA 0$PF Routing Process, Router ID: 10.1.1.100 =
@ CAServer

2

Supperts only single TOS (T0S0) routes

Status This implemsntation conforms to RFC2328

&> Routing RFC1583Compatibilivy flag is disabled

© Static Routes DpagueCapability flag i3 disabled

SPF schedule delay § secs, Hold time between two 5PFs 10 secs

Refresh timer 10 secs
S Number of external LA 0
+ GsPre er of externa
LR sewice Number of areas attached to this router: 1
@ Access-list
© DHCP Area ID: 0.0.0.100 =
@ ARP Shortcutting mode: Default, S-bit consensus: ok

& DNS Number of interfaces in this area: Total: 1, Active: 2
@ SNMP Nuuber of fully adjacent neighbors in this area: 0 -
@ Misc

Close

Statistics
Apply Close

“ System Performanc-
< Por Performance
@ Port Statistics

i

[&] Applet ap SwitchApplet started [

(Figure3-266) OSPF Info page

This shows OSPF Routing Info page.

100/ applet - Microsoft Internet Explorer

Fle Edb View Favortes Tools Help |
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

address [@] hitpijj172.17.104. 100 spplet =] ¢ ‘

Systern  Interface  Crypto  Routing  Serice Statistics

=10l

Refiesh Tims Refresh ‘

-3

id

hd = == D5PF network routing tabhle =

@ CASener 10.1.1.0/24 [10] area: 0.0.0.100

@ Status directly attached to FastEthernet0/l
—-&> Routing

& StaticRoutes 0SPF router routing table

@ RIP

@

© RIPng == 03PF external routing table

@ OSFFE
= Semice

@ Access-list

< DHCP

@ ARP

“ DNS
@ SNMP
* Misc
Close

“ System Performanc-
< Por Performance
@ Port Statistics

i

[&] Applet ap SwitchApplet started [

(Figure3-267) OSPF Routing Info page
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This shows OSPF Interface Info.

plet - Microsoft Internet Explorer

Favorites  Tools  Help

dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

address [@] hitpijj172.17.104. 100 spplet

Systern  Interface  Crypto  Routing  Serice Statistics

il =

o g
Eo Dialer
“ Tunnel
-8 Crypto
L Refresh Time Refresh ‘
@ IKE
® CA Loopbackd is up, line protacol is up
@ CA Server 0SPF not enabled on this interface
@ Status
-88 Routing FastEthernet0/0 is up, line protecel is up
: 2“‘;}” ks 0SPF not enabled on this interface

FastEthernet0/1 is up, line protocol is up

;

ng
© 0SFFE Internet Address 10.1.1.100/24, Area 0.0.0.100
= Serith Router ID 10.1.1.100, Network Type BROADCAST, Cost: 10
© Accesslist Transmit Delay is | sec, State DR, Priority 1
<+ DHECP Designated Router (ID] 10.1.1.100, Interface Address 10.1.1.100
@ ARF Ho backup designated router on this network
& DNS Timer intarvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
@ SNMP Hello due in 00:00:10
@ Misc

Close

“ System Performanc-
< Por Performance
@ Port Statistics

|@] Applet ap SwitchApplet started

sl

(Figure3-268) OSPF Interface Info page

This shows OSPF Database Info.

plet - Microsoft Internet Explorer

Fle Edk View Favorkes Toos Help

dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

address [@] hitpijj172.17.104. 100 spplet

Systern  Interface  Crypto  Routing  Serice Statistics

£ DSPF Database Info

=10l

Command: /execfshowfipfospfi

RefEsh Tine

Refresh ‘

L3
<
° 0SPF Router with ID (10.1.1.100)
@ CAServer
< Slatus Router Link States (Area 0.0.0.100)
—-&> Routing
<
Static Routes Link ID ADV Router Age  Seg# CkSum Link count
10.1.1.100 10.1.1.100 217 0x80000002 Ox8beEf 1

@ Access-list

@ DHCP
@ ARP
“ DNS
@ SNMP
@

Misc
Statistics
“ System Performanc-

< Por Performance
@ Port Statistics

|@] Applet ap SwitchApplet started

sl

(Figure3-269) OSPF Database Info page
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RIPng

RIP (Routing Information Protocol) is widely used to manage Routing

information in LAN or LAN group network environment.

RIPng (Routing Information Protocol next generation) is a IPv6 Routing

protocaol. It is based on IPv4 RIP.

7} Router Smart Manager - Microsoft Internet Explorer =10] x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics
)
i

-8 Crypto

e IPger General | hetwork | Redistributon |
e map

—*® IKE {MasterEname

—¢ CA

— @ CASerer
— @ Status
—-=> Routing
— @ Static Routes " Distance

¥ enahle ‘

—® RIF
|- 0spPF
s |
— @ OSPFE

Timer
IH:‘ Service

—® Atcess-list update-Intereal =0 ~B5535% (default: 30 seconds )

|- DHCP

¢ ARP rauting-timeout =0 ~ 65535 ( default : 180 secands )

—@ DNS

— @ SNMP darbage-collection =0 ~ B5535> (default: 120 seconds )

— @ Misc

]—@ Statistics
[— % System Performance
[— < PortPerfarmance

f—® Forl Statistics P
@ IPSec Performance % Apply Close

|7 =1~ 355 (defaull ; 120) ‘

| N

|@] Applet ap SwitchApplet started || | meernet

(Figure3-270) Routing RIPng Main page
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Figure 3-273 shows RIPng General Menu.
~lofx]

T e s e |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern Interface  Crypto Routing  Service  Statistics
FHL])
-8 Crypto

< IPgec General | hetwork | Redistributon |
e map

—*® IKE {MasterEname

e ca

— @ CAServer
— @ Status
-2 Routing Distance
— @ Static Routes "

¥ enabla ‘

(—¢ RIP
|- 0spPF
< R
— @ OSPFE

Timer
IH:! Service

[— @ Arcesslist update-Intereal =0 ~A5535> (default | 30 seconds )

|- DHCP

¢ ARP rauting-timeout =0 ~ 65535 ( default : 180 secands )

—@ DNS

— @ SNMP darbage-collection =0 ~ B5535> (default: 120 seconds )

— @ Misc

Statistics

“ Systemn Performance

“ Por Performance

# Forl Statistics P
“ IPSec Performance bt

|7 =1~ 355 (defaull ; 120) ‘

| N

[&] Applet ap Switchapplet started [ | |a mternet

(Figure3-271) RIPng General Menu page

<Table 3-42> RIPng General Menu Description

Elements Description

Master Enable Select Enable or Disable for RIPng

Input Distance Value for RIPng. It can be selected
from 1to 255. Default value is “120”

Distance

Input update interval for Routing Table. Default value
Update-Interval |
is “30” seconds.

Routing- Sets waiting time for receiving Routing Table from a
Timeout specific Interface. Default value is “180” sec.
Garbage- Sets the time for deleting a Routing Table after
Collection Routing-Timeout. Default value is “120” sec.
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Figure 3-274 shows RIPng General Configuration page.
Input “120” for Distance

Fle Edit View Favorites Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

General | network | Redistribution |
Master Enable
|—e casemer ’7 ¥ enabla ‘
— @ Slatus
- Routing
|—< Static Routes Cletien
—< RIP 120 1~ 255> (defaull; 120) ‘
X Timer
—® Atcess-list update-Intereal =0 ~B5535% (default: 30 seconds )
|- DHCP
¢ ARP rauting-timeout =0 ~ 65535 ( default : 180 secands )
—@ DNS
— @ SNMP darbage-collection =0 ~ B5535> (default: 120 seconds )
— @ Misc
j—EBtansncs
[— % System Performance
[— < PortPerfarmance
f—® Forl Statistics P
' IPSec Performance = aHhly (el

=l
&7 Applet ap. SwitchApplet started [ | |a mternet i
(Figure3-272) Input RIPng General Distance
Input “30” second for Update-Interval.
~lofx]

Fle Edit View Favorites Tools Help

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

General | Metwark | Remsl_ubununl

[~ GAServer ¥ enabla

"MaslerEname
— @ Slatus

- Routing

- RIP
| asPF

(—® Static Routes Distance
120 <1 ~355= (default;: 120)

- EET—

L+ QBPFE

Timer
IH:‘ Service
—® Atcess-list update-Intereal 30\ =0 ~B5535% (default: 30 seconds )
|- DHCP

¢ ARP rauting-timeout =0 ~ 65535 ( default : 180 secands )

—@ DNS

— @ SNMP darbage-collection =0 ~ B5535> (default: 120 seconds )

— @ Misc

]—E Statistics

[— % System Performance

[— < PortPerfarmance
f—® Forl Statistics P
— @ IPSec Performance bt

| N

|@] Applet ap SwitchApplet started || | meernet

(Figure3-273) Input RIPng General Update-Interval
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Input “180” for Routing-Timeout

T Router Smart Manag crosoft Internet Explorer i

Fle Edit View Favorites Tools Help

dmvact - = - (@) [8) 4| Qsearch [ijFavorites

History |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

General | Metwork | Redistribution |
Master Enable

|—e casemer ’7 ¥ enabla ‘

— @ Slatus
- Routing

|—< Static Routes Cletien

—< RIP 120 1~ 255> (defaull; 120) ‘
IH:‘ Service fime

—® Atcess-list update-Intereal 30 =0 ~B5535% (default: 30 seconds )

[—< DHCP

¢ ARP routing-timeout 1a0] =0 ~ 65535+ (defaull : 180 seconds )

—@ DNS

— @ SNMP darbage-collection =0 ~ B5535> (default: 120 seconds )

— @ Misc
j—EBtansncs

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P

' IPSec Performance a aHhly (el

|@] Applet ap SwitchApplet started || | meernet L/
(Figure3-274) Input RIPng General Routing-Timeout
Input “120” for Garage-Collection
~lofx]

Fle Edit View Favorites Tools Help

ack - = - G &t | Qsearch [iiFavonites

History |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

Ci m

General | Metwork | Redistribution |
Master Enable
|—e casemer ’7 ¥ enabla
— @ Slatus
- Routing
[— @ Static Routes Fisaies
—® RIP 120 =1~255= (default: 120
X Timer
—® Atcess-list update-Intereal 30 =0 ~B5535% (default: 30 seconds )
|- DHCP
[~ ¢ ARP routing-timeout — |130 <0 ~B5535> (default - 180 seconds )
—@ DNS
— @ SNMP garbage-callection 120 =0 ~B5535= (default : 120 seconds )
— @ Misc
j—EBtansncs
[— % System Performance
[— < PortPerfarmance

f—® Forl Statistics P
@ IPSec Performance % Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-275) Input RIPng General Garage-Collection
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Click “Apply” to verify.
[ 3 ok cr Smrt Manager —Microsoft ntemetborer ~lofx]

Fle Edt View Favorites Tools Help |
dmvact - = - (@) [8) 4| Qsearch [ijFavorites
Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

] ks
General | Metwork | Redistribution |
@
° Master Enable
<
< GAServer ’7 ¥ enabla ‘
@ Status
- Routing
|—< Static Routes Cletien
—¢ RIF 120 1~ 255> (defaull; 120) ‘
IH:‘ Service fime
—® Atcess-list update-Intereal 30 =0 ~B5535% (default: 30 seconds )
[—< DHCP
¢ ARP routing-timeout 130 =0 ~ 65535+ (defaull : 180 seconds )
—@ DNS
— @ SNMP garbage-callection 120 =0 ~B5535= (default : 120 seconds )
— @ Misc
j—EBtansncs
[— % System Performance
[— < PortPerfarmance
f—® Forl Statistics P
— @ IPSec Performance bt

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-276) RIPng General Configuration verify
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Figure 3-279 shows RIPng Prefix menu. Prefix menu plays the same role as
RIP for IPv4 Network. So the user needs to input IPv6 network in Prefix field.

T Router Smart Manager - Microsoft Internet Explorer i I [l |

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

j@au‘

Systern  Interface Crypto Routing  Service  Statistics

am

LC’ Tunnel
-8 Crypto

[~ IPSec
e Map
—*® IKE
e ca

General

Network | Redistribution |

< GAgerer L
— @ Slatus

- Routing

[— @ Static Routes

—® RIF

(—® 0SPF

s |
— @ OSPFE

IH:‘ Service

—@ Atcess-list

[—< DHCP

—® ARP

—@ DNS

— @ ShMP

— @ Misc

j—EBtansncs

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P
— @ IPSec Performance bt

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-277) RIPng Prefix menu page

Figure 3-280 shows how to input Prefix. Input IPv6 network.

T Router Smart Manager - Microsoft Internet Explorer i

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

am

LC’ Tunnel
Network | Redistribution |

-8 Crypto
[~ IPSec
e Map

General

— CAServer |[3ffe:45ab fie2:h:cach:0001/64
— @ Slatus

- Routing

[— @ Static Routes

—® RIF

(—® 0SPF

- - EET—
— @ OSPFE

IH:‘ Semwice

—@ Atcess-list

[—< DHCP

—® ARP

—@ DNS

— @ ShMP

— @ Misc

j—EBtansncs

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P
— @ IPSec Performance bt

~ B

|@] Applet ap SwitchApplet started || | meernet

(Figure3-278) Input RIPng Prefix IPv6
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IPv6 “3ffe:45ab:ffe2:b:cachb:0001/64” is added.

Fle Edit View Favorites Tools Help

2 Router Smart Manager - Microsoft Internet Explorer -l

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

)
i

-8 Crypto
o General  Metwork | Redistribution |
@ MAR
< IKE
. cA . (e
@ CASener 3ffe:45abife2:hcach:0001/64 3IE
@ Status I

- Routing

[— @ Static Routes

—® RIF

(—® 0SPF

- - EET—

— @ OSPFE

IH:‘ Semwice

—@ Atcess-list

[—< DHCP

—® ARP

—@ DNS

— @ ShMP

— @ Misc

j—EBtansncs

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
@ IPSec Performance % Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-279) Verify RIPng Prefix IPv6

Addk‘ AddPac Technology Proprietary & Documentation

285 - 224



Smart Manager Operation Guide for AP900S, Release 1.00

Figure 3-282 is RIPng Redistribution menu.

Fle Edit View Favorites Tools  Help

7} Router Smart Manager - Microsoft Internet Explorer i =10] x|

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

FHL])

-8 Crypto

[~ IPSec

—< MAP

—*® IKE

—¢ CA

[— @ CASener
— @ Slatus

- Routing

[— @ Static Routes
—® RIF

(—® 0SPF

s |
— @ OSPFE
IH:! Service

—@ Atcess-list
[—< DHCP

—® ARP

—@ DNS

— @ ShMP

— @ Misc

Statistics

“ Systemn Performance

“ Por Performance

# Forl Statistics P
“ IPSec Performance bt

General | Metwark Redlsmbulmnl

"ueraultrmelrlc

=1~16 = ‘

default-information
" originate 1| ‘

Protocol

metric <0-1 5~
Connected
Static
0QSPFE
BGFP

I
I
I
I

1 [
el ]

Apply Close

|@] Applet ap SwitchApplet started

| N

|| | meernet

(Figure3-280) RIPng Redistribution menu page

<Table 3-43> RIPng Redistribution menu Description

Elements

Description

Default-metric

Sets Offset value for sending RIPng Packet. If it is
over 16 Metric, RIPng considers it as unreachable

network. Default value is “1”

Default-

Information

It informs Default information when sending RIPng

Packet.

Protocol

Status

It checks protocols for exchanging Routing Protocol

and Routing Table.

Protocol

Metric

It defines default Metric for exchanging Routing

Protocol and Routing Table.

Protocol

route-map

It defines Route-map for exchanging Routing Protocol

and Routing Table.
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OSPF6

OSPF (Open Short Path First) is IGP (Interior Gateway Protocol) which is
developed from OSPF Working Group of IETF (Internet Engineering Task
Force). It uses Link State algorithm. OSPF is designed to support IP network
so it supports Tagging for Routing info which goes in and out with IP
Subnet. Also OSPF supports Packet Authentication to neighboring switches

and it uses IP Multicast when exchanging Packet info.

Like OSPF for IPv4, OSPF6 is designed to support IPv6. Therefore basic
operation algorithm is the same as OSPF for IPv4.

7} Router Smart Manager - Microsoft Internet Explorer N =10] x|

Fle Edit View Favorites Toos Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

FHjL
-8 Crypto
[ IPSer General | hetwork | Redistributon |
e Map

—* IKE - Enable
—¢ CA
|— CaServer enahle I
— @ Slatus
- Routing
[— @ Static Routes [~ Distance

distance =1~255=

[ Router-ID

—® Atcess-list

|+ pHop <AB.C.D or 1~429457296 ~

—% ARP

—@ DNS
— @ ShMP
— @ Misc

Statistics

“ Systemn Performance

“ Por Performance

# Forl Statistics P

“ IPSec Performance % Apply Close

| N

|@] Applet ap SwitchApplet started || | meernet

(Figure3-281) Routing OSPF6 Main page
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Figure 3-284 shows OSPF General Menu.

7} Router Smart Manager - Microsoft Internet Explorer Tl =10] x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60

Systern  Interface Crypto Routing  Service  Statistics

FHjL
-8 Crypto
[ IPSer General | hetwork | Redistributon |
e Map

—® IkE | Enahle
e ca
@ CASener enable I~
@ Status
- Routing
[— @ Static Routes [~ Distance

distance =1~ 265>

[ Router-ID

—@ Atcess-list
e DHCP =AB.C.D or 1~429467296 »
—® ARP

—@ DNS

— @ ShMP

— @ Misc

]—E Statistics

[— % System Performance
[— < PortPerfarmance

f—® Forl Statistics P
@ IPSec Performance % Apply Close

| N

|@] Applet ap SwitchApplet started || | meernet

(Figure3-282) OSPF6 General Menu page

<Table 3-44> OSPF6 General Menu Description

Elements Description
Enable Sets Enable or Disable of OSPF Protocol.
Distance Input Distance Value of OSPF Protocol.

Input Router-ID to identify when exchanging Routing
Router-1D

Table. Input IP Address or a specific number.
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Figure 3-285 shows the example of OSPF6 General Configuration. First,
check “Enable” box to activate then input “50” for Distance.

T Router Smart Manager - Microsoft Internet Explorer i I [l |

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics
FHAI]

-8 Crypto
% IPSec General | Metwork | Redistribution |
= Map

—® IkE | Enahle
e ca
|— CaServer “enale I
— @ Slatus
- Routing
[— @ Static Routes [~ Distance
—® RIF
| e ospF distance 50/ =1~ 255>

IH:‘ Service [ Router-ID
—@ Atcess-list
e DHCP =AB.C.D or 1~429467296 =
—® ARP

—@ DNS

— @ ShMP

— @ Misc

]—E Statistics

[— % System Performance
[— < PortPerfarmance

f—® Forl Statistics P
@ IPSec Performance % Apply Close

|@] Applet ap SwitchApplet started || | meernet ;
(Figure3-283) Input OSPF6 General Distance
113 1]
Input “10.1.1.100” for Router-ID
=
Fle Edt View Favorites Tools Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address |@ httpii172.17, 104, 100 applet j 6o ‘
Systern  Interface Crypto Routing  Service  Statistics i
General | Metwork | Redistribution |
[ Enahle
|— CaServer “enale I
— @ Slatus
- Routing
[— @ Static Routes [~ Distance
—® RIF
distance 50 =1~ 265>
[ Router-ID
—@ Atcess-list
|- & DHCP 10.1.1.100 SAB.C.D or 1~429467236 ~
—® ARP
—@ DNS
— @ ShMP
— @ Misc
j—EBtansncs
[— % System Performance
[— < PortPerfarmance
f—® Forl Statistics P
— @ IPSec Performance bt
|@] Applet ap SwitchApplet started || | meernet ;

(Figure3-284) Input OSPF6 General Router-ID
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Figure 3-287 shows how to select OSPF6 Network. The user can add or
delete OSPF6 Area in OSPF6 Network.

F router Smart Manager - Microsoft Internet Explorer -l =|of x|

Fle Edt View Favorites Tools Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet =] @60 ‘

Systern  Interface Crypto Routing  Service  Statistics

FHL

I
LN Bl 0sPF6 ]

- Crypto

< IPSer General | Metwork | Redistribution |

< MAP

@ |KE

@ CA

@ CASenver =l I

@ Siatus

- Routing

— @ Static Routes

—® Atcess-list

[—< DHCP

—® ARP

—@ DNS

— @ ShMP

— @ Misc
j—EBtansncs

[— % System Performance
[— < PortPerfarmance

f—® Forl Statistics P 5
@ IPSec Performance % Apply Close

|@] Applet ap SwitchApplet started || | meernet ;
(Figure3-285) Select OSPF6 Network
Figure 3-288 shows how to add a new Area.
First, select Interface Fast Ethernet 0/1.

[Broutersmort Hansger —picrosolt ntemet bplorer =
Fle Edt View Favorites Tools Help |
dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |
Address [@] heepi/172.17,104.100 applet ~| ea ‘
Systern  Interface Crypto Routing  Service  Statistics i

Bl osPF6 il
General | Metwork | Redistribution |
@ GCA Server FasiEthernet0il
@ Status FastEthernetd/o
- Routing
— @ Static Routes
(—¢ RIP
—@ Accesslist
|- DHCP
—¢ ARF
—@ DNS
— @ ShMP
@ Misc
j—EBtansncs
[— % System Performance
— < Port Perfarmance
f—® Forl Statistics P 5
— ¢ IPSec Performance it aHhly Elosd
|@] Applet ap SwitchApplet started || | meernet ;

(Figure3-286) Input OSPF6 Network Interface
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Input “100” for Area ID

FRouter Smart Manager - Microsoft Internet Explorer B

Fle Edit View Favorites Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

=} OSPF6

General | Metwork | Redistribution |

CA Server FastEthernet0/1 ~ oo
@ Status

—H& Routing

[— @ Static Routes

—® RIF

[—@ 0SPF

—® Atcess-list

|- DHCP
—® ARP
—@ DNS
— @ ShMP
— @ Misc
j—EBtansncs

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

&7 Applet ap. SwitchApplet started [ | |a mternet L/
(Figure3-287) Input OSPF6 Network Area ID
Click “Apply” to verify.
~Ioix]

Fle Edit View Favorites Tools Help

dmtack - = - @ [0 4| Qoearch Ciravortss frstory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing  Service  Statistics

’ m

L BY 0sPF6

-8 Crypto
i e General  Metwork | Redistribution |

MAP

IKE -
CA = e ‘ 5
CA Server FastEthernetd/ - |10 T

@
*
@
@

< Status | I
- Routing

[— @ Static Routes
(—¢ RIP

[—@ 0SPF

—@ RIPng

IH:‘ Service

—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP
— @ Misc
j—EBtansncs

[— % System Performance

[— < PortPerfarmance

f—® Forl Statistics P 5
— % IPSec Perfiormance % Apply Close

|@] Applet ap SwitchApplet started || | meernet

~ B

(Figure3-288) OSPF6 Network configuration verify
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Figure 3-291 shows how to select OSPF6 Redistribution.

Fle Edit View Favorites Toos Help |

dmiack - = - (G [8) 4| Qsearch [igFavortes (@ristory |

Address [@] heepi/172.17,104.100 applet

Systern  Interface Crypto Routing Service  Statistics

FHL])

-8 Crypto

[~ IPSec

e Map

—*® IKE

—¢ CA

[— @ CASener
— @ Slatus

- Routing

[— @ Static Routes
—® RIF

IH:; Service
—@ Atcess-list
[—< DHCP
—® ARP

—@ DNS

— @ ShMP
— @ Misc

General | Metwark Redlsmbulmnl

=1~16777214 =

"ueraultrmelrlc

[~ default-information
originate o

metric <1~16777214 >
metric-type nf

[ Pratocal

mmetric <1-1677721 4>

retric-type

i = It
I ~: I
I b I
T x i

route-map
Connected I
Static I
I
I

RIFng
BGP

oga

Statistics

“ Systemn Performani

“ Por Performance

# Forl Statistics P
“ IPSec Performance bt

Apply Close

|@] Applet ap SwitchApplet started

| N

| Internet

(Figure3-289) OSPF6 Redistribution page

<Table 3-45> OSPF6 Redistribution menu Description

Elements Description
Default-metric | Defines Offset value for sending OSPF Packet.
It informs Default Router when sending OSPF Packet
Default. Originate : Transfer Default-Information
Information Metric: defines Metric for Default-route.
Metric-type: defines External Type 1/2 metric for
Default-route.
Protocol Check protocol when exchanging Routing Protocol
Status and Routing Table besides OSPF.
Protocol Defines default Metric when exchanging Routing
Metric Protocol and Routing Table besides OSPF.
Protocol Defines OSPF External Type 1/2 Metric.
Metric-type
Protocol Defines Route-map for reference when exchanging
route-map Routing Protocol and Routing Table besides OSPF.
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Click right side of the mouse to see the information on current Routing
Table. Click “Routing” menu.

100/ applet - Microsoft Internet Explorer

Fle Edk View Favorkes Toos Help |
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |
Address [@] htep:1172.17.104.100/ applet =] ¢ ‘

Gystem Interface Crypto Routing Sewice Statistics
HEE _

Interface

@ FastEthernet

© Loaphack General | Network | Redistribution |
< Dialer

@ Tunnel {Nasmﬁnamn - Timer(seconds)

[ enable update-Interval

=5 ~2147483647>

o Ch [ Distance
& CASewer routing-time out
% cona 10| <1+ 2552

S GB Danting <5 ~ 2147483647~

Working Routing Table v& - Version garbage-collection
Connected Routing Table

<8 ~ 2147483647~
Connected Routing Table vé <2

= Senvice

@ Access-list
@ DHCP

“ ARP

@ DNS

@ SNMP

@ Mist

| Bl statisties =] Apply Close

&) Applet ap Switchapplet started [ | e mtermet

sl

(Figure3-290) Routing Pop menu page

Figure 3-293 shows Working Routing Table page.

72.17.104.100/applet - Microsoft Internet Explorer

Fle Edb View Favortes Tools Help |
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |

Address [@] htep:1172.17.104.100/ applet =] ¢ ‘

System Interface  Crypto Routing Semice  Statistics

i =

g
Interface
@ FastEthernet
< Loopback

e
il Refresh Time e [~ ] Refresh

< IPSec Codes: ¥ - kernel route, C - comnected, 5 - statvic, R - RIF, 0 - OSEFF,
I - I8-I5, B - BGP, > - selected route, * - FIB route -~ 2147483647>

© CA S 0.0.0.0/24 [10/0] via 1.1.1.1 inactive
“ CASerer

£ o 0 10.1.1.0/24 [50/10] is directly connected, FastEthernet0/l, 00:05:34
% C>* 10.1.1.0/24 is directly connected, FastEthernet(/l ~ 2147483647

}oinu;;i; e C3* 127.0.0.0/8 is directly comnected, Loopbackl

O C>* 172.17.0.0/16 is directly connected, FastEthernet0/0

@ OSPF

@ RIPng ~ 2147483647

@ OSFFB

= Semice

@ Accesslist

© DHCP

<

e Close

< SNMP

@ Misc,

= Statistics

i

&) Applet ap Switchapplet started [

(Figure3-291) Working Routing Table page
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Figure 3-294 shows Working Routing Table for IPv6 page.

0/applet - Microsoft Internet Explorer

Fle Edb View Favortes Tools Help |
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |
Address [@] htep:1172.17.104.100/ applet ~| e ‘
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T v [ (0
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© FastEthemet Command: fexec/show/ipvb/route:
< Loopback
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- Crypto
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< IKE
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: CA Server C * £es0::/64 is directly connected, FastEthernet0/2
H %‘a“‘s C + fe80::/64 is directly comnected, FastEthernet0/l - 21474836475
-8 o””s‘“i oy C * fes0::/64 is directly connected, FastEthernet0/0
2 p‘, el C>* fe80::/64 is directly connected, Loophack0
< 0SPF
< RIPng ~ 2147483647
< 0SPFG
= Semice
< Accesslist
< DHCP
< ARP
< DNS Close
< SNMP
@ Misc,
= Statistics
@] Applet ap Switchapplet started [ | e intemet 7

(Figure3-292) Working Routing Table for IPv6 page

Figure 3-295 shows Connected Routing Table page.

Tods Help
dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |
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@
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°
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=g Crypto
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@ IKE
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@ CASewer

@ Slatus
& Routing
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@ OSFFB

= Senvice

@ Access-list
@ DHCP

“ ARP

@ DNS

@ SNMP
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Codes: K - kernel route, C - comnected, 5 - staric, R - RIP, 0 - 05PF, <5~ 2147483647~
I - IS-I5, B - BGP, > - selected route, # - FIB route
C># 10.1.1.0/24 iz directly connected, FastEthernet0/1

C>* 127.0.0.0/8 is directly connected, Loopbackd

<5 ~ 2147483647~
C>* 172.17.0.0/16 is directly connected, FastEthernetd/0

<5 ~2147483647>

sl

&) Applet ap Switchapplet started [

(Figure3-293) Connected Routing Table page
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Figure 3-296 shows Connected Routing Table for IPv6 page.

2 ht 17.

applet - Microsoft Internet Explorer

Fle Edk View Favorkes Toos Help

dmvack - = - (@ [8) A | Qsearch [ijFavortes (Bristory |
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| x|
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[c ™ £e80::/64 is directly connected,

i [C * feB0::/64 is directly connected,
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Codes: K - kernel route, C - connected, 5 - static, R - RIPng, 0 - 05PFv3,
I - I5-1I5, B - BGP, * - FIB route.

C>* ::1/128 is directly comnected, Loopback(
ing [C * £e80::/64 is directly connected,

FastEthernet0/2
FastEthernetd/1
FastEthernetd/0
Loopback(

<5 ~3147483647>

<5~ 2147483647~

<5 ~2147483647>

|@] Applet ap. SwitchApplet started

i

(Figure3-294) Connected Routing Table for IPv6 page
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Service menu

Access-List

edition, delete using Smart Manager.

Access-List of AP900S can create IPv6 with IPv4 Standard/Extended/Name.

Also it has a Copy/Paste function which enables Access-List creation,

(Caution!) Access-List must have at least one line of Permit sentence.

lsix

| Fle Edt Vew Favortes Tooks Help ‘

| #=Eack - =& - @ [B] @ | Doearch GFavortes FHstory |

| Addrass [@1 hetpui172.17.104. 100 applet =l @ ‘
|

Systern Interface  Crypto  Routing  Service  Statistics

|—° Tunnel
- Crypto

© IPSec

@ MAP

@ IKE

@ CA

@ CAServer

@ Status
& Routing
—© Static Routes
—® RIP
|-© 0sPF
@ RIPng
Lo OSFFG
-[® sewvice

® =-lig

=& statistics

f—® System Performance
—© PortPerformance
[—© PortStatistics

— @ IPSec Performance

] e

[ T

@] Applet ap, SwitchApplet started

(Figure3-295) Access-List Main page

| Internet
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=
172.17.104.101
Interfacel

20.1.1.1 %

RouterB

Interfacel
172.17.104.100

Interfacel Interfacel

20.1.1.1

(Figure3-296) Access-List Network Diagram

In this example of Network Diagram, host 10.1.1.2 and host 172.17.104.101
can send/receive Packet properly using Routing Protocol such as Static
Routing or RIP etc. however, when Access-List which restricts ICMP packet
(Source IP Address “10.1.1.2”, Destination IP Address “172.17.104.101” ) is
applied to Interface0 of RouterA then host 10.1.1.2 and host172.17.104.101
can not have ICMP communication.

Access-List is applied on interface. Access-List is not only restricts Packet
transmit but also it can be applied on Crypto Map. In this Crypto Map,
Data is protected by encapsulating Packets which is on Access-List.

Moreover, Access-List is used for filtering received Routing Table when
exchanging Routing Table between Routers. And also Access-List is used
to create IP-Policy for QoS.
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Figure 3-299 shows how to create IPv4 Standard Access-List.

Click “Create Access-ID” by clicking right side of the mouse on Standard

Access-List.

il

| Fle Edt Vew Favortes Toos Help |

| ek - = - D [B g} | Doearch EFavories (BHstory |

| Addrass [@1 hetpui172.17.104. 100 applet =l @ ‘
=
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L& Tummel =l AccessList
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@ MAP

@ IKE

@ CA

@ CAServer
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—© Static Routes
—® RIP

—® OSFF

—® RIPng

— @ OSFFB
.E‘.emce
e

[ T

ard

Expand All
Cuollapse All

=& statistics

f—® System Performance

—© PortPerformance
{—© PortStatistics il
— @ IPSec Performance bz

@] Applet ap, SwitchApplet started ]

(Figure3-297) Create Standard Access-List

| Internet

Input “50” for Access-ID, “acl standard” for Remark. Spaces are allowed

for Remark.

isix]
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| ek - = - D [B g} | Doearch EFavories (BHstory |

| Addrass [@1 hetpui172.17.104. 100 applet =l @ ‘
=

System Interface Crypto Routing Service  Statistics

L

] o

& Crpto
© IPSec
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@ IKE
@ CA
@ CAServer
@ Status
& Routing
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—® RIP
|-© 0sPF 1o
@ RIPng
Lo OSFFG
-[® sewvice
@

[ T

reate Access-ID i
Standard Access-List

1Dl x|
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OK Close

=& statistics

f—® System Performance

—© PortPerformance
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— @ IPSec Performance bz

@] Applet ap, SwitchApplet started ]

(Figure3-298) Input Access-ID, Remark

| Internet
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Click “OK” to verify. Figure3-301 shows the Access-ID.
18]

| Fle Edt Vew Favortes Tooks Help ‘

| ek - = - D [B g} | Doearch EFavories (BHstory |
| Addrass [@1 hetpui172.17.104. 100 applet =l @ ‘

System Interface Crypto Routing Service  Statistics

-+ Crypio
© IPser [ T

MAP

IKE

CA

CA Server

@ Status

& Routing

—© Static Routes
—® RIP

|-© 0sPF

@ RIPng

Lo OSFFG

®
3
3
3

=& statistics
f—® System Performance
—© PortPerformance

[—© PortStatistics )
— @ IPSec Performance hz Close

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-299) Access-ID creation verify.

Select “Insert Action” by clicking right side of mouse on created Access-ID.
18]

| Fle Edt Vew Favortes Tooks Help ‘
| ek - = - D [B g} | Doearch EFavories (BHstory |
| Addrass [@1 hetpui172.17.104. 100 applet =l @ ‘

El

System Interface Crypto Routing Service  Statistics
FERL
|

& Crpto
© IPser [ T
MAP 9
IKE
CA
CA Server
@ Status
& Routing
—© Static Routes
—® RIP
@ 0SFF
—® RIFng
L& 0SFFE
.E‘.emce
e

0000

Delete

=& statistics
f—® System Performance
—© PortPerformance

[—© PortStatistics )
— @ IPSec Performance hz Close

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-300) Select Insert Action
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Select “Permit” for Action, “A.B.C.D, A.B.C.D” for Source Address.

7 Router Smart Manager -

Microsoft Internet Explorer

| Fle Edt View Favotes Tooks Help
| ek - = - D [B g} | Doearch EFavories (BHstory |
JAddrsss|@ httpiff172,17.104,100japplet =l e ‘

System Interface Crypto Routing Service  Statistics

L
|

|—° Tunnel
- Crypto

© IPSec

MAP
IKE
CA
CA Server
@ Status

5@ Routing - -
o sStatic Routes Standard Access-List

o RIP
|-* osPF

—® RIPng Action permit B

Lo osPFe Source Address: any BN
1
AB.cOD

[ BT

®
3
3
3

— =
OK Cloge

-[® sewvice
@

=& statistics
f—® System Performance
—© PortPerformance

[—© PortStatistics )
— @ IPSec Performance hz Close

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-301) Select Action, Source Address Type

Enter “172.17.104.0” for IP Address , “0.0.0.255” for Wildcard bits.
3 81X

| Fle Edt View Favotes Tooks Help ‘
| ek - = - D [B g} | Doearch EFavories (BHstory |
JAddrsss|@ httpiff172,17.104,100japplet =l e ‘
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© IPser [ T
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= X
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N i Source Address [necoaBCD =] [ir2,17 J04.0 |[0 .0 0 255
L& 0SFFE
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e

Ok Close

=& statistics
f—® System Performance
—© PortPerformance

[—© PortStatistics )
— @ IPSec Performance hz Close

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-302) Input Source Address Range
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Click “OK” to verify. Permit sentence is created.

7 Router Smart Manager - Microsoft Internet Explorer 1= x|

| Fle Edt Vew Favortes Tooks Help
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& Crpto
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@ IKE
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@ 0SFF
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— @ IPSec Performance hz Close

@] Applet ap, SwitchApplet started

(Figure3-303) Access-List creation verify

| Internet
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Figure 3-306 shows how to create Extended Access-List.
Select Create Access-ID by clicking right side of the mouse on Extended

Access-List.

7 Router Smart Manager - Microsoft Internet Explorer = x]
| Fle Edt Vew Favortes Tooks Help ‘

| ek - = - D [B g} | Doearch EFavories (BHstory |
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[— ® Stalic Routes

Expand All
Collapse All

B—E Statistics
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(Figure3-304) Select Extended Access-List Create Access-1D

Enter Access-ID (“2004”), Remark (“extended_test”).
=BT
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© Status

——4= Routing
— @ Static Routes

-* RIP
e ospF D: 2004 [100-198 or 2000-2598]

|- RIPng
Extended_test escription]
L& OSPFE Remark: R [D ption]
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Lo |psac = Close

2] Applet ap, SwitchApplet started [ | meernet

(Figure3-305) Input Extended Access-List Access-ID, Remark
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Select Insert Action by clicking right side of the mouse on Access-ID.

7 Router Smart Manager - Microsoft Internet Explorer 1= x|
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System Interface Crypto Routing Service  Statistics
LS
L= B accessust
£ Cryplo
© IPSec [ T
© MAP z
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Lo |psac ; = Close

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-306) Select Extended Access-List Insert Action

Enter the range of Source IP Address, Destination IP Address, input or

select Protocol and Permit etc.

7 Router Smart Manager - Microsoft Internet Explorer _1=x|
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(Figure3-307) Extended Access-List
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Click “OK?” to verify.

7 Router Smart Manager - Microsoft Internet Explorer 1= x|
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(Figure3-308) Extended Access-List creation verify
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Figure 3-311 shows how to configure Name Access-List.

Select Create Access-ID by clicking right side of the mouse on Name
Access-List.
7 Router Smart Manager - Microsoft Internet Explorer = x]
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=

System Interface Crypto Routing Service  Statistics

G =

& IPac [ T
> wap s

= 1ol
@ IKE ended
: ca E-* 2004
CA Server & pamit 210.44.211.0/0.0.0.255
© Status @b
=42 Routing

— @ Static Routes

Expand All
Collapse All

B—E Statistics

f{—® System Performance

e Bl cccessit
£ Cryplo

[—© PortPerformance

[— ¢ PortStatistics —
Lo |psac ; = Close
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(Figure3-309) Select Name Access-List Create Access-1D
Enter “test_1” for Access-ID, “name_test” for Remark.
Llsix]
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(Figure3-310) Input Name Access-List Access-ID, Remark
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Select Insert Action by clicking right side of mouse on the new Access-ID.
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(Figure3-311) Select Name Access-List Insert Action

Input or Select the ranges of Source IP Address and Permit.
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Verify the new Name Access-List.
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(Figure3-312) Name Access-List Verify
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Figure 3-316 shows how to write IPv6 Extended Access-List.

Select Create Access-ID by clicking right side of the mouse on Extended

Access-List.
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(Figure3-313) Select IPv6 Extended Access-List Create Access-ID

Input “2300” for Access-ID, “ipv6_test” for Remark.
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(Figure3-314) Input IPv6 Extended Access-List Access-ID, Remark
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Select Insert Action by clicking right side of the mouse on created ID.
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(Figure3-315) IPv6 Select Extended Access-List Insert Action

Select Source IP Address, Destination IP Address, Protocol etc.
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(Figure3-316) Writing IPv6 Extended Access-List
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Click “OK?” to verify.
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(Figure3-317) IPv6 Extended Access-List creation
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Click on right side of the mouse on Access-List to check Access-List. See

the Figure 3-321.
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(Figure3-318) Access-List Pop Menu

Figure 3-322 shows IPv4 Access-List page.
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(Figure3-319) IPv4 Access-List page
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DHCP

DHCP Pool which is created from DHCP (Dynamic Host Configuration
Protocol) menu must be applied on appropriate Interface to work

properly. More than one of DHCP Pool can be written.
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(Figure3-320) DHCP Main page
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Figure 3-324 shows the example network diagram of DHCP.

30.1.1.100

20.1.1.0 /24
Network

Roufer%

No IP Address 10.1.1.100
[DHCP Client] [DHCP Server]

- - >

(Figure3-321) DHCP Diagram 1

Currently Host A is not able to communicate with Host B because it does
not have IP Address. However, DHCP Server is enabled on Router A so if
Host A sends DHCP Request to Router A then Host A can assign IP Address
from Router A. See the Figure 3-325.

DHCP Request ==

DHCP Offer

%/ 20.1.1.0 /24
el’work A Host A Ro UTEI% Network
10.1.1.101 10.1.1.100

[DHCP Client] [DHCP Server]

(Figure3-322) DHCP Diagram 2
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Figure 3-326 shows how to create DHCP Pool.

Select Add Pool by clicking right side of the mouse on DHCP.
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@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-323) Select DHCP Add Pool

Input “addpac” for Pool Name.
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(Figure3-324) Input DHCP Pool Name
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Select Add Network by clicking right side of the mouse on created DHCP

@ »
Pool “addpac”.

sl
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(Figure3-325) Select DHCP Add Network

New Network Wizard is executed Input IP Address Range.
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(Figure3-326) Input DHCP IP Address Range
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Input the ranges of IP Address which will be providing to DHCP Client.
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@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-327) Input IP Address Range for DHCP Client

Click “Add” to move to Address Range box.
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(Figure3-328) Move to DHCP Address Range box.
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Input Default Router IP Address. Input Maximum 3 addresses.
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(Figure3-329) Input DHCP Default Router IP Address

Click “Add” to move to Router IP List page.
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(Figure3-330) DHCP Router IP List page
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Input DNS IP Address. Input Maximum 3 addresses.
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(Figure3-331) Input DHCP DNS IP Address

Select Lease Duration of assigned IP Address.
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(Figure3-332) Select DHCP Lease Duration
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Click “OK?” to verify.
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(Figure

3-333) addpac DHCP Pool configuration

| Internet

Select “Configuration” to input the value by clicking right side of the

mouse on Option to use options such as POP-Server, NTP-Server.
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(Figure3-334) DHCP Pool Option page
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ARP

ARP (Address Resolution Protocol) is used for matching IP Address on IP
Network with Physical Network Address. Physical Network Address
indicates Ethernet 48bits MAC Address.
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(Figure3-335) ARP Main page

<Table 3-46> ARP Menu Description

Elements Description

Input the lifetime for MAC Address info on ARP Table.
Entry Age .
Default value is “1200” seconds.

Entry Age Reset | ARP Reset is executed even if the session is on.

when used

It is used when the user wants to register static IP

Static ARP Entry
Address and MAC Address of the Host on ARP Table.
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Figure 3-339 shows the example of using Static ARP Entry.

Input “192.168.100.100” for IP address.
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(Figure3-336) Input Static ARP Entry IP Address

Input “00:02:a4:ff:ff.fe” for MAC Address.
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(Figure3-337) Input Static ARP Entry MAC Address
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Select “ARP Info” by clicking right side of the mouse on ARP to see the

contents of ARP Table.
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(Figure3-338) Select ARP Pop Menu ARP Info

ARP Table content will be shown.
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(Figure3-339) ARP Info page
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DNS

DNS (Domain Name System) is used to look up the IP Address for internet

domain name.
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(Figure3-340) DNS Main page

<Table 3-47> DNS menu Description

Elements Description

Domain-Lookup | Itis for Domain-Lookup Service.

Domain-Name Input Domain Name of AP900S.

Name Serverl~5 | Input Name Server IP Address. Maximum 5 addresses
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Figure 3-344 shows Diagram example of DNS Service
DNS Server

DNS Guery
[www.ap?00s.com]

DNS Query Response
[www.ap?00s.com
= 192.148.100.100]

—  WAN = @
%) «——— (IP Network) _____
RouterB
192.168.100.100

RouterA
172.17.104.100

(Figure3-341) DNS Service Diagram example

RouterA only have a domain address of RouterB, “www.ap900s.com” but

does not have IP Address of RouterB, then, RouterA can not access to
RouterB without DNS Service. So RouterA sends DNS Query for
“www.ap900s.com” to DNS Server, DNS Server notify IP Address,

“192.168.100.100” as for “www.ap900s.com” to RouterA.

Then RouterA can access to RouterB using IP Address “192.168.100.100”

received from DNS Query.
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Figure 3-345 shows the example of inputting Domain-Name of AP900S

and 3 of DNS Server IP Address.

~1a1]
| Fle Edt Vew Favortes Tooks Help ‘
| #=Eack - =& - @ [B] @ | Doearch GFavortes FHstory |
| Addrass [@1 hetpui172.17.104. 100 applet =l @ ‘
Systern Interface  Crypto  Routing  Service  Statistics
oNg | Hosts |
[ Darain
P — domain-Lookup: l
© Stalus domain-Name: e addpac.com
& Routing
—© Static Routes
—*® RIP Name Server
@ 0SFF
—e RIPng Mame-Server 1: 168.126.63.1
L& 0SFFE
-[® sewvice Name-Server 2: 168.126.63.2
[— @ Access-list
|- pHCP Mame-Server 3 210.94.0.7]
|- aRP
- E— Hame-ener 4
f—® SNMP
Lo Misc Narne-Server 5
=& statistics
f—® System Performance
—© PortPerformance
{—© PortStatistics il
— @ IPSec Performance bz i) i

(Figure3-342) DNS input example

@] Applet ap, SwitchApplet started [ @ meernet
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Hosts Menu is used to input Domain IP Address to AP900S without using
DNS Server.

Figure 3-346 shows the example of inputting www.test.com in Name filed.
18]

| Fle Edt Vew Favortes Tooks Help ‘

| #=Eack - =& - @ [B] @ | Doearch GFavortes FHstory |

| Addrass [@1 hetpui172.17.104. 100 applet =l @ ‘

El

Systern Interface  Crypto  Routing  Service  Statistics
G50 =
I~

- Crypto
© IPget Dh& Hosts |
@ MAP
@ IKE
® CA Mame
© CAServer test com| | 1
@ Status

& Routing

—© Static Routes

—® RIP

—® OSFF

—® RIPng

— @ OSFFB

-[® sewvice

[— @ Access-list

(—® DHCP

—< ARP

— © RN

f—® SNMP

@ Misc

=& statistics

f—® System Performance

—© PortPerformance

{—© PortStatistics il
“—© IPSec Performance L2 Apply Close

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-343) Input Host Name

Input IP Address “161.33.16.44” for www.test.com.
18]

| Fle Edt Vew Favortes Tooks Help ‘
| #=Eack - =& - @ [B] @ | Doearch GFavortes FHstory |
| Addrass [@1 hetpui172.17.104. 100 applet =l @ ‘

Systern Interface  Crypto  Routing  Service  Statistics
[
G50 =

- Crypto
© IPget Dh& Hosts |
© WAP
@ IKE
° Ca . ne
© CAServer et tBSLCOM. 1[161.33.16.44
@ Status

& Routing

—© Static Routes

(—e RIP

@ 0SFF

—® RIFng

L& 0SFFE

-[® sewvice

[— @ Access-list

=& statistics
f—® System Performance
—© PortPerformance

{—© PortStatistics il
“—© IPSec Performance L2 Apply Close

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-344) Input Host IP Address
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SNMP

It sets SNMP Agent of AP900S so the user can manage AP900S remotely
using SNMP Server. Enable SNMP to use. Default is Disable.

7 Router Smart Manager - Microsoft Internet Explorer

-1=] x|
| Fle Edt Vew Favortes Tooks Help ‘
| e - 5 - @D [ A | Boearch EFmvoites (History |
| Addrass [@1 hetpui172.17.104. 100 applet =l @ ‘

Systern Interface  Crypto  Routing  Service  Statistics
=il SNMP Management

 Enable SNMP

@ Disable SNMP

Byster Gptiane | Bty et | Trap Wanaaers |
@ CAServer
© Status : '7

L @ Routing Host Name: Router
© Static Rout
. F(Ii'm Dutes Systern Location: urknown
© 0SFF
® RIFng Systern Contact: unknown
© OSFFE
Service
@ Access-list
Slal\sl\cs
© System Performance
< PortPerformance
© PortStatistics il
< IPSec Performance bz i) i
@] Applet ap, SwitchApplet started

[ @ meernet

(Figure3-345) SNMP Main page
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Figure 3-348 shows input example of SNMP System Option.
SEIE

| Fle Edt Vew Favortes Tooks Help ‘
| e - 5 - @D [ A | Boearch EFmvoites (History |
| Address [&] heepif172,17.104 100/ appiet = e ‘

Systern Interface  Crypto  Routing  Service  Statistics
HE
Le Tunnel =1l SNMP Management

& Crpto
—® IPSec @ Enable SNMP
—© MAP " Disable SNMP
—*® IKE
o ca System Options | Gormrunity Stings | Trap Managers |
[—© CASerer

Lo Status , '7
42 Routing i Router
—© Static Routes l—
o RIP Systern Location: AddPac 2nd Floor
- 0sFF
—e RIPng Systern Contact \AddPac Tech Support

— @ OSFFB
-[® sewvice

[— @ Access-list
|- @ DHCP
< ARP

Statistics

© System Performance
< PortPerformance

@ Port Statistics

< IPSec Performance

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-346) SNMP System Option Input example

<Table 3-48> SNMP System Option Description

Elements Description

It sets Host Name of AP900S. You can check the
Host Name value from “Inventory” Only English characters and

numbers can be used for values.

System Location | Input the physical location of AP900S.

System Contact | Input Contact info for any problems on AP900S.

Addk‘ AddPac Technology Proprietary & Documentation 285 - 267



Smart Manager Operation Guide for AP900S, Release 1.00

Figure 3-350 shows the example of SNMP Community String.

7 Router Smart Manager - Microsoft Internet Explorer =151 x|
| Fle Edt Vew Favortes Tooks Help ‘

| e - 5 - @D [ A | Boearch EFmvoites (History |

| Address [&] heepif172,17.104 100/ appiet =l @ ‘

Systern Interface  Crypto  Routing  Service  Statistics

LR (=

Le Tunnel =1l SNMP Management
& Crpto
- Ipser @ Enable SNMP
e  Disable SNMP
—*® IKE
e ca Systern Options CummumwsvmgShrap Managers
f—© CASerer
== ;nu?:;us Mew String ——— - Current String
(—© Static Routes
e RIP Kikang|
- 0sFF 40D
—*® RIPng " RO(Reed Orily)
— @ OSFFB
I8 Genice & RiRea W) _Remoee|
[— @ Access-list
(—® DHCP
—*< ARP
—® DNS
— © Rl
—© Misc
Statistics
© System Performance
< PortPerformance
© PortStatistics il
< IPSec Performance bz

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-347) SNMP Community String example

<Table 3-49> SNMP Community String Description

Elements Description

SNMP Community String. Input a new value then
New String Click “ADD” after selecting RO (Read Only), RW
(Read Write) to add.

It is current Community value. Select Community
Current String String value you want to delete then Click

“Remove” to delete.
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Figure 3-351 shows the example of SNMP Trap Manager.

lsix
| Fle Edt Vew Favortes Tooks Help ‘

| #=Eack - =& - @ [B] @ | Doearch GFavortes FHstory |

| Addrass [@1 hetpui172.17.104. 100 applet =l @ ‘

Systern Interface  Crypto  Routing  Service  Statistics
© Tunnel =1l SNMP Management

& Crpto
© IPSec @ Enable SNMP
> b  Disable SNMP
@ IKE
© CA System Options | Community Stings  Trap MaﬂaBEf5|
@ CAServer
@ Status
5 Routing Trap Parameter
—© Static Routes
o RIF TrapHost  [17217.1.104
- 0sFF o
Version -
@ RIFng vze

C.M.T String: {Hello Remove
[~ Acress-list Trap Port: ||—

|- @ DHCP
< ARP

|- DMS
e
@ Misc

=& statistics

f—® System Performance
—© PortPerformance

{—© PortStatistics il
“—© IPSec Performance L2 Apply Close

P

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-348) SNMP Trap Managers example

Figure 3-352 shows the example of SNMP Trap Manager.

sl
| Fle Edt Vew Favortes Tooks Help ‘

| #=Eack - =& - @ [B] @ | Doearch GFavortes FHstory |

JAddrsssl@ http:fi172.17. 104,100} applet = e ‘

Systern Interface  Crypto  Routing  Service  Statistics
© Tunnel =1l SNMP Management

-+ Crypio
® IPgec & Enable SNMP
> b  Disable SNMP
@ IKE
© CA Systern Ommnsl Community Strings  Trap Manager5|
© CASerer
=] Ronu?:;us Trap Parameter Communi
|—¢ static Rautes T— l— 172171104 vac Hello
—® RIP
—® OSPF
L5 rico Wersion fn ||

—© OSFFO C.W.T String: Remave
-[® sewvice
f—© Access-list Trap Port:

|- DHCP

st
=& statistics
f—® System Performance
—© PortPerformance

{—© PortStatistics il
“—© IPSec Performance L2 Apply Close

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-349) SNMP Trap Managers page
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<Table 3-50> SNMP Trap Parameter Description

Elements Description
Input Trap Message to IP Address of host which will
Trap Host
be transferred.
) Select SNMP Trap Version. It has to be the same as
Version .
the version of Trap Host.
C.M.T String Input SNMP Trap Community String.
Trap Port Input Trap port of SNMP Trap Message.
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Misc.

Misc. menu controls Telnet/SSH, FTP, HTTP of AP900S.
SED

| Fle Edt Vew Favortes Tooks Help ‘
| e - 5 - @D [ A | Boearch EFmvoites (History |
| Address [&] heepif172,17.104 100/ appiet =l @ ‘

Systern Interface  Crypto  Routing  Service  Statistics
HE
Ls Tunnel =}l TelnetiSSH FTP HTTP

& Crpto
e iPsec TenetssH | FTe | HTTR |
—® MAFP
e IKE E
—® CA
|- CaSemver Telnet I
—© Status S8H: 72
& Routing

—© Static Routes
—® RIP

—o 0BPF rPort rhccess Class

—* RIPng r— |
W e Telnet: [23 <1-65636~ Py [Mone
[ Genice ssH:  [22 <1-65535> IPvE: [None -

[— @ Access-list

\\\\\\ [hax Session

|- DHCP
|- ARP

Statistics

© System Performance
< PortPerformance

@ Port Statistics

< IPSec Performance

@] Applet ap, SwitchApplet started ]

(Figure3-350) Telnet/SSH Menu page

© Internct

<Table 3-51> Telnet/SSH Description

Elements Description

Enable
[Telnet, SSH]

Enable or Disable services such as Telnet, SSH.

Max Session Limits Remote Access (Telnet/SSH) users.
Port Defines TCP Port for Telnet, SSH.
[Telnet, SSH] Default is 23 for Telnet, default is 22 for SSH.

Remote Access Filtering using Access-List of IPv4,
IPV6.

Access Class
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7 Router Smart Manager - Microsoft Internet Explorer

| Fle Edt Vew Favortes Tooks Help

=13l

| e - 5 - @D [ A | Boearch EFmvoites (History |

| Address [&] heepif172,17.104 100/ appiet

o oe

Systern Interface  Crypto  Routing  Service  Statistics

LR (=

|—° Tunnel
& Crpto
—® IPSec
—® MAFP
—*® IKE
—® CA
[—© CASerer
— @ Status
& Routing
—© Static Routes
—® RIP
—® OSFF
—® RIPng
— @ OSFFB
-[® sewvice
[— @ Access-list
(—® DHCP
—*< ARP

Statistics

© System Performance

< PortPerformance

© PortStatistics il
< IPSec Performance bz

Telnet/'SSH FTP HTTP

TelnetissH TP | HTTP |

Enable AN FTP

Allow Anomymaus: T

rPort rhccess Class

Contral: |21 <1-65535= IPva
Data 20 =1-B5535= IPv6

Mone o
Mone i

@] Applet ap, SwitchApplet started

[ @ meernet

(Figure3-351) FTP menu page

<Table 3-52> FTP Description

Elements

Description

Enable
[FTP]

Enable / Disable FTP Service.

[Control, Data]

Allow Allow anonymous FTP access.
Anonymous

It is used to alter FTP Control Port and Data Port.
Port

Default value is 21 for Control Port. Default value is
20 for Data Port.

Access Class

Filtering Remote Access using Access-List of IPv4,
IPV6.
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7 Router Smart Manager - Microsoft Internet Explorer 1= x|

| Fle Edt Vew Favortes Tooks Help ‘
| e - 5 - @D [ A | Boearch EFmvoites (History |
| Address [&] heepif172,17.104 100/ appiet =l @ ‘

Systern Interface  Crypto  Routing  Service  Statistics
HE
Ls Tunnel =}l TelnetiSSH FTP HTTP

& Crpto
@ IPgec TelnetssH | FTR HTTF |
—® MAFP
—* IKE E
—® CA
[—© CASerer
— @ Status
& Routing
—© Static Routes
—® RIP
—o 0BPF rPort rhccess Class
—® RIPng

IPva Mane b
o SEEEB Hitp: % Unknown cc <1-65535~ ¥
J—E! Service IPv6 lm

[— @ Access-list
|- @ DHCP
< ARP

\\\\\\ [Authentication

HTTF: F Mo Authentication: ™

< PortPerformance

Statistics

© System Performance

© PortStatistics il

“ IPSec Perfarmance hz Apply Close

@] Applet ap, SwitchApplet started [ @ meernet

(Figure3-352) HTTP Menu page

<Table 3-53> HTTP elements Description

Elements Description

Enable
[HTTP]

Enable or Disable HTTP Service.

No

. . No authentication for HTTP access.
Authentication

Port It is used to change HTTP access Port.
[HTTP] Default value of HTTP Port is “80”

Filtering Remote Access using Access-List of IPv4,
IPV6.

Access Class
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Statistics Menu

System Performance

System Performance Menu monitors CPU and memory usage of AP900S
using graphs. The user can change Update Interval.

/3 Router Smart Manager - Microsoft Internet Explorer

B =0l x|
| Fle Edt View Favorss Took Help ‘
| =gk - = - @ [2] A} | @search [EfFavorites {HHistory |
| Address [@] heep:if172.17.104. 100 applet B
Systern  Interface  Crypto  Routing  Service  Statistics
=l System Perfermance
Update Time. 5 Seconds 'I
FEEPL= - CPU Histary
~ Memory — ~ Memory Histary
—® RIPng
@ OBPFB
14 Senice
—® Access-list
—® DHCP
—® ARP
— @ DNS
— & SHMP - Memaory Detail (KE) rCPU Detail (%)
< Misc. total memaory B5536 CPU Idle al
=+ Statistics . used memory 32062 CPU used £l
- n Perarmance free memary 33474
— @ Port Performance .
— @ Port Statistics |
< IPSec Performance = e
|&] Applet ap.switchapplet started || [ miemet 7
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Port Performance

Port Performance monitors every Ethernet Port of AP900S. It shows almost
real-time data traffic rate about each LAN ports using analog style

graphs and digital value. The user can change Update Interval.

3 AP900S Smart Manager - Microsoft Internet Explorer =10l x|
Fle Edt View Favorites Took  Help

t=sack - = - @ [7] @ | @soarch [EFavorites (HHistory |
address [@] hitp:f/172.17.104, 100/applet =l @ ‘

Systern Interface  Crypto  Routing  Service  Statistics

LI

@ aApan0s 55l Port Performance 1
-0 System —

— & Inventary FastEthernet 0/0 Update Time: |5 Seconds 'I
— ® Time Management 100K

% LIsEr. n [khps]

—® Write
— & Reboot L

Interface 3
— @ FastEthernet oM
— ® Loophack
— @ Dialer

FastEthernet 0/1
— < Tunne|
-5 Crpto
— ¢ IPSec
% mae Out fichps]:
e s 2740

—® CA

— ¢ CASerer
— @ Status S
4= Routing

— @ Slatic Routes

FastEthernet 0,2
—+ RIP

e O8PF
— RIPrg
L+ 0SPFE

‘:ﬁ Senvice =

|&] Applet ap. Switchapplet started

A

[ [ [ mkemet

(Figure3-353) Port Performance page
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Select “show detail” to see a specific Port by clicking right side of the

mouse on Port.

| Fle Edit View Favorites Tools Help

| #mpack - = - @[] A} | Qoearch [EFavorites (HHistory |

=10l x|

| address [@] hitp:if172.17.104.100/applet

B[

|

R -
LT
i ——orarer
— @ Tunnel

=B Crypto

< IPSec

* MAP

® KE

® CA

@ CAServer

@ Status
=& Routing

@ Static Rou

@ RIP

@ OBPF

< RIPng

- % OBPFB
=R semice

@ Access-lis

® DHCP

* ARP

® DNB

@ SNMP

@ Misc.
= Eslatlsms

+ n P

n
@ Port Perfo
@ Port Statis
® IPSec Per

econds 'I

i

|&] Applet ap.Switchapplet started

| [ mtemet 7

(Figure3-354) Port Statistics page
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Port Statistics

Port Statistics Menu shows data traffic rate per time for Fast Ethernet 0/0,
0/1, 0/2 of AP900S. It uses analog style graphs and digital numbers. The
user can check a specific port time and data traffic rate from the graph
using a mouse.

‘B Router Smart Manager - Micrasoft Internet Explorer ol x|
| Fle Edt View Favorites Took Help n

| #mpack - = - @[] A} | Qoearch [EFavorites (HHistory |

| address [@] hitp:if172.17.104.100/applet = ee

|

R =~ -loix
CraT /] .
BREE ics

——orareT

— @ Tunnel

& iWF\IILDSec M econds 'I
* MAP M
® KE
® CA
@ CAServer
@ Status

=& Routing
@ Static Rou
@ RIP
@ OBPF
< RIPng

-® OBPFB
=R semice

@ Access-lis

® DHCP

* ARP

* DNS

@ SNMP

@ Misc.

= E Statistics
* P
@ Port Perfo

< Part Statls
® IPSec Per

i

|&] Applet ap.Switchapplet started | [ mtemet 7

(Figure3-355) System Performance page
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A Router Smart Manager - Microsoft Internet Explorer il =iol x|
| Fle BB View Fovokes Took ek | |
iz o D D) Q)| Dseach [ElFavortes (PHistory
| adbess [€] hetp1172.17.104, 100 applet =] @se
- — —x
S e T — ~ioix
] == i o
BHE

2 Tunnel
=& Crplo
% IPSac
o MAP
2 [KE
s CA
* CAg
< Glab
=& Routing
< StatigRou
* RIP
< 08P
< RiPn
o 08P
=R Service
= Accefls-lis
@ DHC
& ARP
@ DNS
& SNM
< Misc

= Statistic
" - EEEIR

< Port

< Por
8] Aplet g, Swchifbrlet started

\J
@

L | vy
@ ® ® ®

<Table 3-54> Port Statistics Description

Number

Description

It shows data traffic rate. The unit is Mbps.

It is a mouse Point. Data rate and time of that Point appears

as numbers in number 4 and 5.

It shows Tx/Rx graph

It shows Tx/Rx data rate which the pink stick indicates.

@ ® | @ ®

It shows the time which the pink stick indicates.
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AP900S control method on the front panel

Introducing the front ports of AP900s

The front of AP900S Smart Manager shows real-time operation state of
AP900S and Link State of each Port. Also the user can move to Port

Configuration, Port Status menu by clicking right side of the mouse on Port.

g R
| Ble Edt yew Favortes Ioos el -
| @i - o= - @ (8] o | Qsearch [EjFavortes {HHistory
ke €1 o1 72.17.104.1001opplet gl

=l

Syslem Interface Cryplo Routing Service Stafistics

BEE

@ APa00S
% Inventory FastEthernet 010 Update Time:

=8P System
— % Time Management
—* User
=% Wirite
- % Reboot
= Interface
| # FasiEthernet
|—* Loopback
|~ Dialer
< Tunnel
=& Cnplo
[—* IPSec
== map
—*< IKE
—*% CA
|—*< CAServer
s o FasiEthermet 02
[— < Slalic Roules
[—* RIP
[—® OSPF
|- RiPng
+ 08SPF&
=HR Senvice

FastEthernet 0/1

[&] Applet ap.SwichApplet started T =

Realtime Monitoring for Each Port

(Figure3-356) AP900S
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2} APBODS Smiart Manager - Microsofl Intemet Explorer =101 %
| Be ER Vew Favorkes ook Hep -
| e - = - (3] A} | Dsearch [afFavorkes (Fritory

| Agdvess [ @1 wtpiff172,47.104. 100/ applet =l =

I&\rs!em Interface  Crypbo  Routing Service  Statistics |
P |
@ APB00S Bl Port Performance |

-1 System |
@ Inventory FastEthermet 00 Update Time

2 Time Management 1d
i | “
oM
FastEthernet 011
100M
S0M
10M
w
oM
|
00M
1

2+ Rebool
=22 interface
& FastEtherni
# Loopback
# Dialer
@ Tunnel
=@ Cryplo
“ [PSec
* MAP
2 IKE
@ ca
< CAServer

@ Write
< Statu: ol
L FastEthernet 02

=& Routing
 Static Routes
* RIP
* (BPF
& RiPng
* OBPFE

piliseme =

{8 Appist 2. Swaichapgler started

(Figure3-357) AP900S Front

<Table 3-55> AP900S front Description

Number Description

The link state of the port. It is turned off when the link is
@ Link LED o o
down, and it blinks in green when the link is up.

(2 100Mbps It shows 100Mbps Link State of the port.
Link LED When 100Mbps Link is on, the yellow light is turned on.

If the Port is “Link Up” state, it shows as if UTP cable is
(3 Connect o .
on. If the Port is “Link Down” state, it shows Blank.

@ Power LED Power the AP900S on, the green light is turned on.
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The user can execute Port Configuration, Port Status commends by

clicking right side of the mouse on a specific Port using Smart Manager.

/2 Router Smart Manager - Microsoft Internet Explorer =181 x|
| Fie Edt Vew Favonies Took Help [ = |
| et - o - DD | Qoewrch (grmortes Pristory | |
| Address [&] hitpif1172.17.104, 100 applet =] @ ‘

=

Systemn  Interface  Crypto Routing Service  Statistics

|

System Perfermance

Update Time 5 Seconds vI

— @ Time Management CCPU ———— CPU History

—*® User

— @ Write

_— @ Rehoot
—F‘;ﬁ Interface
— @ FastEthermet
—® Loophack
— @ Dialer
— © Tunnel - Memory
-~ Cnipto
—® IPSec
—® MAP
—® IKE

-~ Memory Histary
e CA
— @ CASemer

— @ Status i

- Routing Memory Detail (KB) ——————  (CPUDetall (%) ———————————————
[ 27t sowks total memory 65536 oPUTie: o1
used memory 33064 CPU used g

—© 0SPF
¢ RIPng free memary 32472

— @ OSPFB

L?{F Service LI Close

Status
fa —

|&] Anpiet ap. Switchapplet started [ [ intemet

(Figure3-358) Execute AP900S Front Port Configuration

This below Figure 3-363 shows Port Configuration page.

2} Router Smart Manager - Micrasoft Internet Explorer o [=] JE3

Fle Edt View Favortes Tooks Help ‘

ok - = - (@D [A) A | @search [EiFavorites Bistory |
Address [@] hitp:/1172.17.104, 100/ applet = @e ‘

Systern  Interface  Crypto  Routing  Service  Statistics

LHIL

* Write =
“ Rehoot
= Interface

© Loophack

A41T.]
8 Dialer FasiEtherneld/l WPMTest [ 100 100 Ful 0002340021 T
@ Tunnel

L8 cryato FastEthernet0/z I aute v | 100 |atte v | Ful UP - |000224f0022 T
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(Figure3-359) Execute AP900S Front Port Configuration
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This below shows Port Status page
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(Figure3-360) Execute AP900S Front Port Status
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Checking list for Smart Manager connection failure

Smart Manager is Java Based Manager of TCP/IP Connection. So the user
has to access Web Management System before accessing the Smart
Manager. If the TCP/IP Connection is not working properly, check the

points below.

1. Make sure if the IP Address of PC is the same as the IP Address of
AP900S.
2. Try “Ping” Test to check if it receives Reply Packet properly.

3. Check if HTTP Server is enabled through the Console Terminal.

Router# show running-config
hosthame Router
skip

http server

(Figure3-361) HTTP Server from CLI

4. |If the HTTP Server is disabled, try to follow the procedure in Figure3-366.

Default login ID is “root/router” in this example.

Router#

Router# config terminal
Router(config)# http server
Router(config)# end
Router#

(Figure3-362) Enable HTTP Server from CLI
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IPSec related technical term

<Table 3-56> |IPSec related technical terms

Term

Description

DES

DES is for Encryption and Decryption of Packet Data. It
provides high performance Encryption using 56 bit key.
Decryption algorithm is used from Remote and it
recovers Cipher Text to Clear Text. Shared Secret Keys

execute Encryption and Decryption.

3DES

This is a Triple DES algorithm which is transformed from 56
bit DES. 3DES provides much powerful and efficient
encryption algorithm by applying 56 bit DES three times.

Diffie-
Hellman
(D-H)

Diffie-Hellman is Public-key Cryptography protocol. It
creates Shared Secret Key for encryption Algorithm (DES
or MD5) in unsecured network. Diffie-Hellman is used to
create Session Key in IKE. AP900S supports 768, 1024, 153
bit Diffie-Hellman Group.

MD5

It is Message Digest 5.

Message Digest 5 is Hash algorithm for Packet Data
authentication. AP900S supports HMAC-MD5. Hash is
one-way encryption algorithm which uses MD5 for IKE,

AH, ESP authentication.

SHA-1

It is Secure Hash Algorithm-1.
SHA-1 is a Hash algorithm for authentication of Packet
Data. AP900S supports HMAC-SHA-1. IKE, AH, ESP use

SHA-1 algorithm for authentication.

RSA

Signature

Rivest, Shamir, Adelman Signature is a Public-key
encryption system for authentication. IKE use D-H
exchange in order to decide Secret Key of IPSec Peer D-
H. RSA Signature or Preshared Key is used for

authentication.

IKE

Internet Key Exchange. IKE is Hybrid protocol which
provides Utility Services such as authentication of IPSec
Peer, Negotiation of IKE, IPSec Security Association and
key creation for authentication algorithm used by
IPSec. IKE and ISAKMP (Internet Security Association Key

Management Protocol) is used in the same way.
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CA

Certificate Authority.

When two IPSec Peer try to communicate, exchanging
Digital Certificates is necessary to identify each other.
This is CA.

Transport

Mode

Transport Mode is used for terminal to terminal security.
This mode provides security priority in Transport Layer for

Transport Header through packet transforming.

Tunnel

Mode

Tunnel Mode is usually used when the destination of
packet and secure tunnel terminal is different. So you
always have to use Tunnel Mode when tunnel terminal is
secure gateway. However Tunnel Mode IPSec can be
configured with two hosts. Tunnel Mode encapsulates
entire IP datagram after adding a new IP head in order
to recognize the start and end point of Tunnel. In this
case, Inner header is configured on host, outer header is

configured on tunnel terminal.

AH

Authentication Header. AH ensures data authentication,
data integrity and security by including information to
authenticate IP datagram. AH provides data integrity,

data authentication and reply prevents etc.

ESP

Encapsulation Security Payload.
It provides data integrity, reply prevents, security function
etc. it also provides authentication function depends on

types and modes of encryption algorithm.
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