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802.1Q VLAN +NAT/PAT
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Public IP (Static IP) + NAT/PAT 
!
interface Loopback0
ip address 127.0.0.1 255.0.0.0

( )

WANWAN ip address 127.0.0.1 255.0.0.0
!
interface FastEthernet0/0
ip address 200.212.149.130 255.255.255.0
encapsulation dot1Q 10
speed auto

WAN
(Data Network)

WAN
(Voice/Video

Network)

Enable VLAN speed auto
!
interface FastEthernet0/1
ip address 10.1.1.1 255.255.255.0
ip nat inside

FastEthernet0/0
VLAN ID: 10

Video/Voice Channel

L2 Switch

FastEthernet0/0:1
VLAN ID: 20

Data Channel
(NAT+PAT Outside)

Enable VLAN 
Trunk Port

speed auto
!
interface FastEthernet0/0:1
ip address 61.33.161.130 255.255.255.0
encapsulation dot1Q 20

FastEthernet0/1
(NAT+PAT Inside)

(NAT+PAT Outside)

p
ip nat outside
!
ip route 0.0.0.0 0.0.0.0 61.33.161.1
ip route 0.0.0.0 0.0.0.0 200.212.149.1
!

( )

!
access-list 1 permit 10.1.1.0 0.0.0.255
!
ip nat inside source list 1 interface FastEthernet0/0:1 overload
!

L2 Switch
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Public IP (DHCP) + NAT/PAT ( )

WANWAN

interface Loopback0
ip address 127.0.0.1 255.0.0.0
!
interface FastEthernet0/0

WAN
(Data Network)(Voice/Video

Network)

Enable VLAN interface FastEthernet0/0
ip address dhcp
encapsulation dot1Q 10
speed auto
!
i t f F tEth t0/1

FastEthernet0/0
VLAN ID: 10

Video/Voice Channel

L2 Switch

FastEthernet0/0:1
VLAN ID: 20

Data Channel
(NAT+PAT Outside)

Enable VLAN 
Trunk Port

interface FastEthernet0/1
ip address 10.1.1.1 255.255.255.0
ip nat inside
speed auto
!FastEthernet0/1

(NAT+PAT Outside)

interface FastEthernet0/0:1
ip address dhcp
encapsulation dot1Q 20
ip nat outside
!

FastEthernet0/1
(NAT+PAT Inside)

!
access-list 1 permit 10.1.1.0 0.0.0.255
!
ip nat inside source list 1 interface FastEthernet0/0:1 overload

L2 Switch
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Public IP (PPPoE) + NAT/PAT 

interface FastEthernet0/0
no ip address

( )

WAN
(Data Network)

WAN
(Voice/Video p

encapsulation dot1Q 10
pppoe enable
encapsulation ppp
pppoe-client local-interface
ppp authentication pap callin

(Data Network)

L2 Switch

(Voice/Video
Network)

Enable VLAN 
Trunk Port ppp authentication pap callin

ppp pap sent-username test password test
speed auto
!
interface FastEthernet0/1
i dd 10 1 1 1 255 255 255 0

FastEthernet0/0
VLAN ID: 10

Video/Voice Channel

FastEthernet0/0:1
VLAN ID: 20

Data Channel
(NAT+PAT Outside)

ip address 10.1.1.1 255.255.255.0
ip nat inside
speed auto
!
interface FastEthernet0/0:1

FastEthernet0/1
(NAT+PAT Inside)

no ip address
encapsulation dot1Q 20
pppoe enable
encapsulation ppp
pppoe-client local-interfaceL2 Switch pppoe client local interface
ppp authentication pap callin
ppp pap sent-username test password test
ip nat outside
!

li t 1 it 10 1 1 0 0 0 0 255

L2 Switch
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access-list 1 permit 10.1.1.0 0.0.0.255
!
ip nat inside source list 1 interface FastEthernet0/0:1 overload



802.1Q VLAN +802.1P CoS
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VLAN + CoS 
!
interface Loopback0
ip address 127.0.0.1 255.0.0.0ip address 127.0.0.1 255.0.0.0
!
interface FastEthernet0/0
ip address 200.212.149.130 255.255.255.0
encapsulation dot1Q 10
ip nat outside

WAN
(IP Network)

ip nat outside
ip policy-group 1
speed auto
!
interface FastEthernet0/1

L2 Switch

Enable 802.1p
Forwarding Policy

ip address 10.1.1.1 255.255.255.0
ip nat inside
speed auto
!
ip route 0.0.0.0 0.0.0.0 200.212.149.1

FastEthernet0/0
VLAN ID: 10

Video/Voice/Data Channel Set 802.1p Priority 
bits according 

to the policy-list
p
! 
access-list 1 permit 10.1.1.0 0.0.0.255
!
ip policy-list 1 local signaling cos 7
ip policy-list 1 local rtp cos 7

FastEthernet0/1
ip policy-list 1 local rtp cos 7
ip policy-list 1 default cos 0
!
ip nat inside source list 1 interface FastEthernet0/0 overload
!
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802.1Q VLAN +Bridge
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VLAN + Single Bridge Group

!
interface Loopback0
i dd 127 0 0 1 255 0 0 0

g g p

ip address 127.0.0.1 255.0.0.0
!
interface FastEthernet0/0
ip address 200.212.149.130 255.255.255.0
encapsulation dot1Q 10

WAN
(Data Network)

WAN
(Voice/Video

Network)

speed auto
!
interface FastEthernet0/1
no ip address
bridge-group 1FastEthernet0/0

L2 Switch

FastEthernet0/0:1

Enable VLAN 
Trunk Port

bridge group 1
speed auto
!
interface FastEthernet0/0:1
no ip address
encaps lation dot1Q 20

VLAN ID: 10
Video/Voice Channel

VLAN ID: 20
Data Channel

encapsulation dot1Q 20
bridge-group 1

!
no ip routing
!

FastEthernet0/1

ip route 0.0.0.0 0.0.0.0 200.212.149.1
!
!
!Bridge Group 1
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VLAN + Double Bridge Group

!
interface FastEthernet0/0

g p

ip address 200.212.149.130 255.255.255.0
encapsulation dot1Q 10
bridge-group 2
speed auto
!

WAN
(Data Network)

WAN
(Voice/Video

Network)
!
interface FastEthernet0/1
no ip address
encapsulation dot1Q 30
bridge-group 2
speed auto

FastEthernet0/0

L2 Switch

FastEthernet0/0:1

Enable VLAN 
Trunk Port

speed auto
!
interface FastEthernet0/0:1
no ip address
encapsulation dot1Q 20

VLAN ID: 10
Video/Voice Channel

VLAN ID: 20
Data Channel

Translate 
VLAN ID bridge-group 1

!
interface FastEthernet1/0:1
no ip address
encapsulation dot1Q 40

FastEthernet1/0
VLAN ID: 30

Video/Voice Channel

FastEthernet1/0:1
VLAN ID: 40

Data Channel

VLAN ID

e capsu at o dot Q 0
bridge-group 1
!
no ip routing
!
ip route 0 0 0 0 0 0 0 0 200 212 149 1

Video/Voice Channel Data Channel

Bridge Group 1
Bridge Group 2
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ip route 0.0.0.0 0.0.0.0 200.212.149.1
!
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