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Access Control Server
Redundancy Scheme
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ACS Redundancy Scheme

- Door Access Control Function
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Access Control Server Overview
Example : AP-ACS1000
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Main Features
AP-ACS1000 DACS (Door Access (

Door Access Control Application System

SIP Application Server, Proxy, Registrar and Location Server
Multiple ITSP Trunk with SIP & H.323 Accounts Support
Legacy PBX Interworking Service

High Performance RISC & Programmable DSP Architecture

Two(2) 10/100Mbps Fast Ethernet (IP Share ,etc)

High Performance LAN-to-LAN Routing Capability

Powerful Network Protocols (PPPoE, DHCP, Static Routing, etc)
IPv4/IPv6 Dual Stack

Firmware Upgradeable Architecture

Smart Multimedia Manager for IP-PBX Management
DACM(Door Access Control Manager)

Advanced Voice QoS Mechanism

Small, Light and Compact Design

Two(2) VolP Module Slots for Analog, Digital Interface
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Main Features

AP-ACS1000 DACS (Door Access Controls

 RISC Microprocessor Computing Power

e Main Chassis

— Network Interface
 Two(2) 10/100Mbps Fast Ethernet
* One(1) RS-232C Console (RJ45)

— Two(2) VoIP Module Slots for FXS, FXO etc

Addec www.addpac.com

10



Hardware Specification

AP-ACS1000 DACS (Door Access Control Syste

AddPac

AP-ACS1000 Front Side

AddPac

LANL (10/100Mbps)

LANO(10/100Mbps)

Console Port
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Hardware Specification

AP-ACS1000 DACS (Door Access Ca

AP-ACS1000 Back Side
PSTN Interface Module

Power Inlet

Power Switch

Hot-Swap Switch & LAMP Indication
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Hardware Specification

AP-ACS1000 DACS (Door Access Co

PSTN Interface Module

AP-N1-FXS8 8-Port FXS Voice Processing Module
(8 x RJ11)

AP-N1-FXO8 8-Port FXO Voice Processing Module
(8 x RJ11)

AP- 4-Port FXO and 4-Port FXS Voice

Processing Module (8 x RJ11)

AP-N1-E1T1 1-Port VoIP Digital E1/T1 Interface
Module(1xRJ45)
AddPac www.addpac.com
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DACS System Message

Registration and KeepAlive

AP-AC20 AP-ACS1000
Register with
Authentication
o
o
o
OK
Bl
- HTTP Get : Terminal
< List with Status
Bl
KeepAlive »] HTTP Response : Terminal List
- by AJAX XML
o
OK
Bl
Bl
Bl

DACP (Door Access Control Protocol) : XML over TCP
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DACS Q\/qum Messaa
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Access Pr|V|Iee and Schedule D

AP-AC20 AP-ACS1000

AGConfig : Configuration
Download

HTTP POST : User
Access Privilege &
Schedule

HTTP Response : OK

OK

Yyvy

HTTP GET : Terminal
Download Result

HTTP Response : Terminal
Download Status

DACP Handle Full or Partial Configuration
Download for Supporting Efficient and Large
Scale Network
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DACS System Message F

RF Card Read/Write and Registratio

AP-AC20 AP-ACS1000
HTTP GET: RF Card
Information
CardRead B
=
OK
] HTTP Response : OK
HTTP POST : RF Card
Information
CardWrite <
=
OK
] HTTP Response : OK
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DACS System Message

Door Open by RF Card or Passwo

AP-AC20 AP-ACS1000

1. Employee Put his RF Card
or Input Password using
Keypad

3. Send Notification to
Server and Save the Event
to Local Database

EventNotify

OK
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DACS System Message

Door Open by Other Terminal

AP-AC20

AP-ACS1000

AP-IP230
IP Phone

to Local Database

AddPac
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1
1. Visitor Call to Attendant or
a User
INVITE
> INVITE
-
200 OK
200 OK n
=
2. Talk to Visitor and Push
Door Open Softkey
INFO (DoorOpen) < INFO (DoorOpen)
200 OK
> 200 OK
3. Send Notification to "]
Server and Save the Event

19



Door Access Control
Manager for AP-ACS1000
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DACM (Door Access Contr

Main Web Page

@ Door Access Control Syste «

€ - C A ©1721611%dacm & A

Door Access Control System T Actess control setting changed

To apply setting, dide to transmitting to terminal. 2 Administrator

Home Userand Terminal = Access Control = Card » Log and Report =

Welcome to AddPac Technology Door Access Control System.

The door access control system{DACS) interworks with AddPac IP-Next system to manage the door access and access control refated configuration.
You may execute applicable features through each menu below and detail configuration can be accessible from each menu in upper menu.

Import User and Terminal Terminal Sync. Register a Card Event Log

Import user and terminal list Synchronize user, access group Register a new card to access Search event log who accessed
from IP-Next system to use for and schedule policy with terminal. terminal and what system
Door Access Control specified terminal(s). logged with various search
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DACM (Door Access Con

AddPac

Import User and Terminal

() Door Access Control Syste

&«

C fi | ® 17216.1.19/dacm/importData

Door Access Control System

Home

@ Access control setting changed
To 2pply setting, cick <1 to transmitting to terminal,

Uses and Terminal ~ Access Control ~ Card ~ Leg and Report +

Help | Logout
. Administrator

i Import User and Terminal

You can
This job

User

imports the users and terminzls from IP-Next PEX system.

can be used when first setup or users and terminals are newly added or changed in 2 IP-Next PBX system,

Terminal

1. User list to ba imported

Total Users: 11 Changed: 1 Added: 10 Deleted: &

L]

Displzy nevi added users of IP-Next PEX.
The selected user vill be imported to DACS(Door Access Cantral System).

(&3 Added user in a TP-Hext PBX system

/| Extension Hame Department

W Hwiang Weosun {SFloor/

(v 1005 Jufian Jonathan J5Floor!

vl 1013 Ramon Jorge fsFioor/

@ 60 wihite Nigel fsFloor!

v 1008 Kvion Hysjun {SFloor/SM/

(v 1000 Choi jinsuk J5Floor/SM|

v 4099 Han Jiyoung /5Floor/SM/

v 1 Oh Hyoungsuk J5Floor/Framework(
[} Display deleted users of IP-Next PEX.

The sslected user vl be deleted from DACS(Door Accass Control System).

(@ Deleted user in a TP-Hext PBX system

|| Eatension Hame Department
1000 Cho finsuk [5Floor/SM]
1015 Cho byunggu /5Floor/Framework(
1016 k

ity Hviang woosun JsFcor]

2. Salect Access Control Group Palicy

|'v

n

Salact access control group policy for selacted sddsd users and you can sslact ons or more groups.

|| Group Mame Description
fioor door
defautt group. default access group
b policy Jeb policy access group

m

www.addpac.com

22



DACM (Door Access Cont

User List

@ Door Access Control Syste

&« C M © 172161.19/dacm/userList WA

Door Access Control System @ Access control setting changed L
To apply setting, click he1e to transmitting to terminal. & Administrator
Home User and Terminal Access Control » Card = Log and Report

=) User List

Search registered access terminal user or search for all users. You can proceed add/change/delete through the screen.

search List: | All Users A Search Import User

Extension Name Department Access Policy Date Created Modify Delete
1 1000 Choi jinsuk J5Floor jsM/ g Access Allow 2011-07-22 15:50:01 [ES
2 1008 Kwon hyajun J[5Flaor fSM/ @ Access Allow 2011-07-22 15:50:00 it x
3| 1014 ©h hyoungsuk J5Floor fFramework/ & Access Allow 2011-07-22 15:50:01 X
4| 1015 Choi byunggu /5Floor jFramework g Access Allow 2011-07-22 15:50:01 [E
5 1016 Lee seonghyun [5Floor fFramework/ @ Access Allow 2011-07-22 15:50:01 it x
[ 4 |Page [1 |oft| b Kl | & Total: 5
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DACM (Door Access Con

Terminal List

(D) Door Access Control Sy:

€« C # | © 172.16.1.19/dacm/terminallist RN

Door Access Control System Access control setting changed
Tao apply setting, click here to transmitting to terminal.
Home User and Terminal ~ Access Control + Card ~ Log and Report +
i‘ Terminal List
Display the registered door phone lists imported from IP-Mext PBX system.
Import Terminal
Terminal Name Description Status Extension IP Address Model Name Version Date Created Detail View
1| 2floor door terminal 2Floor dooar ter. @ Connected 1008 172,16.10.4 AP-VACSD 2011-07-29 17:08:50 \\__4
2 3fioor door terminal 3Floor door ter.. § Connected 1002 172.16.10.1 AP-VAC20 8.50.001 2011-07-22 15:50:01 LLif’
3 Sfloor door terminal SFloor door ter § Connected 1005 172.16.10.2 AP-VAC50 2011-07-29 17:08:50 \_L*f
4| The main entrance d...  The main entran... g Connected @ Required setting  172.16.10.3 AP-VAC100 2011-07-29 17:08:50 B4
[4 4 |Page [1 |oft| b Kl | Total: 4
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DACM (Door Access Con

Access Control Group Management

(2) Door Access Control Syste

& C M  © 17216.1.19/dacm/accessGrouplist

Help | Logout

Door Access Control System @ Access control setting changed =
.=, Administrator

To apply setting, dick here to transmitting to terminal.

Home User and Terminal = Access Control « Card = Log and Report +

- Access Control Group

‘You can define a new Access Contral Group with one or more terminals, users and schedule policy.
Also, you can adjust priority of access control group using up/down arrow (or mouse drag/drop}.

Add a Access Contral Group

Group Name Description Schedule Policy Date Created Modify Delete
§  fioor door Al Allow 2011-08-28 11:37:13 [ 4
§  Jobpolicy job policy access group working day 2011-07-04 17:06:47 B ®
§ defautaroup default access group All Allovs 2011-06-28 11:37:13 B ®x
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DACM (Door Access Con

Configuration Download to Terminal

AddPac

() Door Access Control Syste >

&« C A ©17216.1.19/dacm/terminalSync

Door Access Control System @ Access control setting changed

To apply setting, click her

Home User and Terminal ~ Access Control - card - Log and Report

to transmitting to terminal.

Hel

Logout

&, Administrator

i, Terminal Sync.

Synchronize user, access group and schedule policy with selected terminals.
Default checked terminals have updated configurations need to be synchronized.

Terminal Name IP Address Connection Status Syne Status

2floor door terminal 172.16.10.4 § Connected ¥ Not yet synchronized
3floor door terminal 172.16.10.1 § Connected ¥ Not yet synchronized
Sfloor doar terminal 172.16.10.2 § Caonnected ¥ Not yet synchronized
The main entrance doar 172.16.10.3 § Caonnected ¥ Not yet synchronized

To synchronize with selected terminal above, select 'Sync’ button below. Select 'Cancel’ button to cancel.
Sync Cancel

AddPac
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DACM (Door Access Con

AddPac

£+~

RF Card Management

@ Door Access Control Syst

C M  © 17216.1.19/dacm/cardList

@ Access control setting changed

Door Access Control System

To apply setting, dick here to transmitting to terminal.

Home Userand Terminal ~ Access Contral Card -~ Log and Report ~

Help | Logout

& Administrator

% Card List

Display registered card list. Also, you can register a new card or modify/delete selected card(s).

Search List: | All card h-d ord || search
Serial Mumber Extension Username Status Description Date Created
1 4000233 1008 Kwon hyajun & Specified Temporary cards are issued.  2011-07-08 15:53:03
2 123458789 O Unspecified 2011-07-22 16:17:04

{ |Page [1 |oft| b Kl |&

AddPac

Register a Card

Modify Delete
[ES
[0

Total: 2
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DACM (Door Access Con

Access Log Management

() Door Access Control Sy:

&« C A ©172161.19/dacm/eventlog w oA

@ Access control setting changed B oo i
To apply setting, dlick here to transmitting to terminal. & Administrator
Home User and Terminal = Access Control Card = Log and Report =
a Event Log
Display various event log with search conditions{user, datetime, terminal registration..).
Duration 11-07-10 4 ~ 110800 [
User Extension Number :
Event Level : Error -
Search Reset
Time: Level User Extension Event
1 2011-07-15 10:27:27 L) Warning 1000 authentication failure
2 2011-07-1511:25:27 @ Notice 1000 registration success
3 2011-07-1512:21:27 @ Notice 1200 registration success
4 2011-07-1609:27:27 @ Information 1201 door opened
5 201107-16 11:27:27 (@ Information 1007 registration success
& 2011-07-16 17:12:00 (&) Notice seaurity profile downloading completed
7 2011-07-17 18:00:00 (@ Notice system started
| Page |1 |of1 | b bl | &2 Total: 7
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Sales and Marketing
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