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e Network Service Diagram

« ACOS Ver2.0 Enhanced Features

* Improve the Database Stability

* Improve the DB Sync Speed between DACS and Terminal

 Door Access Control Server
— AP-ACS1000, AP-ACS1500
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e Improve system database stability

— Separate Configuration and Event DB.
— Support automated corruption detection.
— Support automated recovery method.

e Support various database management tool

— Support factory-default, shutdown, reboot, vacuum menu.
— Support multi backup location(PC and DACS).

— Support automatic and manual database backup.

— Support event log option(category and level).

* Improve ‘terminal DB sync’ speed
— Improve ‘terminal DB sync’ procedure.
— Support backward compatibility (verl and ver2)

AddPac www.addpac.com



Several Backup Points

Manual Backup

A
\ 4

- Integrity Backup
==" cacagpy \ O1K 0
R ‘Termina| Sync’ CS

) Automatic Backup by DACS )

4R, Reboot

EESEEE  shutdown

AP-ACS1000
DACS

Addec www.addpac.com



Database Stability(2/2)

- Support automated recovery method

System init

DB Corrupted? N
(integrity check)

Restore from
Backup DB

Backup file
exist

Restore from
‘Factory Default DB’ Do

initializing

AddPac
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Database Management (1/3

- Initialize, Backup, Restore

Door Access Control Manager SRS S e i ””

To apply setiing, c ere to apply to terminal

Home User and Terminal Access Contral = Card - Alarm and Event = System - [2] Goto Time and Attendance Manager

@ System Maintenance

Initialize swstemn operating database to factory default or save operating database to a local disk in the event of system failure such as the loss of a hard disk.
(In'rtialize Data \

Initialize configuration and event log to factory default and also remove backuped configuration and log. Database Factory Default

Initialize to factory default - Al (conﬁguratlon, event IOg)
- Event log only0

Femove event log only.

\ Rermaove event log J

maackup Data \

Backup configuration and event log ta this DACE server. Database Backup
Backup to DACS -to DACS
-to PC

Backup configuration and event log to DACS server and then download them to the PC.

\ Backup to PC J
Kﬂesture Data \

. Restore Database
Restore fram: DACS 0 PC
- from PC, DACS
Restore below data from DACS server - Configuration, Event log
Configuration database file - dacs.db (2016-03-10 15:33:02) Restare

K Eventlog database file - event.db (2016-03-1015:07:20) Restore J
Avuruc www.addpac.com



Database Management (2/3

- Shutdown, Reboot, Vacuum

+" Access control setting changed B Fritar11 14

Duor Access CDntl'Ol Manager To apply setting, ciick heres to apply to terminal

Home User and Terminal = Access Control = Card = Alarm and Event =

&, root logout

System = [#] Goto Time and Attendance Manager

@ System Maintenance

Initialize system operating database to factory default or save operating database to a local disk in the

ent of system failure such as the loss of a hard disk.

v

* Shutdown

Shutdown this DACS server.

The database optimization for improved performance.

Configuration database file - dacs.dh (146 kbytes) Wacuurn
Ewent log datahase file - event.dh (2,693 kintes) Wacuurn

Shutdown
N System Management
2 - shutdown
Reboot this DACS sarver. - Reboot
Fehoot - Vacuum ( Configuration, event log DB)
*Vacuum

AddPac




Database Management (3/3
- Event Log Filter

¢ Access control setting changed B Frinar1d
Door Access Control Manager o e e e o
Home Uszer and Terminal « Access Control - Card - Alarm and Event + System - [2] Goto Time and Attendance hanager
\ 7

. Event Settings

Configure the event filter and alarm configuration.

cvem Log Filter

Configure the event log level.

Event Log Filter

DACE server system events: Warning b4 - Category
- Level

Terminal systermn events: Error b

Door access events: Fatal b4

To apply this features, select Wpply' or 'Cancel

Apply Cancel

AddPac copyright @ sddPac , &l Rights Re Version 1.3
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HTTP POST
(Terminal Sync)

AP-DACS

HTTP RSP
(Terminal Sync)

DAC Protocol
(Sync REQ)

AP-VAC50

A

HTTP POST
(Terminal Sync Status)

[

>
<
«

DAC Protocol
(Sync RSP)

A 4

Remote DB Connection.

Execute Sync Procedure.

A

HTTP RSP
(Terminal Sync)

DAC Protocol
(Sync Status REQ)

DAC Protocol
(Sync Status RSP)

A

AddPac
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Improve Terminal Sync(2

- ACOS Ver.2 Procedure (without remot

HTTP POST
(Terminal Sync Status)

AP-DACS AP-VAC50
4 TR
HTTP POST
(Terminal Sync)
> DAC Protocol
(Sync REQ) >
HTTP RSP
< (Terminal Sync) DAC Protocol
< (Sync RSP)
f DB Download REQ -

DB Download RSP

<
«

DACS DB Downloading

In Video Door Ph

[ DB Sync

pne

—

HTTP RSP
(Terminal Sync)

DAC Protocol
(Sync Status REQ)

AddPgc

<

DAC Protocol
(Sync Status RSP)

\ 4
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AddPac

Door Access Control
Server

www.addpac.com
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Door Access Control Ser

Model

Service Features

Registration User Number

Concurrent Call User Number

VolIP Signaling Internal
External

Powerful IVR, UMS, Media Service, User
Presence Service

RTP Proxy Service (IPv6, Private IP)

Redundancy

Dual Power Supply

LAN Port
VolP Module Slots for PSTN

VoIP Interface

Video Door Phone Control
(RF card, etc)

Time & Attendance Management

AP-ACS1500

200
60
SIP
H.323/SIP
Support

Support

N/A
Support

Support(option)

AP-ACS1000

100
30
SIP
H.323/SIP
Support

Support

Single Power

2

2 Slots
(8 Port Module)

FXS,FXO,E1/T1
Support

Support(option)
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AP-ACS1000
Door Access Control Server

AddPac
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« DACS(Door Access Control Server) Network Diagram
« AP-ACS1000 DACS Main Features

« AP-ACS1000 DACS Hardware Specification

« DACS System Message Flow (Examples)

« DACM (Door Access Control Manager)

e Open API for Third Party Controller

AddPac www.addpac.com
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Integrated Door Access C

AP-ACS1000 DACS (Door Access Contr

SMM (Smart
Multimedia Manager)
for IP-PBX
Management

AP-ACS1000
y Door Access Control Server
(access control, call control

o - ———

DACM (Door Access
Control Manager) for
Access Management

10/100M A

o—— Attendant -—=a
’ \

AP-VP280 Video Phone

e}

Door Open
By Touch Screen
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Main Features
AP-ACS1000 DACS (Door Access (

Door Access Control Application System

SIP Application Server, Proxy, Registrar and Location Server
Multiple ITSP Trunk with SIP & H.323 Accounts Support
Legacy PBX Interworking Service

High Performance RISC & Programmable DSP Architecture

Two(2) 10/100Mbps Fast Ethernet (IP Share ,etc)

High Performance LAN-to-LAN Routing Capability

Powerful Network Protocols (PPPoE, DHCP, Static Routing, etc)
IPv4/IPv6 Dual Stack

Firmware Upgradeable Architecture

Smart Multimedia Manager for IP-PBX Management
DACM(Door Access Control Manager)

Advanced Voice QoS Mechanism

Small, Light and Compact Design

Two(2) VolP Module Slots for Analog, Digital Interface

AddPac www.addpac.com 17



Hardware Specification
AP-ACS1000 DACS (Door Access Control

 RISC Microprocessor Computing Power

e Main Chassis

— Network Interface
 Two(2) 10/100Mbps Fast Ethernet
* One(1) RS-232C Console (RJ45)

— Two(2) VoIP Module Slots for FXS, FXO etc

Addec www.addpac.com
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Hardware Specification
AP-ACS1000 DACS (Door Access Control Serve

AddPac

AP-ACS1000 Front Side

AddPac

LANL (10/100Mbps)

LANO(10/100Mbps)

Console Port

www.addpac.com 19



Hardware Specification
AP-ACS1000 DACS (Door Access Ca

AP-ACS1000 Back Side
PSTN Interface Module

Power Inlet

Power Switch

Hot-Swap Switch & LAMP Indication

AddPac www.addpac.com
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Hardware Specification

AP-ACS1000 DACS (Door Access Co

PSTN Interface Module

AP-N1-FXS8 8-Port FXS Voice Processing Module
(8 x RJ11)

AP-N1-FXO8 8-Port FXO Voice Processing Module
(8 x RJ11)

AP-N1- 4-Port FXO and 4-Port FXS Voice

Processing Module (8 x RJ11)

AP-N1-E1T1 1-Port VoIP Digital E1/T1 Interface
Module(1xRJ45)
AddPac www.addpac.com
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AP-ACS1500
Door Access Control Server

AddPac
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Main Features
AP-ACS1500 DACS (Door Access

* Door Access Control Application System + Call Manager

« SIP Application Server, Proxy, Registrar and Location Server
* Multiple ITSP Trunk with SIP & H.323 Accounts Support

* High Performance RISC Architecture

 Smart Multimedia Manager for Call Manager

« DACM(Door Access Control Manager) for IP Door Phone Control
(RF Card, Fingerprint Module, etc)

* |Pv4/IPv6 based Dual Network Protocol Support
* Fault Tolerant and Scalability Architecture
* Firmware Upgradeable Architecture

« Dual System Redundancy Architecture
— Two(2) Fast Ethernet Interface / System

e Dual Redundancy Power

AddPac www.addpac.com
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Hardware Features
AP-ACS1500 DACS (Door Access Contr

e High-End Microprocessor Computing Power

e Main Chassis

— Dual Redundancy CPU Boards for System Fault Tolerant
 Two(2) 10/100Mbps Fast Ethernet
* One(1) RS-232C Console (RJ45)

— Dual Redundancy Power Supply
— Hot-Swap Features

Addh‘ www.addpac.com
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Hardware Specification

AP-ACS1500 DACS (Door Access Contro

AP-ACS1500 Front Side

CPU Board LANL1 for Active CPU

(Hot-Swap) LANO for Active CPU LANO for Standby

CPU

Addec www.addpac.com

Hot-Swap Button

LAN1 for Standby
CPU

25



Hardware Specification

AP-ACS1500 DACS (Door Access Control

AP-ACS1500 Back Side

Plug for PSU B Plug for PSU A

Addec www.addpac.com
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AddPac

Access Control Server
Redundancy Scheme

www.addpac.com
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System Redundancy F¢
AP-ACS1500 DACS (Door Access Cont

System Block Diagram

IP Network
(WAN)
LAN1 LANO ILANl
A 2 KeepAive v v
: Channel
i CPU Board CPU Board
i (ACTIVE)  [®=r=====er »  (StandBy)

Addec www.addpac.com



P Door Phone 1 -=a

AP-VAC300H

ACS Network

ACS1000

www.addpac.com

register ,~— = 7 Attendant -q
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ACS Redundancy Sche

- Call Manaaer Function

AP-VAC300H

Active — Standby Duplication Scheme

.- Attendant -

SIP / \
register

(=P ke

|
|
|
I
|
|
|
AP-VP280 |

el el e e
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ACS Redundancy Scheme

- Door Access Control Functio

Primary ACS ACS1500 Secondary ACS
Registered

A

System Fault

\<Z
/\

Keep Alive Time Out

Register Request /-

Register Request

A

System Fault Recovery .
Register Request
Registered

Addec www.addpac.com
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AddPac

DACS
System Message Flow
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DACS System Message

Registration and KeepAlive

AP-VAC300H AP-ACS1000

Register with
Authentication
o
o
o
OK
Bl
- HTTP Get : Terminal
< List with Status
Bl
KeepAlive »] HTTP Response : Terminal List
- by AJAX XML
o
OK
Bl
Bl
Bl

DACP (Door Access Control Protocol) : XML over TCP

AddPac www.addpac.com 33




DACS Q\/qum Messaa

e B B B

vv‘-a

Access Pr|V|Iee and Schedule D

AP-VAC300H

AP-ACS1000

AGConfig : Configuration
Download

HTTP POST : User
Access Privilege &
Schedule

HTTP Response : OK

OK

Yyvy

HTTP GET : Terminal
Download Result

HTTP Response : Terminal
Download Status

DACP Handle Full or Partial Configuration
Download for Supporting Efficient and Large
Scale Network

AddPac

www.addpac.com

34



DACS System Message F

RF Card Read/Write and Registratio

AP-VAC300H

AP-ACS1000

HTTP GET: RF Card
Information
CardRead B
=
OK
] HTTP Response : OK
HTTP POST : RF Card
Information
CardWrite <
=
OK
] HTTP Response : OK
Addec www.addpac.com
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DACS System Message

Door Open by RF Card or Passwo

AP-VAC300H AP-ACS1000

1. Employee Put his RF Card
or Input Password using
Keypad

2. Validate User and
Schedule
|
3. Send Notification to
Server and Save the Event
to Local Database

EventNotify

OK

Addec www.addpac.com



DACS System Message

Door Open by Other Terminal

AP-VAC300H

AP-ACS1000

AP-VP280 Video Phone

to Local Database

AddPac

www.addpac.com

1
1. Visitor Call to Attendant or
a User
INVITE
> INVITE
-
200 OK
200 OK n
=
2. Talk to Visitor and Push
Door Open Softkey
§ INFO (DoorOpen) B INFO (DoorOpen)
200 OK
> 200 OK
3. Send Notification to "]
Server and Save the Event

37



Door Access Control
Manager for AP-ACS1000

AddPac
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DACM (Door Access C

Main Web Page

Door Access Control Manager

AddPac ver 1.0
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DACM (Door Access Cc

Main Web Page

() Door Access Control Man +

€ C M @ 172161.19/dacm

=2 ALHE AddPac IP-Mext AlAE D ML SHUZ H2H NF LA 2 S S 22 225 ZEELICH Ol 2 HRE StiM s
JSE +HE & RS ST 82 280 2 HRHAM B30t = 2ELICE

& o 5
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AddPac

(Door Access Co

User Management

Door Access Manager

- s o= Help | logout
AddPac pet Admin (administrators)

B AER L0l

IP-Next PBXU| SS& A2l S22 SUSH MAH SR 8213 6h= JIsYLULL
01 2Is2 S5 210 st - LA AFROI PBXY SSE ARK 00 BRFHR 2 JISE +8ol0 =S 382

=
SUSHE &< YaLil.
[men 2]

1 AZLES A2 A8

HH MEX:0, HAR:0, 2180, 4HE:0
Uees  olB 2H B
1000 22 BHE ENEYF SEDE
1001 2 a [2AEL s Qe
1002 EEA Y 92 smartMgt Q=8
1003 HEF {24 7 & fsmartMgt @ sueE
1004 MES M 22 SmartMgt Q==

2 EYU SN IEZH MY

ZQUEH 82 MEXN H2 UYHE oM MY N2 DS HEGHE + USLICH LUSN S E AR0 = B0 HEIAN 220
MENEE A S SFHH0 FUCE

default policy

HE SSE HEoAHB NHSLINHES OILIB 'HABES =l Al 2,
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(Door Access Cc

User Management

(D) Door Access Control Man

€«

C & © 17216.1.19/dacm/importData

HELE AHE RS R 2| - FIE 2h| ~ S EH 2 ~ EIYEHDY ~
83 AS U BT 71X 27|
IP-Next PEXH S2E AEA A ST S22 SRIEH A2Bo2 2713t 5t JISELICH
0 ls=s €7 K?IEHI B SWFEALE *'Fq‘ M-ED\ PBXH SE 22N S0 TETER 2 =S Y FEE LSFH] BLUEHE T+ sLICH
AER || 292D
L AEA 2 AN H
TH AERE 50 BHEE:2 IR 49 AHE:L
@ =12 NER
o mz or= A
1000 s J2M/EEH1E
1010 £ J2 AR
@ MY MER
oz o= A
1004 gil james [2AER Y

m

AddPac
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DACM (Door Access Cc

Access Group Management

o Door Access Control Man

. +
« C f @ 172161.19/dacm/accessGrouplist w7 ﬂ.
=UENITE=
a=os a9 2HEIH 44 2SR +3 | 4"

§  norestriction EURHHE NfA 2011-06-27 12:23:12 )

§ Foy 30 Y NJA 2011-06-27 12:23:12 & b4
§  research_only WAL EU TR working_day 2011-06-27 12:23:12 B ® E

§  SFloor SEHPL working_day 2011-06-27 12:23:12 ® X

T 2aMRx BYANRL FU B working_day 2011-06-27 12:23:12 [E. 4

[ moim 1| | & Displaying 1- 5 of 5
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CM (Door Access Cc

Configuration Download to Terminal

Door Access Control Manager

AddPac ver 1.0

Admin (administrators)

SAMNET & o B e &2 S2 S |[DOREIAM

I - IP =4 - & AE v BT OE v HE S8 v

[] 3F door phone 172.16.10.5 J Bz wuzsustus

Iobby entrance 172.16.5.20 o wxEa Ve

5F door phone 17216106 5 @32 ¥ @zs

factory main 172.16.10.8 & H=s ¥ uzus s VayEEEg
=727t 29 9= HL0ll= check It HAEC
20 2 53 A 6h= 2 2 checkoh® ®LH

FOHAEE BRI OOEHE H&6i2M Ol HE HES dR8IHL ZEE HASAZH HAHES dRGA AR,

Copyright A
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(Door Access Co

RF Card Management

() Door Access Control Man
€« C ff © 17216.1.19/dacm/cardList

Zugte: | EH FIE VIERNES] 2

=D MNels g [FRa]- 1= MNETE L an 48 =0 +3 #A

5 3F00278 1000 TUE assigned 3EENE 2000-12-3103:22:06 £ i
23557200 not_assigned 2000-12-3103:22:15 ﬁ b4

7 321111223 5000 quest_userl assigned UMEFLUIS#1 2000-12-3103:23:15 [E. ¢

Displaying 1-3of 3

[ [ R T S
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DACM (Door Access Cc

Access Log Management

(D) Door Aceess Control Man +

€« C A | © 172161.19/dacm/eventLog

HE22 AHSAHS EHED| 2| - FIE 2l -

SEE 2 DTS 2= 2UHIGS YUE EIM E

| 2 EHELCL

E R & i

EQERI0IE: d

METHHHE

OME S2 v

EE

A2t g2 BRI 0= oaHE 0|HE

2001-01-03 14:39:56 Dan 3F_floor 1000 authentication success

1973-02-07 08:00:00 @Dazp 3F_floor 1000 system started

2001-01-03 14:46:3% ?;f& oH2 3F_floor 1010 unknown user accessed

| moR 1 1 | & Displaying 1- 3 of 3
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AP-ACS1000 Open AP
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Open API

Open API for 3'rd Party Manage

HTTP Get, Post, Put, Delete

HTTP Response

AP-ACS1000 3'rd party server

« HTTP based RESTful Open API for Door Access Management
XML based Flexible and Expandable Message Contents
* Provides More than 40 APIs as Bellow

user_list(GET), user(GET, POST, PUT, DELETE), ...
terminal_list(GET), terminal(GET, POST, PUT, DELETE), ...
access_group(GET, POST, PUT, DELETE), priority (PUT), ...
card_list(GET), card(POST, PUT, DELETE), ...

schedule_template(GET, POST, PUT, DELETE), rule(GET, POST, PUT,
DELETE),...

Addh‘ www.addpac.com
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AddPac

Thank you!

AddPac Technology Co., Ltd.

Sales and Marketing

Phone +82.2.568.3848 (KOREA)
FAX +82.2.568.3847 (KOREA)
E-mail : sales@addpac.com
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